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Foreword

ISO (the International Organization for Standardization) and IEC (temhtional Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members c
ISO or IEC patrticipate in the development of International Standards through technical committees establishe
by the repective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmentat and non
governmental, in liaison with ISO and IEC, alsketgart in the work. In the field of information technology,

ISO and IEC have established a joint technical committee, ISQYTEQ.

International Standards are drafted in accordance with the rules given in the |IBDAEIWes, Parp.

The main task athe joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication a:
International Standard requires approval by at [é&$6 of the national bodies casting a vote.

In exceptional circumstances, when the joint technical committee has collected data of a different kind from tl
which is normally published as an International Standard (Ostate of the artO, for exangylelediae to

publish a Technical Repor Technical Report is entirely informative in nature and shall be subject to review
every five years in the same manner as an International Standard.

Attention is drawn to the possibility that some of the elemédritssdocument may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

The committee responsible for this documedoisit Technical Committee ISO/IETTC 1, Information
technology, Slbcommittee SQ@2, Programming languages, their environments and system software interfaces.

This edition cancels and replaces ISO IEC TR 24772:2012. The main changes between this document and t
previous version are:

e Languagespecific annexes (Annexes C throughhdye been removed from the document aretbeing
republished as languageecific parts
o TR 247722 Information technology — Programming Languages — Guidance to avoiding
programming language vulnerabilities, Part 2: Specific guidance for Ada
o TR 247723 Information technology — Programming Languages — Guidance to avoiding
programming language vulnerabilities, Part 2: Specific guidance for C

Parts for Python, PHP, Ruby, Spark, Fortran, COBOL and C++ will bieshad when available.

e Recommendations to avoid vulnerabilities are ranked and the top 21 are placed in sstablause
5.4, together with the vulnerabilities in clauses 6 and 7 that contain each recommendation.
e The following wlnerabilities that wer documented in clauseo8version 2are now documented as part
of clauses 6 and 7.
o [CGA] Concurrency — Activation
[CGT] Concurrency — Directed termination
[CGX] Concurrent data access
[CGS] Concurrency — Premature termination
[CGM] Protocol lock errors is now Lock protocol errors

O O O O O

[CGY] Inadequately secure communication of shared resource.

© ISO/IEC 2013 DAl rights reserved vii
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viii

Clauses 6.2 and 7Z2rminology were integrated into clause 3, and all subclausekuse 6 and 7
renumbered.

The following vulnerabilities have moved from claus® @lause 7 to reflect the fact that they are more
realistically design vulnerabilities rather than programming language vulnerabilities

O

[REU] Termination strategy, 6.39, became [REWault tolerance and failure strategy

The following vulnerabilities weresmoved

O

[XZ1] Sign extension error wasintegrated into [XTRJype system.

The following vulnerabilities were renamed to better reflect the nature of the vulnerability

O
O

O
O

[HFC] Pointer casting and pointer type changes was renamed tBointer type conversion;
[JCW] Operator precedence/Order of evaluation, was renamed tOperator precedence and
associativity,

[[XYL] Memory leak is renamed tddemory leaks and heap fragmentation;

[XYP] Hard coded password 6.25,is renamed{ard coded credentials;,

New vulnerabiliies are add® specifically

0O O 0O 0 o O o O o0 o0 o o o

[YAN] Deep vs shallow copying;

[BLP] Violations of the Liskov substitution principle or the contract model,;
[PPH] Redispatching;

[BKK] Polymorphic Variables;

[SHL] Reliance on external format strings,

[CCM] Time consumption and measurement;

[CCI] Clock issues;

[CDJ] Time drift and jitter;

[DLB] Download of code without integrity check;

[DHU] Inclusion of functionality from untrusted control sphere;

[EFS] Use of unchecked data from an uncontrolled or tainted source;
[PYQ] URL redirection to untrusted site (‘open redirect’);

[UJO] Modifying constants, 8.2, whichwill not be addressed by languasgecific parts at this
point in time.

Guidance material for each vulnerability given in subclause 6.X.5 is reworded to be moré¢ axglici
directive.

Addition materialhas been addddr some vulnerabilitieso reflect addition knowledge gained since the
publication of edition 2

© ISO/IEC 2013 BAll rights reserve
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Introduction

All programming languages contain constructs &énatincompletely specifie@éxhibit undefined behawvim,

are implementatioependent, or are difficult to use correclifie use of those constructs may therefore give
rise tovulnerabilities, as a result of which, software programs can execute differently than intended by the
writer. In some cases, these vulnerabilities @ampromise the safety of a systenberexploited by attackers
to compromise the security privacy of a system.

Thisdocuments intended to provide guidance spanning multiple programming languages, so licatiapp
developers will be better able to avoid the programming constructs that lead to vulnerabilities in software
written in their chosen languaged their attendant consequenddss guidance can also be used by
developers to select source code eatidun tools that can discover and eliminate some constructs that could
lead to vulnerabilities in their softwaoe to select a programming language that avoids anticipated problems

It should be noted that thiscumentis inherently incompletdt is notpossible to provide a complete list of
programming language vulnerabilities because new weaknesses are discovered codtmusiligh report

can only describe those that have been found, characterized, and determined to have sufficient probability ar
consequence

© ISO/IEC 2013 BAll rights reserved iX






Technical Report ISO/IEC TR 247722013(E)

Information Technology N Programming LanguagesN Guidance to
avoiding vulnerabilities in programming languages

1. Scope

This documenspecifies softwarprogramming languageaulnerabilitiesto be avoidedn thedevelopment of
systemswvhere assured behaviour is required for security, safesgioncritical andbusinessritical softwareln
general, this guidance is applicable to the software developed, reviewed, or maintained for any application.

Vulnerabilities are described in a generic manner that is applicable to a broad range of programming languages.

2. Normative references

The following referenced documents are indispensable for the application of this dodtoneated references,
only the editiorcited appliesFor undated references, the latest edition of the referenced document (including any
amendments) applies.

ISO/IEC/IEEE 60559:2011, Information technology -- Microprocessor Systems -- Floating-Point arithmetic

ISO/IEC 10967-1: 2012 Information technology -- Language independent arithmetic -- Part 1. Integer and floating
point arithmetic

ISO/IEC 10967-2:2001 Information technology -- Language independent arithmetic -- Part 2: Elementary
numerical functions

ISO/IEC 10967-3:2006 Information technology -- Language independent arithmetic -- Part 3: Complex integer
and floating point arithmetic and complex elementary numerical functions

3. Terms and definitions, symbols and conventions

3.1 Terms and definitions

For the purposes of this documehg terms and definitiorgaven in ISO/IEC 23821 and the followingpply.
Other terms are defined where they appeauiic type.

ISO and IEC maintain terminology databases for use in standardization are available at:

e |EC Glossary, std.iec.ch/glossary
e |SO Online Browsing Platform, www.iso.ch/obp/ui

3.1.1 Communication
3.111

© ISO/IEC 2013 BAll rights reserved 1
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protocol
set of rules and supporting structures for the interaction of threads

Note 1: A protocol can be tightly embedded and rely upon data in memory and hardware to conactionter
of threads or can be applied to more loosely coupled arrangements, such as message communication spannini
networks and computer systems.

3.11.2

stateless protocol

communication or cooperation between threads where no state is preservauranditd itself (example HTTP or
dired access to a shared resource)

Note 1: Since most interaction between threads reqtirat state be preserved, the cooperating threads must

use values of the resources(s) themselves or add additional communicatemgescto maintain state.

Stateless protocols require that the application provide explicit resource protection and locking mechanisms to
guarantee the correct creation, view, access to, modification of, and destruction of the E&oexample,

the gate needed foracrect handling of the resoutce

3.1.2 Execution model
3.121

thread

sequential stream of execution

Note 1: Although the term thread is used here and the context portrayed is sharedmemory threads

executing as padf a process, everything documented applies equally to other variants of conceuaneg
interrupt handlers being enabled by a process, processes being created on the same system using operating
system routines, or processes created result of distributed messages sent over a network. The mitigation
approaches will be similar to those listed in the relevant vulnerability descriptions, but the implications for
standardization would be dependent on how much language supportidegrmr the programming of the
concurrent system.

3.12.2
thread activation
creation and setup of a thread up to the point where the thread begins execution

Note 1: A threadmay depend upon one or more other threads to definedéss to otherbjects © be
accessed and to detena its duration

3.123
activated thread
threadthatis created anthenbegins execution as a resulttbfeadactivation

3.124

activating thread

thread that exists first and makes the library calls or contains the largyudige that causes the activated thread to
be activated

2 © ISO/IEC 2013 BAll rights reserve



Baseline Editionb3 TR 247721

Note 1: Theactivatingthreadmay or may not wait for thactivatedthreadto finish activation and may or may
not check for errors if the activation fails. Tastivatingthreadmay or may not be peritted to terminate until
after theactivatedthreadterminates.

3.125

static thread activation

creation and initiation of a thread by program initiation, an operating system or runtime kernel, or by another thre:
as part of a declarative part of tieead before it begins execution

Note 1: In static activation, a static analysis can determine exactly how many threads will be created and how
much resource, in terms of memory, procesgoird) cycles, priority ranges and intérread communication
strudures, will be needed by the executing program before the program begins.

3.12.6

dynamic thread activation

creation and initiation of a thread by another thread (including the main program) as an executable, repeatable
command, statement or subprogram cal

3.12.7
thread abort
request to stop and shut down a thread immediately

Note 1: The request is asynchronous if from another thread, or synchronous if from the thread itself. The effe
of the abort requessigch asvhether it is treated as an exception) and its immedthey i§ how long the

thread may continue to execute before it is shut down) depend on larspestfec rules. Immediate shutdown
minimizes latency but may leave shared data structures in ateahistpte.

3.12.8

termination-directing thread
thread (including the OS) that requests the &yodf one or more threads

3.129

thread termination

completion and orderly shutdown of a thread, where the thread is permitted to make data objects cefhsasient,
any acquired resourcesnd notify any dependent threads that it is terminating

Note 1: There are a number of steps in the terminationtbfead as listed below, but depending upon the
multithreading model, some of these steps may be combined, may be explicitly programmed, or may be
missing
e thetermination of programmed execution of the thread, including termination of any synchronous
commuication;
o the finalization of the local objects of the thread;
e waiting for any threads that may depend on the thread to terminate;
o finalization of any state associated with dependent threads;
e notification thatfinalization is complete, including possibletification of the activating task;
e removal and cleanup of thread control blocks and any state accessible by therthyeattierthreads
in outer scopes.
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3.12.10
terminated thread
thread thahas beeindted from any further execution

3.1211
master thread
thread which must wait faterminated thread before it can take further execution steglsding termination of

itself)

3.12.12

process
single execution of a prograrar portion of an application

Note 1: Processedo not normally share a commoremory space, buatften share

e processor,
e network,

e oOperating system,

o filing system,

e environment variables, or
e other resources.

Processes are usually started and stopped by an operating system and may or may not interact with other
processesA processnay contain multiple threads.

3.1.3 Properties

3.131

software gquality

degree to which software implements the requirements described by its specifindtitie degree to which the

characteristics of a software product fulfill rquirements

3.1.3.2
predictable execution
property of the program such that all possible executions have results that can be predicted from the source code

3.1.4 Safety
3.1.41

safety hazard
potential source of harm

Note 1 IEC 615084 [20]: defines &dazard as apotential source of harm, whereharm is physical injury or
damage to the health of people either directly or indirectly as a result of damage to property or to the
environment. Some derived standards, such as UK Defence Standdy@, @Poaden the definition éfirm to
includematerial and environmental damage (not just harm to people caused by property and environmental
damage).

3.1.4.2
safety-critical software
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software for applications where failure can cause very serious consequences such as human injury or death

Note 1: IEC 6150&8B [20]: definesSafety-related software assoftware that is used to implement safety

functions in a safety-related system. Notwithstanding that in some domains a distinction is made between
safetyrelated (can lead to any harm) and satetitcal (life threatening), this Technical Report uses the term
safety-critical for all vulnerabilties that can result in safety hazards.

3.1.5 Vulnerabilities

3151

application vulnerability

security vulnerability or safety hazard, or defect

3.15.2

language vulnerability

property (of a programming language) that cantributeto, or that is strongly correlated with, application
vulnerabilities in programs written in that language

Note 1: The termproperty can meanhe presence or the absence of a specific feature, used singly or in

combination. As an example of the absence of a feateneapsulation (control of where nancasbe

referenced from) is generally considekemeficialsince it narrows the interface between modules and can

help prevent data corruptiohhe absence @ncapsulation from a programming language can thus be regarded
as a vulnerabilityNote that a property together with its compleneartboth be considered language
vulnerabilities.For example, automatic storage reclamation (garbage collectinrea vulnerability since it

can interfere with time predictability and result in a safety hazard. On the other hand, the absence of automa
storage reclamatioranalsobea vulnerability since programmers can mistakenly free storage prematurely,
resulting indangling references.

3.1.5.3

security vulnerability

weakness in an information system, system security procedures, internal controls, or implementation that could &
exploited or triggered by a threat

3.154

Failure

A malfunction of the system or componevttich has asucategorieemission failure, commission failure, timing
failure and value failure

3.1.55
Omission failure
A servicethatis requestedbut never rendered

Note: Theclientmaywait forever or may be notified about the failure (termination) of the service.

3.1.5.6
Commission failure
A servicethatinitiates unexpected actions, e.@ymmunication that is unexpected by the receiver
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Note: The service might wait forevecausingomission failures for subsequent calls by cliefite receiver
might be hindered to do its legitimate actions in tilktea minimum, resowesare consumed that gpessibly
needed by others.

3.1.5.7

Timing failure
A servicethatis not rendered befoan imposed deadline

Note: This results in system responsthat is (too) late, causing corresponding damages to the real world
affected by the system.

3.1.58
Value failure
A service delivers incorrect or tainted results

Note: The client continuesomputations with these corrupted values, causing a spreatsgquential
application errors.

3.2 Symbols and conventions

3.2.1 Symbols

For the purposes of this document, sigenbolsgiven in ISO 80002 apply.Other symbols are defined where they
appear in this document.

3.2.2 Conventions

Programming language tokeand syntactic tokesappear incourier New font.

4. Basic concepts

4.1 Purpose of this Technical Report

This documenspecifies software programming language vulnerabilities to be avoided in the development of
systems where assured behaviour is required for security, safety, mission critical and business criticallsoftware.
general, this guidance is applicable to thitvgare developed, reviewed, or maintained for any application.

This documendoes not address software engineering and management issues such as how to design and
implement programs, use configuration management tools, use managerial processes, angrpegss
improvementFurthermore, the specification of propertsl applicationso be assuredrenot treated.

While thisdocumentdoes not discuss specification or design issues, there is recognition that boundaries among the
various activities areat clearcut. This documenseeks to avoid the debate about wherelmyel design ends and
implementation begins by treating selected issues that some might consider design issues rather than coding issue
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The body of thislocumenprovides users of progmming languages with a languaigdependent overview of
potential vulnerabilities their usageSeparate documents, termed Padsscribe how the general observations
apply to specific languages.

4.2 Intended audience

The intended audience for tlidecumentarethose who are concerned with assutimg predictable execution of
thesoftware of their system; that is, those who are developing, qualifying, or maintaining a software system and
need to avoid language constructs that could cause the saftvetecute in a manner other than intended.

Developers of applications that have clear safety, securntyssioncriticality are expected to be aware of the
risks associated with their code and could usedibisimento ensure that thedevelopment actices address the
issues presented by the chosen programming languages, for examgiegsybses of the languager by
providing coding guidelines

It should not be assumed, howewbgt other developers can ignore tthicumentA weakness i@ noncritical
applicationmay provide the route by which an attacker gains control of a system or otherwisesdshqgsted
applications that are criticdt is hoped thaall developers would use thi®cumento ensure that common
vulnerabilities a& removed or at least minimized from all applications.

Specific audiences for thdocumeninclude developersnaintainers and regulatarg

e Safetycritical applications that might cause loss of life, human injury, or damage to the environment

e Securitycritical applications that must ensure properties of confidentiality, integrity, and availability

e Mission-critical applications that must avoid loss or damage to property or finance

e Businesgritical applications where correct operation is essentidlgsticcessful operation of the
business

e Scientific, modeling and simulation applicatiadhatrequire high confidence in the results of possibly
complex, expensive and extended calculation

4.3 How to use this document

Thisdocumengathers descriptiond programming language vulnerabilities, as well as selected application
vulnerabilities, which haveccurred in the past and are likely to occur agaach vulnerability and its possible
mitigations are described in the body of the report in a languagpendent mannethough illustrative examples
may be language specifin addition,separatdartsfor particular languages describe the vulnerabilities and their
mitigations in a manner specific to the language.

Because new vulnerabilities are alwégsng discovered, it is anticipated thasttiocumentvill be revised and

new descriptions addeBor that reason, a scheme that is distinct from subclause numbering has been adopted to
identify the vulnerability descriptionEach description has beersi@med an arbitrarily generated, unique three

letter code. These codes should be used in preference to subclause numbers when referencing destaig®ns
they will not change as additional descriptions are added to future editionsd¢himent

This documenitcontains descriptions that are intended to be languaigpendent to the greatest possible extent.
Separate Paregpply the generic guidance to particular programming languages.

This documentas been written with several possible usagesimal:
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e Programmers familiar with the vulnerabilities of a specific language can reference the guide for more
generic descriptions and their manifestations in less familiar languages.

e Tool vendors can use the thiletter codes as a succinct way to Oprottie®election of vulnerabilities
considered by their tools.

¢ Individual organizations may wish to write their own coding standards intended to reduce the number of
vulnerabilities in their software products. The guide can assist in the selection of mlitiresdo be
addressed in those standards and the selection of coding guidelines to be enforced.

¢ Organizations or individuals selecting a language for use in a project may want to consider the
vulnerabilities inherent in various candidate languages.

e Scimtists,engineers, economists, statisticians, or others who write computer programs as tools of their
chosen craft can read this document to become more familiar with the issues that may affect their work.

Thedescriptionsnclude suggestions for ways ofading the vulnerabilitiesSome are simply the avoidance of
particular coding constructs, but others may involve increased review or other verification and validation methods.
Source code checking tools can be used to automatically enforce some cledirrgndustandards.

Clause 2 providesormative references
Clause 3 provideterms, definitions, symbols and conventions.
Clause 4 provides the basic concepts used fodtddeament

Clause 5)ulnerability Issues, provides rationale for thdocumentandexplains how many of the vulnerabilities
occur.Clause 5 also provides a summary list of the2xbppproaches to avoiding the most common vulnerabilities
in a tabular form with references to clasi8end 7guidance.

Clause 6Programming Language Vulnerabilities, provides languagmdependent descriptions of vulnerabilities in
programming languages that can lead to application vulnerabilities. Each description provides:

e asummary of the vulnerability,

e characteristics of languages where the vulmiéta may be found,

e typical mechanisms of failure,

e techniques that programmers can use to avoid the vulnerability, and

e ways that language designers can modify language specifications in the future to help programmers
mitigate the vulnerability.

Clause7, Application Vulnerabilities, provides descriptions of selected vulnerabilities which have been found and
exploited in a number of applications and which have well known mitigation techniques, and which result from
design decisions made by coders indhsence of suitable language library routines or other mechaiisms.

these vulnerabilities, each description provides:

e asummary of the vulnerability,
e typical mechanisms of failure, and
e techniques that programmers can use to avoid the vulnerability.

Clause 8 New Vulnerabilities, provides new vulnerabilities that have not yet had corresponding programming
languagespecifictext developed.
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AnnexA, Vulnerability Taxonomy and List, is a categorization of the vulnerabilities of this report in the form of a
hierarchical outline and a list of the vulnerabilities arranged in alphabetic order by theletteeeode.

Annex BSelected guidance to language designers, is a summary of guidance to language designers from subclause
6.X.6.

AnnexC, Language Specific Vulnerability Template, is a template for the writing of programming language
specificPartsthat explain how the vulnerabilities from clause 6 are realized in that programming language (or sho
how they are absent), and how they might be mitigated guiayespecific terms.

This documents supported by a set of Techni€&ports numbered TR 24722 TR 247723, and so on. Each
additional part imamed for a particular programming language tis¢ vulnerabilitieslescribed irclauses and 7
of this deumentand describe how eaecfulnerability appears thatspecific language argpecifies howt may be
mitigated in that language, whenever possihleof the languagalependent descriptions assume that the user
adheres to the standard for the languegyksted in the sublause of eacPRart.

5 Vulnerability issues and general avoidance mechanisms

5.1 Predictable execution

There are many reasons why software might not execute as expected by its developers, its users or other
stakeholders. Reasons ind&iincorrect specifications, configuration management errors and a myriad of others.
This documentfocuses on one causehe usage of programming languages in ways that render the execution of
the code less predictable.

Predictable execution is a property of a program such that all possible executions have results that can be predicte
from examination of the source codehieving predictability is complicated by that fact that software may be
used:

e on unanticipated platforn($or exampleported to a different processpor)

e in unanticipated ways (as usage patterns change),

e in unanticipated contextfof examplesoftware reuse and systesfisystem integrations), and
e by unanticipated userfof examplethose seeking to explaind penetrate a software system).

Furthermore, todayOs ubiquitous connectivity of software systems virtually guarantees that most software will be
attackedl either because it is a target for penetration or because it offers a springboard for penettian of
software Accordingly, todayOs programmers must take additional care to ensure predictable execution despite th
new challenges.

Software vulnerabilities are unwanted characteristics of softwdna may allow softare to execute in waybat

are unexpected?rogrammers introduce vulnerabilities into software by using language features that are inherently
unpredictable in the variable circumstances outlined above or by using features in a manner that reduces what
predictability they could offerOf course, complete predictability is an ideal (particularly because new
vulnerabilities are often discovered through experience), but any programmer can improve predictability by
carefuly avoiding the introduction of knowruinerabilities into code.

This documentiocuses on a particular class of vulnerabilitiesguage vulnerabilities. These are properties of
programming languages that can contribute to (or are strongly correlatedppitiaytion vulnerabilitiesN
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security weaknesses, safety hazards, or def@atexample may clarify the relationshiphe programmerOs use of

a string copying function that doest check length may be exploited by an attacker to place incorrect vetiues

on the program stack, hence passing control of the execution to code provided by the &ttacktaeng copying
function is the language vulnerability and the resulting weakness of the program in the face of the stack attack is
the application vulerability. The programming language vulnerability enables the application vulnerabiliy.
language vulnerability can be avoided by using a string copying function that does set appropriate bounds on the
length of the string to be copidsly using a bonded copy function the programmer improves the predictability of
the codeOs execution.

The primary purpose of thdocuments to survey common programming language vulnerabilities; this is done in
clause 6 Each description explains how an applicatiomewbility can resulin Clause 7, a few additional

application vulnerabilities are describdthese are selected because they are associated with language weaknesses
even if they do not directly result from language vulnerabilittes.example, a prognamer might have stored a
password in plaitext (seesubdauseError! Reference source not found.) because the programming language did

not provide a suitable library function for storing the password in aemoverable format.

In addition to considering the individual vulnerabilities, it is instructive to consider the sources of uncertainty that
candecrease the predictability of softwaléese sources are briefly considered in the remainder of this clause.

5.2 Sources of unpredictability in language specification

5.2.1 Incomplete or evolving specification

The design and specification of a programgrieEmguage involves considerations that are very different from the
use of the language in programmibhgnguage specifiers often need to maintain compatibility with older versions
of the languad¥ even to the extent of retaining inherently vulnerable featGometimes the semantics of new or
complex features amot completely known, especially when used in combination with other features.

5.2.2 Undefined behaviour

ItOs simply not possible for the specifier of a programming language to describe esibtg pekaviour. For
example, the result of using a variable to which no value has been assigned is left undefiaegl@ayguagesln
such cases, a program might do anytNimgcluding crashing with no diagnostic or executing with wrong data,
leading taincorrect results.

5.2.3 Unspecified behaviour

The behaviour of some features may be incompletely defined. The language implementer would have to choose
from afinite set of choices, but the choice may not be apparent to the programmer. In sudiftaress,
compilers may lead to different results.

5.2.4 Implementation-defined behaviour

In some cases, the results of execution may depend upon characteristics of the compiler that was used, the
processor upon which the software is executed, or the ©thEms with which the software has interfates.

principle, one could predict the execution with sufficient knowledge of the implementation, but such knowledge is
sometimes difficult to obtairurthermore, dependence on a specific implementaédinal behaviour will lead to
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problems when a different processor or compiler is Skebmetimesvenif different compiler switch settings are
used.

5.2.5 Difficult features

Some language features may be difficult to understand or to use appropriatelyustteecomplicated semantics
(for examplefloating point in numerical analysis applications) or human limitatitorsekampledeeply nested
program constructs or expressior&metimes simple typing errors can lead to major changes in behaviour
without a diagnosticfor exampletyping O=0 for assignment when one really intended O==0 for comparison).

5.2.6 Inadequate language support

No language is suitable for every possible applicattonthermore, programmers sometimes do awé lthe

freedom to dect the language that is most suitable for the task at hand. In many cases, libraries must be used to
supplement the functionality of the languagken, the library itself becomes a potential source of uncertainty
reducing the predictability of execution

5.3 Sources of unpredictability in language usage

5.3.1 Porting and interoperation

When a program is recompiled using a different compiler, recompiled using different switches, executed with
different libraries, executed on a different platform, or even interfaced with different systems, its behaviour will
changeSuch tanges result fra different choices for unspecified and implementatiefined behaviour,
differences in library function, and differences in underlying hardware and operating system Singporbblem

is far worse if the original programmer chose to use implemertdépandent extensions to the language rather
than staying with the standardized language.

5.3.2 Compiler selection and usage

Nearly all software has bugs and compilers are no excepin@y. should be carefully selected from trusted
sources and qualified ipr to usePerhaps less obvious, though, is the use of compiler swidtfsgent switch
settingscanresult in differences in generated coflecareful selection of settings can improve the predictability of
code, for example, a setting that causedl#gging of any usage of an implementataefinedbehaviour

5.4 Top avoidance mechanisms

Each vulnerability listedh clauses$ and 7 provides a set of ways that the vulnerability can be avoided or
mitigated. Many of the mitigations and avoidance meigms are common. This subclaysevides the most
effectiveand the most commanitigations, together with references to which vulnerabilities they apply. The
references are hyperlinked to provide the reader with easy access to those vulnerabibties&be and further
exploration.

The expectation is that users of this document wietbp and use a coding standard based on this document that
is tailored tatheirrisk environment

| Number | Recommended avoidance mechanism | References |
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1 Validateinput. Do not make assumptions about the values of paramet| 6.6 7.13
Check parameters for valid ranges and values in the calling and/or ca
functions before performing any operations 7.18 7.28
2 When functions return error values, check #reorreturn values before | 6.36
processing any other returned data 6.60
3 Enable compiler static analysis checking and resolve compiler warnin 6.8 6.10 6.14 6.15
6.16 6.17 6.18 6.19
6.22 6.25 6.26 6.27
6.29 6.30 6.34 6.36
6.38 6.39 6.47 6.54
6.56 6.57 6.60 6.61
6.62 7.28
4 Run a static analysis tool to detect anomalies not caught by the comg 6.3 6.6 6.7 6.8
6.10 6.14 6.15 6.16
6.17 6.18 6.19 6.22
6.25 6.26 6.27 6.29
6.30 6.34 6.36 6.38
6.39 6.47 6.54 6.56
6.57 6.60 6.61 6.62
7.28
5 Performexplicit range checkingvhen it cannot be shown statically that| 6.6
ranges will be obeyed, when range checkingpisprovided by the 6.8
implementationor if automatic range checking is disable 6.16
6 Allocate and fre@esources, such as memory, threads or latkhe same| 6.14
level of abstraction
7 Avoid constructs that have unspecifieot boundedehaviar, and if the | 6.24 6.56
construct is needed, tdst all possible behaviours.
8 Makeerror detectiongrrorreporting,errorcorrection, and recovery an | 6.36
integral part of a system design.
10 Use only those features of the programming language that enforce a| 6.31
logical structure on the program.
11 Avoid using features of tHanguage which are not specified to an exaq 6.55 6.56 6.57
behaviour or that are undefingthplementatiordefinedor deprecated. | 6.58  6.59
12 Avoid using libraries without proper signatures 6.34
13 Do not modify loop control variables inside toep body 6.29
14 Do not perform assignments within Boolean expresseves; if allowed | 6.25
by the language.
15 Do not depend oside effectof a term in the expression itself 6.31 6.24
16 Use names that are clear and visually unambigugrisonsistent in 6.17
choosing names.
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17 Use careful programming practice when programming border cases. | 6.6 6.29 6.30
18 Be aware of shottircuiting behaviour when expressions with side effe| 6.24
are used on the right side of a Boolean expressioh as if the first 6.25

expression evaluates f@a1se in an and expression, then the remainin
expressions, including functions calls, will not be evaluated.

19 Avoid fall-through from one case (or switch) statement into the follow| 6.27
casestatement: if a falthrough is necessary then provide a comment t
inform the reader that it is intentional.

20 Do not use floatingpoint arithmetic when integers would suffice 6.4
especially for counters associated with program flow, such astwuaml
variables.

21 Sanitize, erase or encrypt data that will be visible to others (for exam| 7.11
freed memory, transmitted data). 7.12

6. Programming language vulnerabilities

6.1 General

This clause provides languagelependent descriptiod vulnerabilities in programming languages that can lead
to application vulnerabilitie€ach description provides:

e asummary of the vulnerability,

e characteristics of languages where the vulnerability may be found,

e typical mechanisms of failure,

e techniques that programmers can use to avoid the vulnerability, and

e waysthat language designers can modify language specifications in the future to help programmers
mitigate the vulnerability.

Descriptions of how vulnerabilities are manifested in particular programming languages are provided in separate
Parts of this multi-part document. In each case, the behaviour of the language is assumed to be as specified by
the standard cited in the respective Part. Clearly, programs could have different vulnerabilities in a non-standard
implementation. Examples of non-standard implementations include:

e compilers written to implement some specification other than the standard,
e use of non-standard vendor extensions to the language, and
e use of compiler switches providing alternative semantics.

The following descriptions are written in a langudggependent manner except when specific languages are used
in examplesThelanguagespecific Partsnay be consulted for language specific descriptions.

In general, thiglause willusethe terminology that is most natural to the description of each individual
vulnerability. Hence terminology may differ from description to description.
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6.2 Type system [IHN]

6.2.1 Description of application vulnerability

When data values are converted from one data type to another, even when done intentionally, unexpected results
can occur.

6.2.2 Cross reference

JSF AV Ruls [31]: 148 and 183

MISRA C[35]: 4.6, 10.1, 10.3and 104

MISRA C++[36]: 3-9-2, 50-3 to 50-14

CERT C guidelines [38]DCLO7-C, DCL11C, DCL35C, EXPO5C and EXP3ZC
AdaQuality and Style Guid¢l]: 3.4

6.2.3 Mechanism of failure

Thetype of a data object informs the compiler how values should be represented and which operations may be
applied. Theype system of a language is the set of rules used by the language to structure and organize its
collection oftypes Any atempt to manipulate data objects with inappropriate operationggs aror. A program

is said to beype safe (or type secure) if it can be demonstrated that it has no type er@ffs [

Every programming languades some sort of type systefnlanguage istatically typed if the type of every
expression is known at compile tinThe type system is said to feong if it guarantees type safety andak if it
does notThere are strongly typed languages thahatestatically typed because they enforce type safety with
runtime checksZ7].

In practical terms, nearly every language falls short of being strongly typed (in an ideal sense) because of the
inclusion of mechanisms to bypass type safety in particulzurogtanced-or that reason and because every

language has a different type system, this description will focus on taking advantage of whatever features for type
safety may be available in the chosen language.

Sometimes it is appropriate for a data vatube converted from one type to anothenpatible one. For example,
consider the following program fragment, written in no specific language:

float a;

integer i;

a :=a + 1i;
The variable 1" is of integer type. It is converted to the float type befoig didded to the data valukhis is an
implicit type conversion. If, on the other hand, the conversion must be specified by the program, for example,

a := a + float (i)
then it is arexplicit type conversion.
Typeequivalence is the strictest form diype compatibility; two types are equivalent if they are compatible without
using implicit or explicit conversiorf.ype equivalence is usually characterized in termsuab type
equivalenceN two variables have the same typéniéy are declared in the same declaration or declarations that use

the same type narNeor structure type equivalenceN two variables have the same type if they have identical
structuresThere are variations of these apmtoes and most languages use different combinations of #8m [
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Therefore, a programmer skilled in one language may very well code inadvertent type errors when using a differe
language.

It is desirable for a program to be type safe becausapiiiesation of operations to operands of an inappropriate
type may produce unexpected resuftsaddition, the presence of type errors can reduce the effectiveness of static
analysis for other problemSearching for type errors is a valuable exercisaulmtheir presence often reveals
design errors as well as coding errdfainy languages check for type erfdrsome at compiléime, others at run

time. Obviously, compilgime checking is more valuable because it can catch errors that are not exeauted by
particular set of test cases.

Making the most use of the type system of a language is useful in twoRiraysdata conversions always bear the
risk of changing the value. For example, a conversion from integer to float risks the loss of signditaathilie

the inverse conversion risks the loss of any fractional v@laeversion of an integer value from a type with a
longer representation to a type with a shorter representation risks the loss of significarthdgydan produce
particularly puzling results if the value is used to index an ar@oynversion of a floatingoint value from a type
with a longer representation to a type with a shorter representation risks the loss of pidusicem be

particularly severe in computations whérenumber of calculations increases a power of the problem size. (It
should be noted that similar surprises can occur when an application is retargeted to a machine with different
representations of numeric values.)

Second, programmercan use the tygpsystem to increase the probability of catching design errors or coding
blunders. For example, the following Atagment declares two distinct floatipgint types:

type Celsius is new Float;
type Fahrenheit is new Float;

The declaration mees it impossible to add a value of type Celsius to a value of type Fahrenheit without explicit
conversion Even explicit conversions also require additional numeric calculations that respect the relationship of
the realworld units being converted. Forample F = C (where F is Fahrenheit and C is Celcius) only works when
C=-40, otherwise one needs F = convert_to_fahrenheit(C) which performs 9*C/5+32.

As another examplé¢he following Pascatode

type AltitudeInFeet = -1500.. 45000;

defines the operatgrange of a plane and lets the compiler decide on the appropriate underlying representation in
contrast to a predefindgpe integer which might be represented in 16 bits (insufficient for the purpose) or 32
bits, depending on the target architecture.

6.2.4 Applicable language characteristics

This vulnerability is intended to be applicable to languages with the following characteristics:
e Languages that support multiple types and allow conversions between types.

6.2.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Takeadvantage of any facility offered by the programming language to declare distinct types and use any
mechanism provided by the language processor and related tools to check for or enforce type compatibili
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e Use available language atablsfacilities to peclude or detect the occurrencearoplicit type conversions
such as those in mixed type arithmeliidt is not possible, use human revigwassist in searching for
implicit conversions.
e Avoid explicit type conversion of data values except when tlsare alternativeDocument such
occurrences so that the justification is made available to maintainers
e Use the most restricted data type that suffices to accomplish theojoexample, use an enumeration type
to select from a limited set of choicessgh as a switch statement or the discriminant of a union type)
rather than a more general type, such as intéges.will make it possible for tooling to check if all
possible choices have been covered.
e Always respect the implied unit systems, when camgeexplicitly from one numeric type to another.
e Treat every compiler, tool, or retime diagnostic concerning type compatibility as a serious issue. Do not
resolve the problem byodifying the cod¢o includean explicitconversionwithout further analyis
instead examine the underlying design to determine if the type error is a symptom of a deeper problem.
o Never ignore instances of implicit type conversion; if the conversion is necessary, change it to an explicit
conversion and document the rationfaleuse by maintainers
e Analyze the problem to be solved to learn the magnitudes and/or the precisions of the quantities needed as
auxiliary variables, partial results and final results.
o Create types that more accurately model the problem domaincavitsponding safe operations and
conversions in lieu of using primitive types.

e Minimize use of predefined numeric typghoseranges and precisions are implementation defined.
Instead use types whose ranges and precision are guaranteed.

6.2.6 Implications for language design and evolution

In futurelanguage design and evolutiaativities the following items should be considered:

e Language specifiers should standardize oaramon,uniform terminologyto describe their type systems
so that programmers espenced in other languages can reliably learn the type system of a language that is
new to them.

o Provide a mechanism for selecting data types with sufficient capability for the problem at hand.

o Provide a way for the computation to determine the limith®idata types actually selected.

e Language implementers should consider providing compiler switches or other tools to provide the highest
possible degree of checking for type errors.

6.3 Bit representations [STR]

6.3.1 Description of application vulnerability

Interfacing with hardware, other systems and protocols often requires access to one or more bits in a single
computer word, or access to bit fields that raass computer words for the machine in questiatakes can be
made as to what bits are to be accessed becausecof/ifveess of the processor (see below) or because of
miscalculationsAccess to those specific bits may affect sunding bits in ways that compromise their integrity.
This can result in the wrong information being read from hardware, incorrect data or commands being given, or
information being mangled, which can result in arbitrary effects on components attadieedytsiém
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6.3.2 Cross reference

JSF AV Rules [31147, 154 and 155

MISRA C[35]:1.1, 61,62, and D.1

MISRA C++[36]: 5-0-21, 52-4 to 52-9, and 95-1

CERT C guidelines [38EXP38C, INTOO-C, INTO7-C, INT12-C, INT13C, and INT14C
Ada Quality and Style Guid§l]: 7.6.1 througlv.6.9, and 7.3.1

Hogaboom, Richard{ Generic API Bit Manipulation in C [17]

6.3.3 Mechanism of failure

Computer languages frequently provide a variety of sizes for integer variadohggiages may support short,
integer long, and even big integetaterfacing with protocols, device drivers, embedded systems, low level
graphics or other external constructs may require each bit or set of bits to have a particular iTeasengt sets
may or may not coincide with thees supported by a particular languagelementationWhen they do not, it is
common practice to pack all of the bits into one witdsking and shifting of the word using powers of two to
pick out individual bits or using sums of powers of 2 to picksnisets of bitsfigr example using 28=2+2%+2"to
create the mask 11100 and then shifting 2 bits) provides a way of extracting thdsedvidedge of the
underlying bit storage is usually not necessary to accomplish simple extractions such &sableses can arise
whenprogrammers mix their techniquésg. arithmetic and logical operation® reference the bits or output the
bit, sincestorage ordering of the bits may not be what the programmer expects.

Packing of bits in an integer is naherently problematiddowever, an understanding of the intricacies of bit level
programming must be knowSome computers or other devices store thddfitso-right while others store them
right-to-left. Thekind of storage can cause problems whearifiating with external devices that expect the bits in

the opposite order. One problem arises when assumptions are made when interfacing with external constructs al
the ordering of the bits or words are not the same as the receiving Rradyammers nyainadvertently use the

sign bit in a bit field and then may not be aware that an arithmetic shift (sign extension) is being performed when
right shifting causing the sign bit to be extended into other fidlitisrnatively, a left shift can cause the shyhto

be oneBit manipulations can also be problematic when the manipulations are done on binary encoded records tr
span multiple wordsThe storage and ordering of the bits must be considered when deimgéiperations

across multiple words as teg may be stored in bendianor little-endianformat.

6.3.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:
e Languag@s that allow bit manipulations

6.3.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Explicitly document ay reliance orbit orderingsuch as explicibit patterns, shifts, or bit numbers

e Understandte way bit ordering is done on the host system and on the systems with which the bit
manipulations will be interfaced.

e Where the language supports it, use bit fields in preference to binary, octal repfesentations

e Avoid bit operatonson signed operands.
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e Localize and document the code associated with explicit manipulation of bits and bit fields.
e Use static analysis tools that identify and report reliance upon bit ordering or bit representation

6.3.6 Implications for language design and evolution

In futurelanguage design and evolution activifiee following items should be considered:

e For languages that are commonly used for bit manipulations?B(Application Programming Interface)
for bit manipulations that is independent of word size and machine instruction set should be defined and
standardized.

6.4 Floating-point arithmetic [PLF]

6.4.1 Description of application vulnerability

Most real numbersannot be represented exactly in a compUtemrepresent real numbers, most computers use
ISO/IEC/IEEEIEC 60559 Information technology -- Microprocessor Systems -- Floating-Point arithmetic [30]. If

this standards not followed, therthe bit representation for a floathpmint number can vary from compiler to
compiler and on different platformisowever relying on a particular representation can cause problems when a
different compiler is used or the code is reused on another plaRegardless of the representation, many real
numbers can only be approximated since representing the real nusitizea binary representatiomy well

require an endlessly repeating string of bits or more binary digits than are available for represéhtagtore it
should be assumed that a floatimgint number is only an approximation, even though it mayntexteemely good
one.Floatingpoint representation of a real number or a conversion to fleptitg can cause surprising results
and unexpected consequences to those unaccustomed to the idiosyncrasies epdmatarghmetic.

Many dgorithms that ge floating point can have anomalous behaviour when used with certain values. The most
common results are erroneous results or algorithms that never terminate for certain segments of the numeric
domain, or for isolated valueBhose without training or expience in numerical analysis may not be aware of
which algorithmspr, for a particular algorithm, of which domain values should be the focus of attention.

In some hardware, precision for intermediate floapomt calculations may be different than that suggested by the
data typegcausing different rounding resulighen moving to standard precision modes.

6.4.2 Cross reference

JSF AV Rules [31]146, 147, 184, 197, and 202
MISRAC[35]:11and ¥.1

MISRA C++[36]: 0-4-3, 39-3, and 62-2

CERT C guidelines [38FLPOGC, FP01C, FLP02C and FLP3aC
Ada Quality and Style Guid€l]: 5.5.6 and 7.2.1 through?2.8

6.4.3 Mechanism of failure

Floatingpoint numbers are generally only an approximation of the actliz.Expressedn base 10 world, the
value of 1/3 is 0.333333H he same type of situation occurs in the binary worldlienumbers that can be
represented with a limited number of digitdbase 10such as 1/10=0.1 become endlessly repeating seguence
the binary worldSo 1/10 represented as a binary number is:
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0.0001100110011001100110011001100110011001100110011...

Whichiso*1/2 + 0*1/4 + 0*1/8 + 1*1/16 + 1*1/32 + 0*1/64..and no matter how many digits are
used, the representation will still only &e approximation of 1/10’herefore when adding 1/10 ten times, the
final result may or may not be exactly 1.

Accumulating floating point values through the repeated addition of values, particularly relatively small values, ca
provide unexpected resultdsing an accumulated value to terminate a loop can result in an unexpected number of
iterations.Rounding and truncation can cause tests of flogimigt numbers against other values to yield

unexpected resultanother cause of floating point errorsrediance upon comparisons of floating point values or

the comparison of a floating point value with zéFests of equalityr inequality can vary due t@unding or

truncation errors, which may propagate far from the operation of oEgen comparisonsf constants may fail

when a different rounding mode was employed byctmpiler and by the applicatiobDifferences in magnitudes

of floating-point numbers can result in no change of a very large fleaong number when a relatively small

number is aded to or subtracted from it

Manipulating bits in floatingpoint numbers is also very implementation depenié¢né implementation is not
ISONEC/IEEE 60559[30] compliant or in the interpretation of NAN@gpically, special representations are
specified for positive and negative zgrdinity and subnormal numbers very close to zBalying on a particular
bit representation is inherently problematic, especially when a new compiler is introduced or the codd mreus
another platformThe uncertainties arising from floatkpgpint can be divided into uncert&ymabout the actual bit
representation of a given valwith asbig-endian or littleendian) and the uncertéynarising from the rounding

of arithmetic oprations for example the accumulation of errors when imprecise floapogt values are used as
loop indices).

Note that most floatingoint implementations are binafecimal floatingpoint numbers are available on some
hardware anthas beestandardied inISONEC/IEEE 60559:201130]but be aware what precision guarantees
your programming language makes. In general, fixed point arithmetic may be a better solution to common
problems involving decimal fractionsu@h as financial calculations).

Implemertations (libraries) for different precisions are often implemented in the highest precision. This can yield
different resultsn algorithms such as exponentiation than if the programmer had performed the calculation
directly.

Floatingpoint systems hawaore than one rounding mode. Round to the nearest even number is the default for
almost all implementations. Repeatedly rounding iterative calculations towards zero or away from zero can result
a loss of precision, anthn cause unexpected outcome.

Floating-point min and rax can return an arbitrary sign when both parameters are zero (and of different sign).
Tests that use the sign of a number rather than its relationship to zero can return unexpected results.

6.4.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

o All languages with floatingpoint variables can be subject to rounding or truncation errors.
6.4.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:
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e Unless the programOs use of floapioint is trivial, obtain the assistance of an expert in numerical analysis
and in the hardware properties of youstem to check the stability and accuracy of the algorithm
employed.

e Do not use a floatingoint expression in a Boolean test for equalitjess it can be shown that the logic
implemented by the equality test cannot be affected by prior rounding énsiesad, useodingthat
determines the difference between the two values to determine whether the difference is acceptably small
enough so that two values can be considered egatd.that if the two values are very large, the Osmall
enoughO differencercée a very large number.

e Verify that the underlying implemenian is compliant with ISONEC/IEEE 60559[30] or that it includes
subnormal numbers (fixed point numbers that are close to zero). Be aware that implementations that do not
have thiscapability can underflow to zero in unexpected situations.

o Be aware that infinities, NAN and subnormal numbers may be possible and give special consideration to
tests that check for those conditions before uhiegin floating point calculations.

e Use lilrary functions with known numerical characteristiégoid theuseof a floatingpoint variable as a
loop counterlf it is necessary to use a floatipgint valuefor loop control, use inequality to determine the
loop control that is,<, <=, > or >=).

e Understand the floatirgoint format used to represent the floatpmnt numbersThis will provide some
understanding of the underlying idiosyncrasies of floatinot arithmetic.

e Avoid manipulating the bit representation of a floatpgnt number Prefe built-in language operators
and functions that are designed to extract the manpgigspanenor sign

e Do not use floatingoint for exact values such as monetary amouugs.floatingpoint only when
necessary such as for fundamentally inexact valugts asimeasuremeras values of diverse magnitudes
Consider the use diked point arithmetidlibraries or decimal floating pointhenappropriate

e Use known precision modes to implement algorithms

¢ Avoid changing theounding mode from RNE (round nearest even)

e Avoid relianceon the sign othe floatingpointMin andMax operationsvhen both numbers are zero.

o When addingor subtractinysequences of numbers, sort and @gadubtractthem from smallest to
largest inabsolute valueor use a suitable compensated summation algorithm to avoid loss of precision.

6.4.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:

e Languages that do not already adhere to or only adhere to a sulS@i6C/IEEE 60559 B0] should
consider adhering completely to the standBscdmples of standardization that should be considered:

e Languages should consider providing a means to gengisgnostics for code that attempts to test equality
of two floating point values

e Languages should consider standardizing their data type to ISO/IEC-12932andISO/IEC 10967
2:2001

6.5 Enumerator issues [CCB]

6.5.1 Description of application vulnerability

Enumerationgre a finite list of named entities that contain a fixed mapping from a set of names to a set of integral
values (called the representation) and an order between the members of the set. In some, ldrsgeagesno
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other operations available exceptardequality, first, last, previous, and next; in othérs full underlying
representation operators are available, such as integer O+O and Bitvise operations.

Most languages that provide enumeration types also provide mechanisms tedefamonepresentations. If these
mechanisms do not enforce whdype operations and check for conflicts then some members of the set may not b
properly specified or may have the wrong imiags If the valuesetting mechanisms are positional only, then there

is a risk that improper counts or changes in relative order will result in an incorrect mapping.

For arrays indexed by enumerations with ol@fault representations, there is a risk of structures with holes, and if
those indexes can be manipulated nunadyicthere is a risk of oudf-bound accesses of these arrays.

Most of these errors can be readily detected by static analysis tools with appropriate coding standards, restrictior
and annotationsSimilarly mismatches in enumeration value specificatem loe detected statically. Without such
rules, errors in the use of enumeration types are computationally hard to detect statically as well as being difficull
to detect by human review.

6.5.2 Cross reference

MISRA C[35]: 8.12,9.2, and9.3
MISRA C++[36]: 8-5-3

CERT C guidelines [38]INT09-C
Holzmann[18] rule 6

Ada Quality and Style Guidé§l]: 3.4.2

6.5.3 Mechanism of failure

As a program is developed and maintained the list of items in an enumeration often changes in three basic ways
new elements ar@dded to the list; order between the members of the set often changes; and representation (the
map of values of the items) changapressions that depend on the full set or specific relationships between
elements of the set can create value errors thad cesult in wrong results or in unbounded behaviours if used as
array indices.

Improperly mapped representations can result in some enumeration values being unreachable, or madyscreate
in the representation where valdkat cannot be defined gpeopagated.

If arrays are indexed by enumerations containingaefault representations, some implementations may leave
space for values that are unreachable using the enumeration, with a possibilitecéssarily large memory
allocationsor a way tgpass information undetected (hidden channel).

When enumerators are set and initialized explicitly and the language permits incomplete initializers, then change
to the order of enumerators or the addition or deletion of enumerators can result in theakresdpeing assigned

or default values being assigned impropéeslybsequent indexinean result innvalid accesses and possibly
unbounded behaviours.

6.5.4 Applicable language Characteristics

This vulnerability description is intended to be applicabllabguages with the following characteristics:
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e Languages that permit incomplete mappings between enumerator specification and value assignment, or
that provide a positionanly mapping require additional static analysis tools and annotations to help
idertify the complete mapping of every literal to its value.

e Languages that provide a trivial mapping to a type such as integer require additional static analysis tools to
prevent mixed type error$hey also cannot prevemmvalid values from being placed mvariables of such
enumerator types-or example:

enum Directions {back, forward, stop};
enum Directions a = forward, b = stop, c = a + b;

In this examplegc may have a value not defined by the enumeration, and any further use as that
enumeration will lead to erroneous results.

e Some languages provide no enumeration capability, leaving it to the programmer to define named constants
to represent the values arahges.

6.5.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use static analysis tools that will detect inappropriate use of enumerators, such #seusiag integers or
bit maps, and that detect enumeration definition expressions that are incomplete or incorrect. For languages
with a complete enumeration abstraction this is the compiler.

e In code that performs different computations depending on tbe waan enumeration, ensure that each
possible enumeration value is covered, or provide a default that raises an error or exception.

e Use an enumerated type to select from a limited set of choices and use tools that statically detect omissions
of possiblevalues in an enumeration

6.5.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:

e Languages that currently permit arithmetic and logical operations on enumerpgsrcoyld provide a
mechanism to ban such operations progvade.

e Languages that provide automatic defaults or that do not enforce static matching between enumerator
definitions and initialization expressions could provide a mechanism to enforceatatiing.

6.6 Conversion errors [FLC]

6.6.1 Description of application vulnerability

Certain contexts in various languages may require exact matches with respees to

aVar := anExpression

valuel + value?2

foo(argl, arg2, arg3, .. , argN)
Typeconversion seeks to follow these exact match rules while allowing programmers some flexibility in using
values such astructurallyequivalent types in a nareguivalent langage, types whose value ranges may be

distinct but intersect (for example, subranges), and distinct types with sensible/meaningful corresponding values
(for example, integers and flogats
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Conversions can lead to a loss of data, ifttrget representation is not capable of representing the original value.
For example, converting from an integer type to a smaller integer type can result in truncation if the original value
cannot be represented in the smaller size and convertingiadlpaint to an integer can result in a loss of

precision or an oubf-range valueConverting from a character type tsmallercharacter type can result in the
misrepresentation of the character.

Type-conversion errors can lead to erroneous data being generated, algorithms that fail to terminbtajratsay
errors,or arbitrary program execution.

See alssubclaus&.44 Polymorphic variablef BKK]

for up-casting errors.
6.6.2 Cross reference

CWE [8]: 192. Integer Coercion Error

MISRA C[35]: 7.2,10.1103, 10.4, 10.6108, and111-118

MISRA C++[36]: 2-13-3, 5-0-3, 50-4, 50-5, 50-6, 50-7, 50-8, 50-9, 50-10, 52-5, 52-9, and 53-2
CERT C guidelines [38FLP34C, INTO2C, INTO8-C, INT31-C, and INT35C

6.6.3 Mechanism of failure

Conversion errorsesult in data integrity issuegndmay also result in aumber of safety and security
vulnerabilities

When the conversion results in no change in representation but a change in value for the new type, this may rest
in a value that is not expressible in the new type, or that has a dramatically different onéaningOne such

situation is the change of sign between the origin and destination (neggbesitive or positive> negative),

which changes the relative order of members of the two types and could result in memory access failures if the
values & used in address calculatioNsimeric type conversions can be less obvious because some langilages
silently convert between numeric types.

Vulnerabilities typically occur when appropriate range checking is not performednanticipatedralues are
encounteredAriane 5[2][33] launcherfailure occurred due to an improperly handled conversion error resulting in
the processor being shidbwn

Conversiorerrors can also result in security issus attackemay input gpatticular numeric valuéo exploit a
flaw in the program logicThe resulting erroneous value may then be used as an arrayaridep iteratora

length, a sizestate dataor in some othesecuritycritical mannerFor example, a truncated integer vahiay be
used to allocate memory, while the actual length is used to copy information to the newly allocated memory,
resulting in a buffer overflof30].

Numerictype-conversiorerrorscanlead to undefined states of execution resulting in infinite loopsashesln

some cases, integipe-conversiorerrors can lead to exploitable buffer overflow conditions, resulting in the
execution of arbitrary code. Integgpe-conversiorerrors result in an incorrect value being stored for the variable
in question.
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Explicit conversions between entities of different unit systems without the application of the correct conversion
factors can lead to incorrect computations. For exarttpidirst Martian lander failed due to an improper
conversion from meters to feestgting in the loss of the lander.

6.6.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

Languages that perform implicit type conversion (coercion).

Languages that permit conversions between subtypes of a polymorphic type. See subclause 6.44
Polymorphic Variables [BKK] upcasts and downcasts.

Weakly typed languages that do not strictly enforce type rules.

Languageshat support logical, arithmetic, or circular shifts integer values

Languages that do not generate exceptions on problematic conversions.

6.6.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerabilityntigate its ill effects in the following ways:

If range checking is not provided by the language, use explicit range ctygekshecks or value chedks
validate the correctness of allluesoriginating from a source that is not trusted. Howeves, difficult to
guarantee that multiple input variables cannot be manipulated to cause an error to occur in some operation
somewhere in a prograf8qQ].

Alternatively, use explicit range chedksprotect each operatioBecause of the large number of irgeg
operations that are susceptible to these problems and the number of checks required to prevent or detect
exceptional conditions, this approach can be prohibitively labor intensive and expensive to implement.
Choose danguage that generates exceptiom&wmoneous data conversions.

Design objects and program flow such that multiple or comgtglicit type conversionare unnecessary.
Understandany explicit type conversiorthat you must use to reduce the plausibility of error in use.

Usestatic analysitools toidentify whether or not unacceptable conversions will gaouthe extent

possible

Avoid the use oplausible but wrong default values when a calculation cannot be completed correctly.
Either generate an error or produce a value that is gahge and is certain to be detecteake care that

any error processing does not lead to a daitgkervice vulnerability

Always respect the implied unit systems, when converting explicitly from one numeric type to another.

6.6.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:

24

Languages should prowdnechanisms to prevemprogramming errors due to conversions
Languages should consider makingtgtle-conversiongxplicit or at least generating warnings for implicit
conversions where loss of data might occur.
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6.7 String termination [C]JM]

6.7.1 Description of application vulnerability

Some programming languages use a termination character to indicate the end ofRedyimg on the occurrence
of the string termination character without verification can lead to either exploitation or unexypscigdur

6.7.2 Cross reference

CWE [8]:
170. Improper Null Termination
CERT C guidelines [38]STR03C, STR31C, STR32C, and STR3&

6.7.3 Mechanism of failure

String termination errors occur when the termination character is solely relied upon to stop processing on the strii
andthe termination character is not pres&untinued processing on the string can cause an error or potentially be
exploited as &uffer overflow.This may occur as a result of a programmer making an assumption that a string that
is passed as input or generated by a library contains a string termination character when it does not.

Programmers may forget to allocate space for thegstermination character and expect to be able to state an
length character string in an array that isharacters longooing so may work in some instances depending on
what is stored after the array in memory, but it may fail or be exploited at sonte p

6.7.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages that use a termination character to indicate the end of a string.
e Languages that do nobdounds checking when accessing a string or array.

6.7.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Do not rely solely on the string terminatiomacacter.

e Use library calls that do not rely on string termination characters suctraspy instead olstrcpy in
the standard C library.

e Use static analysis tools that detect errors in string termination.

6.7.6 Implications for language design and evolution
In future language design and evolutawtivities the following items should be considered:

o Eliminating library calls that make assumptions about string termination characters.
e Checking bounds when an array or stringdsessedC Bounds Checking Librar2B].
e Specifying a string construct that does not need a string termination character.
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6.8 Buffer boundary violation (buffer overflow) [HCB]

6.8.1 Description of application vulnerability

A buffer boundary violatiomrises when, due to uncheckethgrindexing or unchecked array copying, storage

outside the buffer is accessétsually boundary violations describe the situation where such storage is then

written. Depending on where the buffer is located, logically unrelated portions of the sthekheap could be

modified maliciously or unintentionallyJsually, buffer boundary violations are accesses to contiguous memory
beyond either end of the buffer data, accessing before the beginning or beyond the end of the buffer data is equally
possible, dngerous and maliciously exploitable.

6.8.2 Cross reference

CWE [8]:
120. Buffer copy without Checking Size of Input (OClassic Buffer OverflowQ)
122. Heapbased Buffer Overflow
124. Boundary Beginning Violation (OBuffer UnderwriteO)
129. Unchecked Arraindexing
131 Incorrect Calculation of Buffer Size
787. Out-of-bounds Write
805 Buffer Access with Incorrect Length Value
JSF AV Rule: 15 and 25
MISRA C[35]: 21.1
MISRA C++[36]: 5-0-15 to 50-18
CERT C guidelines [38JARR30-C, ARR32C, ARR33C, ARR38C, MEM35-C and STR3L

6.8.3 Mechanism of failure

The program statements that cause buffer boundary violations are often difficult to find.

There are several kinds of failures (in all cases an exception may be raised if the accessed location is outside of
some permitted range of the rime environment):

e Aread access will return a value that has no relationship to the intended value, such as, the value of anothe
variable or uninitialized storage.

e An outof-bounds read access may be used to obtEirmation that is intended to be confidential.

o A write access will not result in the intended value being updated and may result in the value of an
unrelated object (that happens to exist at the given storage location) being mouifigting the
possbility of changes in external devices resulting from the memory location being hamthapped.

e When an array has been allocated storage on the ataokitof-bounds write access may modify internal
runtime housekeeping information (for example, a flum$i return address) which might change a
programOs control flow.

e An inadvertent or malicious overwrite of function pointers that may be in mecarginghem topoint to
an unexpected location tre attacker's cod&ven in applications that do not éixgily use function
pointers, the rwtime will usually store pointers to functions in memdfgr example, object methods in
objectoriented languages are generally implemented using function pointers in a data structure or
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structures that are kept in mery. The consequence of a buffer boundary violation can be targeted to
cause arbitrary code execution; this vulnerability may be used to subvert any security service.

6.8.4 Applicable language characteristics

This vulnerability description is intendedlie applicable to languages with the following characteristics:

e Languages that do not detect and prevent an array being accessed outside of its declared bounds (either
means of an index or by pointgr

e Languages that do not automatically allocateasferwhen accessing an array element for which storage
has not already been allocated.

e Languages that provide bounds checking but permit the check to be suppressed.

e Languages that allow a copy or move operation without an automatic length check ethstiisogrce and
target locations are of at least the same 3iae.destination target can be larger than the source being
copied.

6.8.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigatel igfdcts in the following ways:

e Use of implementatioprovided functionality to automatically check array element accesses and prevent
out-of-bounds accesses.

e Use of static analysis to verify that all array accesses are within the permitted [Bucidaalysis may
require that source code contain certain kinds of information, such as, that the bounds of all declared arra
be explicitly specified, or that prand postconditions be specified.

e Perform sanity checksn all calculated expressions used ms@ay index or for pointer arithmetic.

e Ascertain whether or not the compiler can insert bounds checks while still meeting the performance
requirements of the program and direct the compiler to insert such checks where appropriate

Some guideline documentscommend only using variables having an unsigned data type when indexing an array,
on the basis that an unsigned data type can never be ne@hts/eecommendation simply converts an indexing
underflow to an indexing overflow because the value of émmble will wrap to a large positive value rather than a
negative oneAlso, some languages support arrays whose lower bound is greater than zero, so an index can be
positive and be less than the lower bousoine languages support zsiged arrays, song reference to a location
within such an array is invalid.

In the pastthe implementation of array bound checking has sometimes incurred what has been considered to be
high runtime overhead (often because unnecessary checks were perfrimed)vpractical for translators to

perform sophisticated analysis that significantly reduces the runtime overhead (because runtime checks are only
made when it cannot be shown statically that no bound violations can occur).

6.8.6 Implications for language design and evolution

In future language design and evolutawtivities, the following items should be considered:

1 Using the physical memory address to access the memory location.
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e Languages should provide safe copying of arrays asibwjperation.

e Languages should consider only providing array copy routines in libraaiepetform checks on the
parameters to ensure that no buffer overrun can occur.

e Languages should perform automatic bounds checking on accesses to array elgnesstthe compiler
can statically determine that the check is unnecesEhiy capability mg need to be optional for
performance reasons.

e Languages that use pointer types should consider specifying a standardized feature for a pointer type that
would enable array bounds checking.

6.9 Unchecked array indexing [XYZ]

6.9.1 Description of application vulnerability

Unchecked array indexing occurs wremalue is used as an index into an array without checking that it falls
within the acceptablmdex range

6.9.2 Cross reference

CWE [8]:
129. Unchecked Array Indexing
676.Use of Potentially Dangerous Function
JSF AV Rules [31]164 and 15
MISRA C[35]: 21.1
MISRA C++[36]: 5-0-15 to 50-18
CERT C guidelines [38JARR30C, ARR32C, ARR33C, and ARR38-C
AdaQuality and Style Guid¢l]: 5.5.1, 5.5.2, 7.6.7, and 7.6.8

6.9.3 Mechanism of failure

A single fault could allow both an overflow and underflow of the array indlexndex overflow exploit might use
buffer overflow techniques, but this caften be exploited without having to provide "large inpudsray index
overflows can also trigger coff-bounds read operations, or operations on the wrong objfeatss buffer

overflows are not always the result. Unchecked array indexing, depemditginstantiation, can be responsible

for any number of related issuddost prominent of these possible flaws is the buffer overiondition,with
consequences raimg from denial of service, and data corruption, to arbitcage executionThe most common
situation leading to unchecked array indexing is the use of loop index variables as buffer Ihtlexesd

condition for the loop is subject to a flaw, the index can grow or shrink unbounded, therefore causing a buffer
overflow or underflowAnother common situation leading to this condition is the use of a function's return value,
or the resulting value of a calculation directly as an index in to a bUlfiehecked array indexing can result in the
corruption of relevantnemory and perhaps instructions, lead to the program halting, if the values are outside of the
valid memory aredf the memory corrupted is data, rather than instructions, the system might continue to function
with improper valuedf the corrupted memgrcan be effectively controlled, it may be possible to execute arbitrary
code, as with a standard buffer overflow.

Language implementations might or might not statically detect out of bound access and generate-timempile
diagnostic At runtime the implementation might or might not detect ¢luwe-of-boundaccess and provide a
notification. The notification might be treatable by the program or it might noAteesses might violate the
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bounds of the entire array or violate the bounds of a phtindex It is possible that the former is checked and
detected by the implementation while the latter is Tiloé information needed to detect the violation might or
might not be available depending on the context of (fse.example, passing an artaya subroutine via a pointer
might deprive the subroutine of information regarding the size of the array.)

Aside from bounds checking, some languages have ways of protecting agaofdboundsaccesse Some
languages automatically extend the bourfosnoarray to accommodate accesses that might otherwise have been
beyond the boundslowever, this may or may not match the programmer's intent and can maskSamoes.
languages provide for whole array operations that may obviate the need to accehsainelements thus

preventing unchecked array accesses.

6.9.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages that do not automatically bounds claecky accesses.
e Languages that do not automatically extend the bounds of an array to accommodate array accesses.

6.9.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects iollogving ways:

Include sanity checks to ensure the validity of any values used as index variables.
Consider choosing language that is not susceptible to these issues.

When available, use whole array operations whenever possible.

Do not suppress boundsexks if provided by the language.

6.9.6 Implications for language designers

In futurelanguage design and evolutjghe following items should be considered:

e Providecompiler switches or other tools to check the size and bounds of arrays and thesrtbateare
statically determinable.

e Providing whole array operations that may obviate the need to access individual elements.

e Languages should consider the capability to generate exceptions or automatically extend the bounds of a
array to accommodatecesses that might otherwise have been beyond the bounds.

6.10 Unchecked array copying [XYW]

6.10.1 Description of application vulnerability

When the size and addresses of both the source and destination of an array or compound object are not checke
before the copy operation begins, the results can be catastrophic to program integrity. The classic case of buffer
overflow happensvhen some numdy of bytes (or other units of storagegcopied from one buffer to another and

the amount being copied is greater than is allocated for the destination Datéecorruption can happen when the
program, or the programmer, does not check for overlapelea the sourcend target.

The first situationoverflow of a buffer in a sensitive region of a systeas been exploiteaks a classic attack
vector to render systems inoperable or to take them over.
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The second situatiothat of overlap, can resutt data corruptionwhich is likely toresult in incorrect functioning
of the system with potentially disastrous consequences to the containing system.

6.10.2 Cross reference

CWE [8]
121.Stackbased Buffer Overflow
JSF AV Rule: 15
MISRA C[35]: 21.1
MISRA C++[36]: 5-0-15 to 50-18
CERT C guidelines [38JARR33C and STR34LC
AdaQuality and Style Guid¢l]: 7.6.7 and 7.6.8

6.10.3 Mechanism of failure

Many languages and some thpdrty libraries provide functions that efficiently copy the contents of maed
storage to another area of storagest of these libraries do not perform any checks to ensure that the copied
from/to storage area is large enougladcoommodatéhe amount of data being copied.

When the source and target areas overlap, somddibido not produce the expected outcome of copying the value
of the source area into the target area, because they do not identify the situasiaveantb a temporary first to
isolate the overlapped ranges.

The arguments to these library functianslude the addresses of the contents of the two storage areas and the
number of bytes (or some other measure) to d@pgsing the appropriate combination of incorrect start addresses
or number of bytes to copy makes it possible to read or write oufsikde storage allocated to the
source/destination ared/hen passed incorrect parameters the library function performs one or more unchecked
array index accesses, as describesulmlauses.9 Unchecked array indexing [XYZ].

6.10.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages that contastandardlibrary functions for performing bulk copying of storage areas.
e The same range of languages having the characteristics lisektiauses. 9 Unchecked array indexing
[XYZ].

6.10.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Only use library functions that perform checks on the argumestssiae no buffer overrun can occur
(perhaps by writing a wrapper for the Standard provided functiBesorm checks on the argument
expressions prior to calling the Standard library function to ensure that no buffer overrun will occur.

e Use static analysito verify that the appropriate library functions are only called with arguments that do not
result in a buffer overruar overlap Such analysis may require that source code contain certain kinds of
information,for examplethat the bounds of all dectar arrays be explicitly specified, or that{sed
postconditions be specified as annotations or language constructs.

e Sanitize input data so that excessively large input data that could resutilowsis rejected.
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o Do not suppress bounds checksrdypded by the language.
6.10.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:

e Languages should consider only providing libraries that perform checks on thetaisaim ensure that no
buffer overrun can occur.
e Languages should consider providing full array assignment.

6.11 Pointer type conversions [HFC]

6.11.1 Description of application vulnerability

The code produced for access via a data or function pointer requires that the type of the pointer is appropriate fol
the data or function being accessBtherwise undefined behaviour can oc@pecifically,access via a data

pointer is defined to be Ofetch or store indirectly through that pointer@@ndvia a function pointer is defined

to be Oinvocation indirectly through that point&h@®detaild requirements for the meaningapipropriate type

may varyamong languages.

Even if the type of the pointer is appropriate for the access, erroneous pointer operations can still cause a fault.
6.11.2 Cross reference

CWE [8]
136. Type Errors
188. Reliance on Data/Memory Layout
JSF AV Rules [31]182 and 183
MISRA C[35]: 111-11.8
MISRA C++[36]: 5-2-2 to 52-9
CERT C guidelines [38]NT11-C and EXP36A
Hatton[15] rule 13: Pointer casts
Ada Quality and Style Guide [17.6.7 and 7.6.8

6.11.3 Mechanism of failure

If a pointerOs type is not appropriate fier data or function being accessed, data can be corroptaivacy can
be broken by inappropriate read or write operation using the indirection provided by the pointaithlae.
suitable type definition, large portions of mamean be maliciously or accidentally modified or read. Such
modification of data objects will generally lead to value faults of the applicafiodification of code elements
such as function pointers or internal data structures for the supmijectorientation can affect control flow.
This can make the code susceptible to targeted attacks by causing invocation via-&ggloinggion that has been
manipulated to point to an attackem@dicious code

6.11.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

o Pointers (and/or references) can be converted to different p@ntor referencdypes.
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o Pointers to functions can be converted to pointedata.
6.11.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:
o Treat the compilerOs pointamversion warnings as serious errors.
e Adopt programming gdielines (preferably augmented by static analysis) that restrict pointer conversions.
For example, consider the rules itemized above from JSEBAYCERTC [3§], Hatton[15], or MISRA
C[35].

e Use dher means of assuransech as proofs aorrectnessanalysis with tools, verification techniques,
other methods to check that pointer conversions do not lead to later undefined behaviour

6.11.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:

e Languages should consider creating a mode that provides a runtime check of the validity of all accessed
objects before the object is read, written or executed.

6.12 Pointer arithmetic [RVG]

6.12.1 Description of application vulnerability

Using pointer arithmetic incorrectly caesult inaddresg arbitrary locations, which in turn can cause a program
to behave in mexpected ways.

6.12.2 Cross reference
JSF AV [31] Rule: 215
MISRA C[35]: 181-184

MISRA C++[36]: 5-0-15 to 50-18
CERT C guidelines [38EXP08C

6.12.3 Mechanism of failure

Pointer arithmetic used incorrectly can produce:

e Addressing arbitrary memoligcations including buffer underflow and overflow.
e Arbitrary code execution.
e Addressing memory outside the range of the program

6.12.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages withilthweing characteristics:

e Languages that allow pointer arithmetic.

6.12.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:
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e Avoid using pointearithmetic for accessing anything except compdgjies
o Prefer indexing for accessing array elements rather than using pointer arithmetic
o Limit pointer arithmetic calculations to the addition and subtraction of integers.

6.12.6 Implications for language design and evolution
[None]

6.13 Null pointer dereference [XYH]

6.13.1 Description of application vulnerability

A null-pointerdereference takes place when a pointer with a valN@bt is used as though it pointed to a valid
memory locationThis is a special case of accessing storage via an invalid pointer.

6.13.2 Cross reference

CWE [8]:

476. NULL Pointer Dereference
JSF AV Rile 174
CERT C guidelines [38EXP34C
Ada Quality and Style Guide [1$.4.5

6.13.3 Mechanism of failure

When apointer with a value afULL is used as though it pointed to a valid memory location, then-paoialler
dereference is said to take pla€his canresult in a segmentation fault, unhandled exceptioaccessing
unanticipated memory locations.

6.13.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the follomaracteristics:

e Languages that permit the use of pointers and that do not check the validity of the location being accesse
prior to the access.
e Languages that allow the use af@LL pointer.

6.13.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:
o Before dereferencing a pointer, ensure it is not equaita..

6.13.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:

e A languagdeaturethatwould check a pointer valu®r NULL before performingnaccesshould be
considered.
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6.14 Dangling reference to heap [XYK]

6.14.1 Description of application vulnerability

A dangling reference is a reference to an object whose lifetime has ended due to explicit deallocatgiaar the
frame in which the object resided has been freed due to exiting the dynamicl$mpemory for the object may
be reused; therefore, any access through the dangling reference may affect an apparently arbitrary location of
memory, corrupting data eode.

This description concerns the former case, dangling references to th&meaescription of dangling references
to stack framesan be found isulxlause6.33 Dangling reference to stack fraflCM]. In many languages
references are called pointers; the issues are identical.

A notable special case of using a dangling referencalling a deallocator, for exampleree () , twice on the
samepointer valueSuch adouble free may corrupt internal data structures of the heap administration, leading to
faulty application behaviour (such as infinite loops within the allocator, returning the same memory repeatedly as
the result of distinct subsequent allocations, or deallocatergary legitimately allocated to another request since
the firstfree () call, to name but a few), or it may have no adverse effects at all.

Memory corruption through the use of a dangling refezéa among the most difficudtrors to locate.

With sufficient knowledge about the heap management scheme (often providedJsy(@eerating Systengr

runtime system), use of dangling references is an exploitable vulnerability, since the dangling reference provides a
method with which to read and modify valldta in the designated memory locations after freed memory has been
re-allocated by subsequent allocations.

6.14.2 Cross reference

CWE [8]:
415. Double Free (Note that Double Free (415) is a special case of Use After Free (416))
416. Use After Free

MISRA C[35]: 181-186

MISRA C++[36]: 0-3-1, 7-5-1, 7-5-2, 7-5-3, and 1&4-1

CERT C guidelines [38MEMO01-C, MEM30-C, and MEM31.C

Ada Quality and Style Guide [15.4.5, 7.3.3, and 7.6.6

6.14.3 Mechanism of failure

The lifetime of an object is the portion of program execution during which storage is guaranteed to be reserved for
it. An object exists and retains its lassored value throughout its lifetime. If an object is referred to outside of its
lifetime, the behviour is undefinedExplicit deallocation of heapllocated storage ends the lifetime of the object
residing at this memory location (as does leaving the dynamic scope of a declared vahabla)ue of a pointer
becomes indeterminate when the objepbints to reaches the end of its lifetime. Such pointers are called dangling
references.

The use of dangling references to previously freed memory can have any number of adverse conSkquences
ranging from the corruption of valid data to the executioarbitrary code, depending on the instantiation and
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timing of the deallocation causing all remaining copies of the reference to become dangling, of the system's reus
of the freed memory, and of the subsequent usage of a dangling reference.

Like memory leks and errors due to double-diéocation, the use of dangling references has two common and
sometimes overlapping causes:

e An error condition or other exceptional circumstartbes unexpectedly cause an object to become
undefined
o Developer confusion ovevhich part of the program is responsible for freeing the memory.

If a pointer to previously freed memory is used, it is possible that the referenced memory has been reallocated.
Therefore, assignment using the original pointer has the effect of chahginglue of an unrelated variabléis

induces unexpected behaviour in the affected prodféire newly allocated data happens to hold a class
description, in an objedriented language for example, various function pointers may be scattered héthzap

data.lf one of these function pointers is overwritten with an address of malicious code, execution of arbitrary code
can be achieved.

6.14.4 Applicable language characteristics

This vulnerability description is intended to be applicable to lagegiavith the following characteristics:

e Languages that permit the use of pointers and that permit explicit deallocation by the developer or provide
for alternative means to reallocate memory still pointed to by some pointer value.

e Languages that permit fil@tions of constructs that can be parameterized without enforcing the consistency
of the use of parameter at compile time.

6.14.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its dcedfin the following ways:

e Use an implementation that checks whether a pointer is used that designates a memory location that has
already been freed.

e Use a coding style that does not permit deallocation.

e In complicated error conditions, be sure that clepmoutines respect the state of allocation prop#rtiie
language is objeatriented, ensure that object destructors delete each chunk of memory only once.
Ensuring that all pointers are setoLL once the memory they point to have been freed cambe
effective strategyThe utilization of multiple or complex data structures may lower the usefulness of this
strategy.

e Use a static analysis tool that is capable of detecting some situations when a pointer is used after the
storage it refers to is noriger a pointer to valid memory location.

e Memory should be allocated and freed at the same level of abstraction, and ideally in the same code
modulé.

2 Allocating and freeing memory in different modules and levels of abstraction burdens the programmer with tracking eheflifeim
block of memory. This may cause confusion regardihgn and if a block of memory has been allocated or freed, leading to
programming defects such as doufoke vulnerabilities, accessing freed memory, or derefereneing pointers or pointers that are
not initialized.
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6.14.6 Implications for language design and evolution

In future language design and evolutamtivities the following items should be considered:

e Implementations of the free function could tolerate multiple frees on the same reference/pointer or frees of
memory that was never allocat&lch an operation is called an idempotent operation.

o For properties that cannot be checked at compile time, language specifiers should provide an assertion
mechanism for checking properties at-time. It should be possible to inhibit assertion checking if
efficiency is a concern.

e A storage allocation inteace should be provided that will allow the called function to set the pointer used
to NULL after the referenced storage is deallocated.

6.15 Arithmetic wrap-around error [FIF]

6.15.1 Description of application vulnerability

Wrap-around errors can occur whenever a value is incremented past the maximum or decremented past the
minimum value representable in its type and, depending wpether:

o the type is signed or unsigned
e the specification of the language semantics andiplementation choices,
e the computatiomraps around to an unexpected value.
This vulnerability is related t6./6 Using shift operations for multiplication and division [PIK] 3.

6.15.2 Cross reference

CWE [8]

128. Wraparound Error

190 Integer Overflow or Wraparound
JSF AV Rules [31]164 and 15
MISRA C[35]: 7.2,10.1,103, 10.4,10.6,10.7,and 124
MISRA C++[36]: 2-13-3, 50-3 to 50-10, and 519-1
CERT C guidelines [38]INT30-C, INT32C, and INT34C

6.15.3 Mechanism of failure

Due to how arithmetic is performed by computers, if a variableOs value isédquaasthe maximum value
representable in its type, the system may fail to provide an overflow indication to the progeaof.the most
common processor behaviour isstazp to a very large negative value, or set a condition flag for overflow or
underfbw, or saturate at the largest representable value.

Wrap-around often generates an unexpected negative value; this unexpected value may cause a loop to continue f
a long time (because the termination condition requires a value greater than somevabsé)ver an array
bounds violation. A wraaround can sometimes trigger buffer overflows that can be used to execute arbitrary code.

3 This description is derived frolVrap-Around Error [XYY], which appeared in Edition 1 of this international technical report.
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It should be noted that the precise consequences ofamvapd differ depending on:

o Whether the type is signed or unsign

o Whether the type is a modulus type

e Whether the typeOs range is violated by exceeding the maximum representable value or falling short of tt
minimum representable value

e The semantics of the language specification

e Implementation decisions

However, n all cases, the resulting problem is that the value yielded by the computation may be unexpected.
6.15.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:
e Languages that do not trigger an exception condition when aa@amd error occurs.

6.15.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:
e Determine apicable upper and lower bounds for the range of all variables and use language mechanisms
or static analysis to determine that values are confined to the proper range.
e Analyze the software using static analysis looking for unexpected consequencesrdtirivperations.

6.15.6 Implications for language design and evolution
In future language design and evolutamtivities, the following items should be considered:
e Language standards developers should consider providing facilities to specify egheraa saturated
value, or a modulo result when numeric overflow ocdaesally, the selection among these alternatives

could be made by the programmer.

6.16 Using shift operations for multiplication and division [PIK] !

6.16.1 Description of application vulnerability

Using shift operations as a surrogate for multiply or divide may produgeexpected value whehe sign bit is
changed or when value bits are |@stis vulnerability is related t6.15 Arithmetic wrap-around error [FIF] 4.

6.16.2 Cross reference

CWE [8]:
128. Wraparound Error
190 Integer Overflow or Wraparound
JSF AV Rules [31]164 and 15
MISRA C[35]: 7.2,10.1,103, 10.4,10.6,10.7,and 124

4 This description is derived from Wraround Error [XYY], which appeared in Edition 1 of this international technical report.
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MISRA C++[36]: 2-13-3, 50-3 to 50-10, and 519-1
CERT C guidelines [38]INT30-C, INT32C, and INT34C

6.16.3 Mechanism of failure

Shift operations intended to produce results equivalent to multiplication or division fail to produce correct results if
the shift operation affects the sign bit or shifts significant bits from the value.

Such error®ften generate an unexpected negatalee; this unexpected value may cause a loop to continue for a
long time (because the termination condition requires a value greater than some positive value) or an array bounds
violation. The errorcan sometimes trigger buffer overflows that can be tesestecute arbitrary code.

6.16.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:
e Languages that permit logical shift operations on variables of arithmpéc ty

6.16.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

o Determine applicable upper and lower bounds for the range of all variables and use lareaggsms
or static analysis to determine that values are confined to the proper range.

e Analyze the software using static analysis looking for unexpected consequences of shift operations.

e Avoid using shift operations as a surrogate for multiplicatiahdinision.Most compilers will use the
correct operation in the appropriate fashion when it is applicable.

6.16.6 Implications for language design and evolution

In future language design and evolutamtivities, the following items should be considered:
¢ Not providing logical shifting on arithmetic values or flagging it for reviewers.

6.17 Choice of clear names [NAI]

6.17.1 Description of application vulnerability

Humanssometimeshoose similar or identical names for objects, types, aggregates of types, subprograms and
modules.They tend to use characteristtbsit are specific to the native languad¢he software developéo aid in

this effort, such as use of mixedsing, underscores and perioaisjise of plural and singular forms to support the
separation of items with similar nam&smilarly, development conventions sometimes use casing for
differentiation for example all uppercase for constants).

Human cognitive problems occur when different (but similar) objects, subprograms, types, or constants differ in
name so little that human reviewers are unlikely to distinguish between them, ohetsystem masuch
entities to a single entity.

Conventions such dakeuse ofcapitalization and singular/plural distinctiomsaywork in small and medium
projects, but there are a number of significant issues to be considered:
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e Large projects often havmixed languages and such conventemesoften languagspecific.

e Many implementations support identifiers that contain international charactandedeme language
character sets have different notions of casing and plurality.

o Different wordforms teml to be language and dialesgiecific, such as a pidgin, and may be meaningless to
humans that speak other dialects.

An important general issue is the choice of names that differ from each other negligibly (in human terms), for
example by differing by onlynderscores, (none, """ "), plurals ("s"), visualiyilar charactergsuch as "I"

and "1", "O" and "0"), or underscores/dashe%'(""). There is also an issue where identifiers appear distinct to a
human but identical to the computer, such as FH&d©, and foo in some computer languageshe reverse where
the human considers FOO and foo to be the same but the language treats them a€lklsstweter sets extended
with diacritical marks and nebatin characters may offer additional problei@eme languages or their
implementations may pay attention to only the firsharacters of an identifier.

The problems described abowedifferent from overloading or overriding where the same name is used
intentionally (and documented) to access clobeked sets of subprogramibhis is also different than using

reserved names which can lead to a conflict with the reserved use and the use of which may or may not be detec
at compile time.

Name confusion can lead to the application executing diffecae or accessing different objects than the writer
intended, or than the reviewers understddds can lead to outright errors, or leave in place code that may execute
sometimdn the future with unacceptable consequences

Although most such mistakes ameintentional, it is plausible thatishusagesan be intentional, if masking
surreptitious behaviour is a goal.

6.17.2 Cross reference

JSF AV Rules [31]48, 49, 50, 5152
MISRAC[35]: 11

CERT C guidelines [38]DCL02-C
Ada Quality and Style Guide [1B.2

6.17.3 Mechanism of Failure

Calls to the wrong subprogram or references to the wrong data element (that was missed by human review) can
result in unintended behaviolwanguage processors will not make a mistake in name translation, but human
cognition limitations may cause humans to misunderstand, and therefore may be missed in human reviews.

6.17.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages with relatively flat name spaaébe more susceptibl&ystems with modules, classes,
packagegan use qualificatioto disambiguate names that originate from different parents.

e Languages that provide preconditiopest conditionsinvariance and assertionsr redundant coding of
subprogram signaturé®lp to ensure that the subprograms imtieelule will behave as expectbdt do
nothing if different subprograms are called.
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e Languages that treat letter case as signifiGmte languages deondifferentiate between names with
differing case, while others do.

6.17.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use static analysis tools show the target of calls and accesses and to produce alphabetical lists of names.
Human review cathenoften spot the names that are sorted at an unexpected lamatubich look almost
identical to an adjacent name in the.list

e Use languages with aqeirement to declare names before use or use available tool or compiler options to
enforce such a requirement.

e Do not choose names that conflict with (unreserved) keywords or landafiged library names for the
language being used.

e Do not use names thanly differ by characters that may benfused visuallyn the alphabet used in
development. For the Roman alphabet these would inelsid@00 and 000, OIO (lower case OLO), OIO (capit
O10) and 010, 0S0O and 050, 0z0 and 020, and OnO and OhO

e Do not usenames that onlgiffer in the use of upper and lower caeether names

¢ In languages with optional declarations of variables, always use explicit declarations of the variables to
assist compiler checking.

6.17.6 Implications for language design and evolution
In future language design and evolutawtivities, the following items should be considered:

e Languages that do not require declarations of names should consider providing an option that does impose
that requirement.

6.18 Dead store [WXQ]

6.18.1 Description of application vulnerability

A variable's value is assigned but nesebsequentlysed either because the variable is not referenced again, or
because a secondlue is assigned before the first is usBus maysuggest that the design has been incompletely
or inaccurately implementetbr examplea value has been created and then Oforgotten.aboutO

This vulnerability is very similar teulkclauses. /19 Unused variable [YZS] .

6. 18.2 Cross reference

CWE [8]:
563. Unused Variable
MISRA C++[36]: 0-1-4 and 01-6
CERT C guidelines [38MSC13C
See alsasubclausé. 19 Unused variable [YZS]
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6. 18.3 Mechanism of failure

A variable is assigned a value but this is neursequentlysed.Such amssignment is then generally referred to
as a dead store.

A dead storenay beindicative of careless programming or of a design or coding @seither the use of the

value was forgotten (almost certainly an error) or the assignment was performédoagnit was not needdt

best inefficient) Dead stores may also arise as the result of mistyping the name of a variable, if the mistyped nam
matches the name of a variable in an enclosing scope.

There are legitimate uses for apparent dead stores. For example, the value of the variable might be intended to

be read by another execution thread or an external device. In such cases, though, the variable should be marked
as volatile. Common compiler optimization techniques will remove apparent dead stores if the variables are not
marked as volatile, hence causing incorrect execution.

A dead store is justifiablié, for example:

e The code has beewutomaticaly generatedwhere it is commonplace to find dead stores introduced to keep
the generation processnple and uniform

e The code isnitializing a sparse data set, where all members are clearddherselected values assigned
a value.

6.18.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:
e Any programming language that provides assignment.

6.18.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid thénerability or mitigate its ill effects in the following ways:

e Use static analysis to identify any dead stores in the program, and ensure that there is a justification for
them.

e [fvariables are intended to be accessed by other execution threads or external devices, mark them as
volatile.

e Avoid declaring variables of compatible types in nested scopes with similar names.

e Forsecurity assign zero (or some other information free value) aftdastimtendedread.

6.18.6 Implications for language design and evolution

In future language design and evolutawtivities, the following items should be considered:

e Languages should considaovidingoptional warning messagés dead store.
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6.19 Unused variable [YZS]

6.19.1 Description of application vulnerability

An unused variable is one that is declared but neither read nor written in the program. This type of error suggests
that the design has been incompletely or inaccurately implemented.

Unused variables by themselves are innocuous, but they may provide memory space that attackers could use in
combination with other techniques.

This vulnerabity is similarto sulxlauses. /8 Dead store [WXQ] if the variable is initialized but never used

6.19.2 Cross reference

CWE [8].
563. Unused/ariable
MISRA C++[36]: 0-1-3
CERT C guidelines [38MSC13C
See alssubclause. /8 Dead store [WXO]

6.19.3 Mechanism of failure

A variable is declared, but never used. The existence of an unused variable may indicate a design or coding error.

Because compilers routinely diagnose unused local variables, their presence may be an indication that compiler
warnings are either suppressed or are being ignored.

While unused variables are innocuous, they may provide available memory space to be used by attackers to
exploit other vulnerabilities.

6.19.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:
e Languages that provide variable declarations.

6.19.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

o Enable detection of unused variables in the compiler.
e Use static analysis to identify any unused vasgblesin the program and ensure that there is a justification
for them.

6.19.6 Implications for language design and evolution

In future language design and evolutawtivities, the following items should be considered:

e Languages should consider requirimandatory diagnostics for unused variables.
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6.20 Identifier name reuse [YOW]

6.20.1 Description of application vulnerability

When distincentitiesare defined in nested scopes using the same name it is possipl@gnam logic will
operate on an entity other than the one intended

When it is notclear which identifier isised, the program could behave in ways that were not predicted by reading
thesourcecode.This can befoundby tesing, but circumstances can arise (such as the values of thensanee
objects being mostly the same) where harmful consequences Deisuweakness can also lead to vulnerabilities
such as hidden channels wherenams believe that important objects are being rewritten or overwritten when in
fact other objects are being manipulated

For example, the innermost definition is deleted from the source, the program will continue to compile without a
diagnostic being issdgbut execution can produce unexpected results

6.20.2 Cross reference

JSF AV Rules [31]12Q 135 136 andl37,

MISRA C[35]: 53,58, 59,211,212

MISRA C++[36]: 2-10-2, 210-3, 2104, 210-5, 2106, 170-1, 170-2, and 170-3
CERT C guideline§38]: DCL01-C andDCL32-C

Ada Quality and Style Guide [15.6.1 and 5.7.1

6.20.3 Mechanism of failure

Many languages support the concept of scOpe of the ideas behind the concept of scope is to provide a
mechanism for the independent definitmndentifiers that may share the same name.

For instance, in the following code fragment:

int some_var;

{
intt_var,;

int some_var; /* definition in nested scope */

t var=3;
some_var 2;

}

an identifier calledsome var has been defined in different scopes.

If either the definition obome var ort_var that occurs in the nested scope is deléeftadekample when the

source is modified) it is necessary to delete all other references to the identifier(s scepel@er deletes the
definition oft var but fails to delete the statement that references it, then most languages require a diagnostic t
be issuedguch aseference to undefined variabléJowever, if the nested definition ebme var is deleted but
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the refeence to it in the nested scope is not deleted, thelagnostic will be issued (because the reference
resolves to the definition in the outer scope).

In some casesontunique identifiers in the same scope can also be introduced through the use of identifiers whose
common substring exceeds the length of characters the implementation considers to bd-drséraimple, in the
following code fragment:

extern int global symbol definition lookup table a[100];
extern int global symbol definition lookup table b[100];

the external identifiers are not unique on implementations where only the first 31 characters are sighicant.
situation only occurs in languages thHow multiple declarations of the same identifier (other languages require a
diagnostt message to be issued).

A related problem exists in languages that allow overloading or overriding of keywords or standard library function
identifiers.Such overloadig can lead to confusion about which entity is intended to be referenced.

Definitions for new identifiers should not use a name that is already visible within the scope containing the new
definition. Alternately,utilize languagespecific facilities that obck for and prevent inadvertent overloading of
names should be used.

6.20.4 Applicable language characteristics

This vulnerability is intended to be applicable to languages with the following characteristics:

e Languages that allow the same name to be fasedentifiers defined in nested scopes.
e Languages where uniqgue names can be transformed intonigqure names as part of the normal tool chain.

6.20.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerabilitynatigate its ill effects in the following ways:

o Ensure that a definition of antity does not occur in a scope where a diffegatity with the same name
is accessible and can be used in the same coAtetiguagespecific project coding conventionrche
used to ensure that such errors are detectatiiestatic analysis

o Ensure that a definition of antity does not occur in a scope where a diffegatity with the same name
is accessible and has a type that permits it to occur in at least oext @amere the firséntity can occur.

e Uselanguage features, if any, which explicitly mark definitions of entities that are intended to hide other
definitions.

e Develop or use tools that identify name collisions or reuse when truncated versions of ne®es ca
conflicts

o Ensure that all identifiers differ within the number of characters considered to be significant by the
implementabns that are likely to be usethd document all assumptions.

6.20.6 Implications for language design and evolution

In futurelanguage design and evolutiaativities, the following items should be considered:

e Languages should require mandatory diagnostics for variables with the same name in nested scopes.
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e Languages should require mandatory diagnostics for variable names ted &xe length that the
implementation considers unique.

e Languages should consider requiring mandatory diagnostics for overloading or overriding of keywords or
standard library function identifiers.

6.21 Namespace issues [B]L]

6.21.1 Description of Application Vulnerability

If a language provides separate, #merarchical namespacesusescontrolled ordering of namespacasad a

means to make names declared in these namespaces directly visible to an application, the potential of unintentio
and possible disastrous change in applicateimviourcan arise, when names are added to a namespace during
maintenance.

Namespaceinclude constructs like packages, modules, libraries, classes or any other means of grouping
declarations for import into other program units.

6.21.2 Cross references
MISRA C++[36]: 7-3-1, 7-3-3, 7-3-5, 145-1, and 160-2
6.21.3 Mechanism of Failure

The failure is best illustrated by an exampamespacea 1 provides the namg, but notB. Namespaca2
provides the name but nota. The application wishes to uagrom N1 andB from N2. At this point, there are no
obvious issueslhe application choosé€er needyto importbothnamespaces to obtain names for direct udage,
an example.

Use N1, N2; - presumed to make all names in N1 and N2 directly

. X := A + B; - visible in the scope of intended use

The semantics of the above example are intuitive and unambiguous.

Later, during maintenance, the namis added tail. The change to the namespace usually implies a
recompilation of dependent unist this point, two declarations &f are applicable fothe use oB in the above
example.

Some languages try to disambiguate the above situation by stating preference rules in case of such ambiguity
among names provided by different name spdteaa.the above exampleil is preferred ovex2, the meaningfo

the use oB changes silently, presuming that no typing error ariSeasequentlythe semantics of the program
change silently and assuredly unintentionally, since the implementereznnotassume that all users ot

would prefer to take any decdion of B from N1 rather than its previous namespace.

It does not matter what the preference rules actaadyas long as the namespaces are mut@bkeabove
example is easily extended by addmtp N2 to show a symmetric error situation for a diffiet precedence rule.

If a language supports overloading of subprograms, the notkamefzame used in the above example is extended
to mean not only the same name, but also the same signature of the subgfograrimerabilities associated with
overloading and overriding, sesilclauses. 20 Identifier name reuse [YOW] . In the context of namespaces,
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however, adding signature matching to the name binding process, merely extends the described problem from
simple names to full signatures, but does not alentbchanism or quality of the described vulnerability. In
particular, overloading does not introduce more ambiguity for binding to declarations in different name spaces.
This vulnerability not only creates unintentional erydwstit also can be exploitadaliciously, if the source of the
application and of the namespaces is known to the aggressor and one of the namespaces is thatdeHsr

6.21.4 Applicable Language Characteristics

The vulnerability is applicable to languages with the followghgracteristics:

e Languages that support nbrerarchical separate narspaces have means to import all names of a
namespace wholesdia direct use and have preference rules t@sé@mong multiple imported direct
homographs. All three conditions needtosatisfied for the vulnerability to arise.

6.21.5 Avoiding the Vulnerability or Mitigating its Effects

Software developers can avoid the vulnerability or mitigatd iedfects in the following ways:

e Avoid wholesale import directivese. directiveghat give all imported names the same visibility level as
each other and/or the same visibility level as local napresifled that the language offers the respective
capabilities;

e Useonly selectivesingle name import directives or using fully qualified names (provided that the language
offers the respective capabilities)

6.21.6 Implications for language design and evolution

In future language design and evolutamtivities, the following items should be catesied:

e Languages should not have preference rules among mutable namespaces. Ambiguities sivalildl be
and avoidable by the uséoy examplepy using names qualified by their originating namespace.

6.22 Initialization of variables [LAV]
6.22.1 Description of application vulnerability

Reading a variable that has not been assigned a value appropriate to its type can cause unprestiataiyien
the block that uses the value oétliariable, and has the potential to export bad values to calléscanse out
of-bounds memory accesses.

Uninitialized variable usage is frequently not detected until after testing and often whedehe question is
delivered and in use, because happenstance will provide variables with adequate values (such as default data
settings or accidental lefiver values) until some other change exposes the defect.

Variables that are declared during moduastruction (by a class constructor, instantiation, or elaboration) may
have alternate paths that can read values before they arbisaetan happen in straight sequential code but is more
prevalent when concurrency or-cautines are present, with thense impacts described above.

Another vulnerability occurs when compound objects are initialized incompletely, as can happen when objects are
incrementally built, or fields are added under maintenance.
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When possible and supported by the language, wdtnleture initialization is preferable to fieby-field

initialization statements, and named association is preferable to positional, as it facilitates human review and is le
susceptible terror injecton under maintenancé&or classes, the declaration and initialization may occur in

separate modules. In such cases it must be possible to show that every field that needs an initial value receives
value, and to document ones that do not requiraimglues.

6.22.2 Cross reference

CWE [8]:
457. Use of Uninitialized Variable
JSF AV Rules: 71, 143, and 147
MISRA C[35]: 9.1, 9.2, and 9.3
MISRA C++[36]: 8-5-1
CERT C guidelines [38]DCL14-C and EXP33C
Ada Quality and Style Guide [15.9.6

6.22.3 Mechanism of failure

Uninitialized objects may havavalid values,valid but wrong values, oralid and dangerous valuéa/rong values
could cause unbounded branches in conditionals or unbounded loofien®ar could simply cause wrong
calculations andesults.

There is a special caf® pointers or access types. When such a type contains null values, a bound violation and
hardware exception can resiWhen such a type contains plausible but meaningless values, random data reads an
writes can collecerroneous data or can destroy data that is in use by another part of the program; when such a ty
is an access to a subprogram with a plausible (but wrong) value, then either a bad instruction trap may occur or ¢
transfer to an unknown code fragment oanur.All of these scenarios can result in undefined behaviour.

Uninitialized variables are difficult tmlentify and use for attackebsit can be arbitrarily dangerous in safety
situations.

The general problem of showing that@bgramobjects are iniélized is intractable;

6.22.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:
e Languages that permit variables to be read before they are assigned.

6.22.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Carefully structure programs to show that all variables are set before first read on every pathahrougho
eachsubprogram.

e When anobjectis visible frommultiple modulesjdentify a module thamnust set the value beforead can
occurfrom any other module that can access the glgacdt ensure that this module is executed first.
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When concurrency, interpts and caoutines are present, identify where early initialization occurs and
showstaticallythat the correct order is sék. via program structure, not by timing, OS precedence, or
chance.

Initialize each object ateclaration or immediatelyafter subprogram execution commences and before any
branches.

If the subprogram must commence with conditional statements,sthteallythat every variable declared
and not initialized earlier is initialized on each branch.

Ensure that thanitial objectvalueis asensible value for the logic of the prograrhe ©-calledjunk

initialization (such asfor example, setting every variable to 2gpeevents the use of tools to detect
otherwise uninitialized variables.

Define or reserefields or portons of the object to only be set wietly initialized. Consider, however
thatthis approach has the effect of setting the variable to possibly mistaken values while defeating the use
of static analysis to find the uninitialized variables.

Use static arlgsis tools to show that all objects are set before As¢he general problem is intractable,

keep initialization algorithms simple so that they can be analyzed.

When declaring and initializing the object togetlifethe language does not require thenpier to

statically verify that the declarative structure and the initialization structure nustelstatic analysis tools

to help detect any mismatches.

When setting compound objects, if the language provides mechanisms to set all components ®gether, u
those in preference to a sequence of initializations agathilgatescoverage analysis; otherwise use tools
that perform such coverage analysis and document the initializBbomot perform partial initializeons

unless there is no choiemd document any deviations frdall initialization.

Where default assignmendfmultiple components are performed, explicit declaration of the component
names and/or ranges helps static analysis and identification of component changes during neintenanc
Use named assignments in preference to positional assignment wHargtlae henamed assignments

that can be used to build reviewable assignment structures that can be analyzed by the language processol
for completenesdJse comments and second#wgls to help show correct assignmeriiere the language

only supports positional assignment notation

6.22.6 Implications for language design and evolution

In future language design and evolutawtivities, the following items should be considered:

Somelanguages have ways to determine if modules and regions are elaborated and initialized and to raise
exceptions if this does not occlutanguages that do natould consider adding such capabilities.

Languages could consider setting aside fields in all objects to identify if initialization has occurred,
especially for security and safety domains.

Languages that do not support wholgect initialization could consider adding this capability.

6.23 Operator precedence and associativity [JCW]

6.23.1 Description of application vulnerability

Each language provides rulesppécedence and associativityat determinéor each expressiomhich operands
bind to which operatorghese rules are also knowngsuping or binding.
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Experience and experimental evidence shows that developers can have incorrect beliefs hatinehe
precedence of many binary operat@se Developer beliefs about binary operator precedence..

6.23.2 Cross reference

JSF AV Rules [31]204 and 213

MISRA C[35]: 10.1,12.1, B.2, 14.4, 20.7, 20.10, and20.11

MISRA C++[36]: 4-5-1, 45-2, 45-3, 50-1, 50-2, 52-1, 53-1, 160-6, 163-1, and 163-2
CERT C guidelines [38EXP0GC

Ada Quality and Style Guide [17.1.8 and 7.1.9

6.23.3 Mechanism of failure

In C and C++ the bitwise operatoiitwise logical and bitwise shift) are sometimes thought of by the programmer
having similar precedence to arithmetic operations, so just as one might correctly write

x — 1 == 0 //x minus one is equal to zero

a programmer might erroneously write

x & 1 == 0 // mentally meaning “x and-ed with 1 is equal to zero”

whereas the operator precedence rules of C and C++ actually bind the expression as

compute 1==0,

producing Ofalsaferpreted agero, then bitwis@nd the result witkk O, producing (a constant) zero, contrary to
the programmerQs intent.

Examples from an opposite extreme can be found in programs written invRih is noteworthy for the absence
of any distinctions of precedenc@®ne commonly made mistake is to write ® b + cO, intending to produce
Q times b plus cO, whereas APLOs uniform rigihteft associativityproduces ®plusc, timesaO.

6.23.4 Applicable language characteristics

This vulneraility description is intended to be applicable to languages with the following characteristics:

e Languages whose precedeiarel associativityules are sufficiently complex that developeray not fully
remember them.

6.23.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

o Adopt programming guidelines (preferably augmented by static analysis). For exasefielanguage
specificrulescrossreferencedvithin sulclause6.24Side effects and order of evaluation of operations
[SAM].

e Useparenthess around binary operator combinations that are known to be a source of@rexafmple
mixed arithmetic/bitwise and bitwise/relational operator combinations).

o Break up complex expressions and use temporary variables to makietigedorder clearer.
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6.23.6 Implications for language design and evolution

In future language design éevolutionactivities the following items should be considered:

e Language definitions should avoid providing precedence or a particular associativity for operators that are
not typically ordered with respect to one another in arithmetic, and insteaceriguparenthesization to
avoid misinterpretation.

6.24 Side-effects and order of evaluation of operands [SAM]

6.24.1 Description of application vulnerability

Some programming languages allow subexpressions to causfsitis (such as assignment, increment, or
decrement)For example, some programming languages permit sucteSetds, and if, within one expression
(such as © = v [i++]0)two or more sideffects modify the same object, undefined behaviour results.

Some languages allow subexpressions to be evaluated in an unspecified codeseg removed during
optimization If these subexpressions contaideeffects, then the value of the full expression can be dependent
upon the order of evaluatioRurthermore, the objects that are modified by the-sftits can receive values that
are dependent upon the order of evaluation.

If a program containthese unspecified or undefindgehavious, testing the program and seeing that it yields the
expected results may give the false impression that the expression will always yield the expected result.

6.24.2 Cross reference

JSF AV Rules [31]157, 158, 204, 204, and 213
MISRA C[35]: 12.1, 13.2, 13.5 and3.6

MISRA C++[36]: 5-0-1

CERT C guidelines [38EXP16C, EXP30C
Ada Quality and Style Guide [17.1.8 and 7.1.9

6.24.3 Mechanism of failure

Whensulexpressions with side effects are used within an expressiamspecifiedorder of evaluation can result
in a program producindifferentresults on different platforms, or even at different times on the same platform.

(All examples here use the syni@ixC or Javdor brevity; the effects can be created in any language that allows
functions with sideeffects in the places where C allows the increment operations.)

Consider

a==f() + g(b);

wheref andg both modifyb. If £ (b) is evaluated first, then theused as a parameterggb) may be a
different value than i§ (b) is performed firstLikewise, ifg (b) is performed firstf (b) may be called with a
different value ob.

Other examples of unspecifiedder, or even undefined behaviocan be manifesteguchas
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a = f(i) + i++;
or
ali++] = b[i++];

Parenthess around expressions can assist in removing ambigdyt groupingbutthe issues regarding side
effects and order of evaluatiane not changkby the presence pfarenthess. Consider

J o= i+ * i++;

whereevenif parenthess are place@round thei ++ subexpressionsindefined behaviowstill remains

The unpredictable nature of the calculation means that the program cannot be tested atlequsteisgree of
confidenceA knowledgeable attacker can take advantage of this characteristic to manipulate data values triggerir
execution that was not anticipated by the developer.

6.24.4 Applicable language characteristics

This vulnerability descriion is intended to be applicable to languages with the following characteristics:

e Languages that permikgressons to contain subexpressions with side effects
e Languages whose subexpressionscampued in an unspecified ordering.

6.24.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Make use of one or more programming guidelimgsch (a) prohibit t unspecified or undefined
behaviours, and (b) carelenforced by static analys(See JSF AV and MISRA rules this clausg

o Keep expressions simpl€omplicated code is prone to error and difficult to maintain.

e Ensure that each expression results in the same value, regardless of the order of evakxeution of
terms of the expression.

6.24.6 Implications for language design and evolution

In future language design and evolutamtivities the following items should be considered:

¢ In developingnew or revised languages, give consideration to lagefeatureghat will eliminate or
mitigate this vulnerabilitysuch as pure functions

6.25 Likely incorrect expression [KOA]

6.25.1 Description of application vulnerability

Certain expressions are symptomatic of what is likely to be a mistake made by the progfidmrsgtement is
not contrary to the language standabdt is unlikely to bentended The statement may have no effect
effectively is a null statement or may introduce an unintendeeeiieiet. A common example is the use-ofn an
if expression in ébased languageghere the programmer meant to do an equality test using-tbperator.
Other easily confuesd operators in ®ased languagese the logical operators suchsasfor the bitwise operator
&, or vice versalt is valid and possible that the programmer intended to do an assignment withif the
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expression, but due to this being a common error, a programmer doing so would be using a poor programming
practice. A less likely occurrence, but still possible is the substitutier &r = in what is supposed to be an
assignment statement, but whickeefively becomes a null statemenhese mistakes may survive testing only to
manifest themselves in deployed code where they may be maliciously exploited.

6.25.2 Cross reference

CWE [8]
480. Use of Incorrect Operator
481. Assigning instead of Comparing
482. Comparing instead of Assigning
570. Expression is Always False
571. Expression is Always True
JSF AV Rules [31]160
MISRA C[35]: 2.2, 13.313.6 and14.3
MISRA C++[36]: 0-1-9, 50-1, 62-1, and 65-2
CERT C guidelines [38(MSC02C and MSC03C

6.25.3 Mechanism of failure

Some of the failures are simply a case of programmer carelessness. Substitutioplateof == in a Boolean

test is easy to do and mosea@d C++programmers have made this mistake at one time or anGiter. instances

can be the result of intricaciestbe language definition that specifies what part of an expression must be
evaluated For instance, having an assignment expression in a Boolean statement asBkeiynghat the

complete expression Ivbe executed in all cases. However, this is not always the case as sometimes-tiaduguth

of the Boolean expression can be determined after only executing some portion of the expression. For instance:

if ((a == Db) || (c = (d-1)))

Should (a==b) be deérmined to be true, then there is no need for the subexprgssiari-1) ) to be executed
and as such, the assignment= (d-1) ) will not occur.

Embedding expressions in other expressions can yield unexpected testdtaent and decrement operators (
ard —-) can also yield unexpected results when mixed into a complex expression.

Incorrecty calculated results can lead to a wide variety of erroneous program execution
6.25.4 Applicable language characteristics

This vulnerability description is intended be applicable to languages with the following characteristics:

o All languages are susceptible to likely incorrect expressions.
6.25.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate igdfelcts in the following ways:

e Simplify expressions.
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e Do not use assignment expressions as function paranteoengtimes the assignment may not be executed
as expected. Instead, perform the assignment before the function call.

o Do not perform assignmentsthin a Boolean expression. This is likely unintended, baiisfnot, then
move the assignment outside of the Boolean expression for clarity and robustness.

e Use static analysis tools that detect and warn of expressions that include assignmeahexghiassion.

e Annotate code that includes assignment within an expression to show thaemhi®ndl and include
rationale for the side effect

e Avoid the use of statements that have no progetiect. If necessary, document with comments the
rationale or their use in each instance.

6.25.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:

e Languages should consider not allowing assignments used as function paameter

e Languages should consider not allowing assignments within a Boolean expression.

e Language definitions should avoid situations where easily confused symibtisas- and==, or; and:,
or !=and/=) arevalid in the same context. For exampteis not generallyalid in ani £ statement in
Javabecause it does not normally returB@oleanvalue.

6.26 Dead and deactivated code [XYQ]

6.26.1 Description of application vulnerability

Dead and Deactivated code is code that exists in the executable, but which can never be executed, either becau
there is no call path that leads tofdr(example a function that is never calledy, the path is semantically
infeasible for exampleits execution depends on the state of a conditional that can never be achieved).

Dead and Deactivated codey beundesirable becausenitayindicate the possibility of a coding err@x security
issue § also possible if aump target is injected. Many safety standards prohibit dead code because dead code is Nnc
traceable to a requirement.

Also covered in this vulnerability is code which is believed to be dead, but which is inadvertently executed.

Dead ad Deactivated code is considesmparately from the descriptionflrlause6.21Unused Variable
[YCS].

6.26.2 Cross reference

CWE [8]:
561. Dead Code
570. Expression is Always False
571. Expression is AlwayBrue
JSF AV Rules [31]127 and 186
MISRA C[35]: 2.1 and 4
MISRA C++ [36]: 0-1-1 to 0-1-10, 2-7-2, and 2-7-3
CERT C guidelines [38]: MSC07-C and MSC12-C
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6.26.3 Mechanism of failure

RTCA DO-178B[37] definesDeadandDeactivated codas:

o Dead cod®Executable object code (or data) which cannot be executed (code) or used (data) in an
operational configuration of the target computer environment and is not traceable to a system or software
requiranent.

o Deactivated cod®Executable object code (or data) which by design is either (a) not intended to be
executed (code) or used (data), for example, a part of a previously ael/sliifware component, or (b) is
only executed (code) or used (data) in certain configurations of the target computer environment, for
example, code that is enabled by a hardware pin selection or software programmed options.

Dead code is code that exigtsan application, but which can never be executed, either because there is no call path
to the codefpr example a function that is never called) or because the execution path to the code is semantically
infeasible,asin

int 1 = 0;

if (1 == 0)
{ fun_a ()}

else
{fun b () };

fun b() isdeadcode, as onlffun_a () can ever be executed.

Compilers that optimize sometimes generate and then remove dead code, including code placed there by the
programmerThe deadness of code can also depend on the linksepafately compiled modules.

The presence of dead code is not in itself an effegremay also béegitimate reasasifor its presence, for
example:

o Defensive code, only executed as the result of a hardware failure.

o Code that is part of a library natquired in tle program in questian

o Diagnostic code not executed in the operational environment.

¢ Code that is temporarilgeactivatecout may be needed soon. This may occur as a way to make sure the
code is still accepted by the language translator teceedpportunities for errors when it is reactivated.

o Code that is made available so that it can be executed manually via a debugger

Such code may be referred todesictivatedThat is,deadcode that is there by intent.

There is a secondary considerationdeadcode in languages that permit overloading of functions and other
constructdhat usecomplex name resolution strategi€he developer may believe that some code is not going to
be useddeactivated but its existence in the program means thappears in the namespace, and may be selected
as the best match for some use that was intended to be of an overloading flihetias). although the developer
believes it is never going to be used, in practiceay beused in preference to the inteadfunction.

However, it may be the case tha¢cause of some other error, the code is rendered unreachable. Therefore, any
dead code should be reviewed and documented.
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Be aware that some defensive code, such as that created to catch hardware eregptiayzied away by the
compiler.Use ofoptimization fencesuch aswolatile accesses (consult language and compiler manmalghelp.

6.26.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languagieshe following characteristics:

e Languages that allow code to exiskiprogram oexecutablewhich can never be executed.
6.26.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate igdfélcts in the following ways:

e Removedeadcode from an applicatiomnless its presence servedagumentegurpose

e When a developer identifies code thatléadbecause a conditionebnsistentlyevaluates to the same
value, this could be indicative of @arlier bugpr it could be indicative of inadequate path coverage in the
test regimenlnvestigag to ascertain why the same value is occutring

e |dentify anydeadcode in the application, and provide a justification as to why it is there.

e Ensure that angode that was expected to be unusetb@imentedsdeadcode.

e For code that appears to be dead code but is in reality accessible only by asynchronoas @vents
handlerspr present for debugging purposes, prevent the optimizations that remaweel¢hi@ question.
Examples include the judicious usevefatile accesses, pragmas, or compiler switches.

e Apply standard branch coverage measurement tools and ensure by 100% coverage that all branches are
neitherdeadnor deactivated

e Usestaticanalysigools to identify unreachable code.

6.26.6 Implications for language design and evolution
[None]

6.27 Switch statements and static analysis [CLL]

6.27.1 Description of application vulnerability

Many programming languages provide a construct, suclCdtka switch statement, that chooses among

multiple alternative control flows based upon the evaluated result of an expression. The use of such constructs
introduce application vulnerabilities if not all possible caggsear within the switcbr if control unexpetedly

flows from one alternative to another.

6.27.2 Cross reference

JSF AV Rules [31]148, 193, 194, 195, and 196
MISRA C[35]: 16.3-16.6

MISRA C++[36]: 6-4-3, 6-4-5, 6:4-6, and 64-8
CERT C guidelines [38MSCOXC

Ada Quality and Style Guide [15.6.1 and 5.6.10
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6.27.3 Mechanism of failure

The fundamental challenge when usingwd t ch statement is to make sure that all possible cases are, in fact,
treated correctly

6.27.4 Applicable language characteristics

This vulnerability description is inteled to be applicable to languages with the following characteristics:

Languages thatontain a construct, such agaitch statement, that provides a selection among
alternative control flows based on the evaluation of an expression.

Languages that do not require full coveragalbpossible alternatives efswitch statement.
Languages that provide a default case (choicekiniac ch statement.

6.27.5 Avoiding the vulnerability or mitigating its effects

Software developers can avdfee vulnerability or mitigate its ill effects in the following ways:

Ensure that everyalid choice has a branch that covers the choice.

Avoid default branches where it can be statically shown that each choice is covered by a branch.

Use a default brandhat initiates error processing where coverage of all choices by branches cannot be
statically shown.

Use a restricted set of enumeration values to improve coverage analysis where the language provides such
capability.

Avoid Oflowing throughO from one cas@notherEven if correctly implemented, it is difficult for

reviewers and maintainers to distinguish whether the construct was intended or is an error of®omission
In cases where flosthrough is necessary and intendaskan explicitly coded braicto clearly mark the

intent. Provide commentsexplaining thantention can be helpful to reviewers and maintainers.

Perform static analysis to determine if all cases are, in fact, covered by the code. (Note that the use of a
default case can hamper thé&efiveness of static analysis since the tool cannot determine if omitted
alternatives were or were not intended for default treatinent.

Use dher means of mitigation inclirtg manual review, bounds testing, tool analysis, verification
techniques, and proofs of correctness.

6.27.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:

Languagespecifications could require compilers to ensure that a complete set of alternatives is provided in
cases where the value set of the switch variable can be statically determined.

5 Using multiple labels on individai alternatives is not a violation of tiscommendatiarthough.
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6.28 Demarcation of control flow [EO]]

6.28.1 Description of application vulnerability

Some programming languages explicitly mark the end dffastatement or a loop, whereas other languages mark
only the end of a block of statements. Languages of the latter category are prone to oversights by the programm
causingunintended sequences of control flow.

6.28.2 Cross reference

JSF AV Rules [31]59and 192

MISRA C[35]: 15.6 and15.7

MISRA C++[36]: 6-3-1, 64-1, 64-2, 64-3, 64-8, 65-1, 65-6, 6-6-1 to 6:6-5, and16-0-2
18: Control flowb 1 £ structure

Ada Quality and Style Guide [13, 5.6.1through5.6.10

6.28.3 Mechanism of failure

Programmers may rely on indentation to determine inclusion of statements within constructs. Testing of the
software may not reveal that statemehtt appear to be included in a construct (due to formatting) actually lay
outside of it because of the absemf a terminatoiMoreover, for a nestetlif -then-else statement the
programmer may be confused about whichstatement controls thel se part directly This anlead to
unexpected results.

6.28.4 Applicable language characteristics

This vulnerabilitydescription is intended to be applicable to languages with the following characteristics:

« Languages that contain loops amahditionalstatements that are not explicitly terminated by an OendO
construct.

6.28.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Where the language does not provide demarcation of the end of a control strdciptre, @nvention for
marking the closing of a construct that ¢enchecked by a tool, to ensure that program structure is
apparent.

e Adopt programming guidelines (preferably augmented by static analysis). For example, consider the rules
documented in 6.29.2

e Use dher means of assuranaeich aproofs of correctnesgnalysis with toolsand dynamiwerification
techniques

o Use petty-printers and syntaaware editorso helpfind such problemsBe aware that such tools
sometimes disguisguch errors.

e Where the language permits single statements after loopaddional statements but permits optional
compound statements (such as C

if (...) statement else statement;

or Pascal
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if expression then
statement;
else

statement;)

always use the compound version (i.e. C's . } or Pascal'®egin... end).

6.28.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:

e Adding a mode that strictly enforces compound conditional and looping constructs with explicit
termination, such asnd if or a closing bracket.
e Syntax for eplicit termination of loops and conditional statements.

e Features to terminate named loops eodditionals and determine if the structure as named matches the
structure as inferred.

6.29 Loop control variables [TEX]

6.29.1 Description of application vulnerability

Many languages support a looping construct whose number of iterations is controlled by the value of a loop control
variable. Looping constructs provide a method of specifying an initial value for this loop control variabl&éhat test
terminates the loop and the quantity by which it should be decrenmntenlemented on each loop iteration.

In some languages it is possible to modify the value of the loop control variable within the body of the loop.
Experience shows that suchHwa modifications are sometimes overlooked by readers of the source code, resulting
in faults being introduced.

Some languages, such a$ésed languages not explicitly specify which of the variables appearing in a loop
header is the controbviablefor the loop MISRA C [12] andMISRA C++[?7 have proposed algorithms for
deducing which, if any, of these variables is the loop control variable in the programming languages C and C++
(these algorithms could also be applied to other languagesuhort a ike for-loop).

6.29.2 Cross reference

JSF AV[31] Rule: 201
MISRA C [35]: 14.2
MISRA C++[36]: 6-5-1 to 65-6

6.29.3 Mechanism of failure

Readers of source code often make assumptions about what has beenAwcitemon assumption is that a loop
control variable isiot modified in the body of the loop. programmer may write incorrect code based on this
assumption.

6.29.4 Applicable language characteristics

This vulnerability description is intended to be appleao languages with the following characteristics:
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e Languages thaillow a loop control variable to be modified in the body of its associated loop.
6.29.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerabditynitigate its ill effects in the following ways:

o Do not modify a loop control variable in the body of its associated loop body.
o Usea static analysis tool that identifies the modification of a loop control variable.

6.29.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:

e Language designers should consider the addition of an identifier type for loop control that cannot be
modified by anything other than the loopntrol construct.

6.30 Off-by-one error [XZH]

6.30.1 Description of application vulnerability

A program uses an incorrect maximum or minimum value that is 1 markess than the correct value. This
usually arises from one of a number of situations where the bounds as understood by the developer differ from tf
design, such as:

e Confusion between the need foand<= or > and>=in a test.

e Confusion as to the indeange of an algorithm, such as: beginning an algorithm at 1 when the underlying
structure is indexed from 0O; beginning an algorithm at O when the underlying structure is indexed from 1
(or some other start point); or using the length of a structure lasutgl instead of the sentinel values.

e Failing to allow for storage of a sentinel value, such asithe. string terminator that is used in thea@d
C++ programming languages.

These issues arise from mistakes in mapping the design into a particular language, in moving between language
(such as between languages where all arrays start at 0 and other languages where arrays start at 1), and when
exchanging data between languagés @ifferent default arrajpounds

The issue also can arise in algorithms where relationships exist between components, and the existewneegsof a
value changes the conditions of the test.

The existence of this possible flaw can also be a serioustgdwmle as it can permit someone to surreptitiously
provide an unused location (such as 0 or the last element) that can be used for undocumented features or hidder
channels.

6.30.2 Cross reference

CWE [8]:
193. Oftby-one Error
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6.30.3 Mechanism of failure

An off-by-one error could lead to:

e an outof-bounds access to an array (buffer overflow),
e incomplete comparisons or calculation mistakes,

e aread from the wrong memory location, or

e an incorrect conditional.

Such incorrect accesses can cause cascading errors or referemeaigdttocations, resulting in potentially
unbounded behaviour.

Off-by-one errors are not often exploited in attacks because they are difficult to identify and exploit externally, but
thecascading errors and bound&gndition errors can be severe.

6.30.4 Applicable language characteristics

As this vulnerability arises because of an algorithmic error by the developer, it can in principle arise in any
language; however, it is most likely bccur when:

e The language relies on the developer having implicit knowledge of structure start and endfodices (
example knowing whether arrays start at 0 dD@r indeed some other value).
¢ Where the language relies upon explimundsvalues to taninate variable length arrays.

6.30.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Follow asystematic development process, use of development/sn@lgls and thorough testing are all
common ways of preventing errors, and in this casdyyetine errors.

e Use static analysis tools that warn of potentialbyfone errors.

e Where references are being madanayindices and the languages provatmstructgo specify the
wholearrayor the starting and ending indices explicifigr(example Ada providesthe attribute&~irst and
‘Last for each dimension)sethe languagg@rovided constructmistead of numeric literal¥Vhere the
language doesot providesuch construcigleclarenamedconstants and usbemin preference to numeric
literals.

e Where the language doest encapsulate variable length arrays, encapsulation should be provided through
library objects and a coding standard developed that requires such arrays to only be used via those library
objects, so the developer does not need to be explicitly concertrethanagindoundsvalues.

6.30.6 Implications for language design and evolution
In future language design and evolutawtivities the following items should be considered:

e Languages should provide encapsulations for arrays that:
o Prevent the need for tlieveloper to be concerned with explicit bounds values.
o Provide the developer with symbolic access to the array start, end and iterators.
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6.31 Structured programming [EWD]

6.31.1 Description of application vulnerability

Programs that have a convoluted control structure are likely to be more difficult to be human readable, less
understandable, harder to maintain, harder to statically analyre difftcult to match the allocation and release of
resourcesand more likely to be incorrect

6.31.2 Cross reference

JSF AV Rules [31]20, 113, 189, 190, and 191
MISRA C[35]: 15.1-15.3 and 2.4

MISRA C++[36]: 6-6-1, 6:6-2, 6:6-3, and 170-5
CERT Cguidelines [38] SIG32C

Ada Quality and Style Guide [13, 4, 5.4, 5.6, and 5.7

6.31.3 Mechanism of failure

Lack of structured programming can lead to:

e Memory or resource leaks.

e Error-prone maintenance.

e Design that is difficult or impossible to validate.

e Source code that is difficult or impossible to statically analyze.

6.31.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages that allow leaving a loagthout consideration for the loop control.

e Languages that allow local jumpsdt o statement

e Languages that allow ndocal jumps getjmp/longjmp in the Cprogramming language).

e Languages that suppaorultiple entry and exit points from a function, procedure, subroutine or method.

6.31.5 Avoiding the vulnerability or mitigating its effects

Use only those features of the programming languagetiatce a logical structure on the progrdieprogram
flow follows a simple hierarchical model that employs looping constructs sutirasepeat, do, andwhile.

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Avoid using language features suchyaso.

e Avoid using language features suchcasit inue and break in the middle of loops.

¢ Avoid using language features that transfer control of the program flow via a jump.

e Avoid the use of multiple exit points from a function/prasemethod/subroutine unless it can be shown
that the code with multiple exit points is superior.

e Avoid multiple entry points to a function/procedure/method/subroutine.
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6.31.6 Implications for language design and evolution

In future language design andodwtion activities the following items should be considered:

e Languages should support aaslor structured programming through their constructs to the extent
possible.

6.32 Passing parameters and return values [CS]]

6.32.1 Description of application vulnerability

Nearly every procedural languagevides some method of process abstraction permitting decomposition of the
flow of control into routines, functions, subprograms, or meth@as. the purpose of this description, the term
subprogram will be usedTlo have any effect on the computation, the subprogram must change data visible to the
calling program. It can do this by aiging the value of a nalmcal variable, changing the value of a parameter, or,

in the case of a function, providing a return vaBecause different languages use different mechanisms with
different semantics for passing parameters, a programmer usumdeamniliar language may obtain unexpected
results.

6.32.2 Cross reference

JSF AV Rules [31]20,116

MISRA C[35]: 8.2 8.3 8.13, andl7.1-17.3

MISRA C++[36]: 0-3-2, 7-1-2, 84-1, 84-2, 84-3, and &4-4
CERT C guidelines [38EXP12C and DCL33C
AdaQuality and Style Guide [1p.2 and 8.3

6.32.3 Mechanism of failure

The mechanisms for parameter passing incladéby reference, call by copy, andcall by name. The last is so
specialized and supported by so few programming languages that it will not be treated in this description.

In call by reference, the calling program passes the addresses of the arguments to the called subjprergtam.
subprogram referems the corresponding formal parameter, it is actually sharing data with the calling ptbgram.
the subprogram changes a formal parameter, then the corresponding actual argument is alsdf tharsgdal
argument is an expression or a constant, theraddress of a temporary location is passed to the subprogram; this
may be an error in some languages.

In call by copy, the called subprogram does not share data with the calling program. Instead, formal parameters ac
as local variabled/alues are pagd between the actual arguments and the formal parameters by cSpyneg.

languages may control changes to formal parameters based on labelsisuctuas or inout. There are three

cases to considetull by value for in parametes; call by result for out parameters and function return values;

andcall by value-result for inout parameters-or call by value, the calling program evaluates the actual

arguments and copies the resalthe corresponding formal parameters that are then treated as local variables by

the subprograntor call byresult the values of the locals corresponding to formal parameters are copied to the
corresponding actual argumerfEsr call by valueresult,the values are copied in from the actual arguments at the
beginning of the subprogram's execution and back out to the actual arguments at its termination.
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The obvious disadvantage of call by copy is that extra copy operations are needed and execigiogrimed to
produce the copie®articularly if parameters represent sizable objects, such as large arrays, the cost of call by co|
can be highFor this reason, many languages also provide the call by reference mechanism. The disadvantage of
call by reference is that the calling program cannot be assured that the subgragmothanged data that was
intended to be unchangdtbr example, if an array is passed by reference to a subprogram intended to sum its
elements, the subprogram could also cleaihg values of one or more elements of the aHawever, some

languages enforce the subprogram's access to the shared data based on the labeling of actual arguments with
moded such asin, out, orinout or by constant pointers

Another problem with calby reference is unintended aliasing. It is possible that the address of one actual argumet
is the same as another actual argument or that two arguments overlap in Atstdg®ogram, assuming the two
formal parameters to be distinct, may treat therppnapriately.For example, if one codes a subprogram to swap

two values using the exclusie method, then a call towap (x, x) will zero the value ok. Aliasing can also

occur between arguments and flocal objectsFor example, if a subprogram modifiésonlocal object as a
sideeffect of its execution, referencing that object by a formal parameter will result in aliasing and, possibly,
unintended results.

Some languages provide only simple mechanisms for passing data to subprograms, leavingridgoatinener to
synthesize appropriate mechanis@#en, the only available mechanism is to use call by copy to pass small scalar
values or pointer values containing addresses of data strucir@surse, the latter amounts to using call by
reference wh no checking by the language procesbBosuch cases, subprograms can pass back pointers to
anything whatsoever, including data that is corrupted or absent.

Some languages use call by copy for small objects, such as scalars, and call by referegeectnetss, such as
arrays.The choice of mechanism may even be implementatefimed.Because the two mechanisms produce
different results in the presence of aliasing, it is very important to avoid aliasing.

An additional problem may occur if the callsabprogram fails to assign a value to a formal parameter that the
caller expects as an output from the subproghanhe case of call by reference, the result may be an uninitialized
variable in the calling program. In the case of call by copy, the resyitbe that a legitimate initialization value
provided by the caller is overwritten by an uninitialized value because the called program did not make an
assignment to the paramet€his error may be difficult to detect through review because the fadundialize is
hidden in the subprogram.

An additional complication with subprograms occurs when one or more of the arguments are expressions. In suc
cases, the evaluation of one argument might havee$ieets that result in a change to the valuenotlaer or

unintended aliasingmplementation choices regarding order of evaluation could affect the result of the
computationThis particular problem is describadsulxlauset.24 Sideeffects and Order of Evadtion[SAM].

6.32.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages that provide mechanisms for defining subprograms where the data passeshzetateg
program and the subprogram via parameters and return vahiesncludes methods in many popular
objectoriented languages.
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6.32.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or miéigestill effects in the following ways:

e Use available mechanisms to label parameters as constants or with modesdike, or inout.
o When a choice of mechanisms is available, pass small simple objects using call by copy.
o When a choice of mechanismsaigilable and the computational cost of copying is tolerable, pass larger
objects using call by copy.
o When the choice of language or the computational cost of copying forbids using call by copy, then take
safeguards to prevent aliasing:
o Minimize sideeffects of subprograms on néwcal objects; when sideffects are coded, ensure
that the affected nelocal objects are not passed as parameters using call by reference.
o To avoid unintentional aliasing, avoid using expressions or functions asagualents; instead
assign the result of the expression to a temporary local and pass the local.
Utilize tools or other forms of analysis to ensure that-obrious instances of aliasing are absent.
Perform reviews or analysis to determine that called sgiopmsfulfi Il their responsibilities to
assign values to all output parameters.

6.32.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:

e Programming language speciftions could provide labdlssuch asin, out, andinoutN that control
the subprogramOs access to its formal parameters, and enforce the access.

6.33 Dangling references to stack frames [DCM]

6.33.1 Description of application vulnerability

Many languages allow treating the address of a local variable as a value stored in other variables. Examples are th
application of the addss operator in ©r C++, or of the OAccess or OAddress attributes inll\dame languages,

this facility is also used to model the ebj}-reference mechanism by passing the address of the actual parameter
by-value.An obvious safety requirement is that the stored address shall not be used after the lifetime of the local
variable has expired-his situation can be described a#iagling reference to the stack.

6.33.2 Cross reference!

CWE [8]:
562. Return of Stack VariagbAddress
JSF AV Rule: 173
MISRA C[35]: 4.1 and 1&
MISRA C++[36]: 0-3-1, 7-5-1, 7-5-2, and 75-3
CERT C guidelines [38EXP35C and DCL36C
Ada Quality and Style Guide [17.6.7, 7.6.8, and 10.7.6
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6.33.3 Mechanism of failure

The consequences déngling references to the stack come in two variants: a deterministically predictable variant,
which therefore can be exploited, and an intermittent;dearministic variant, which is next to impossible to
elicit during testingThe following code samglillustrates the two variants; the behaviour is not langapgeific:

struct s { .. };
typedef struct s array type[l1000];
array type* ptr;
array type* F ()

{

struct s Arr[1000];

ptr = &Arr; // Risk of variant 1;
return &Arr; // Risk of variant 2;
}

struct s secret;
array type* ptr2;

ptr2 = F();
secret = (*ptr2)[10]; // Faultof variant 2
secret = (*ptr)[10]; // Faultof variant 1

The risk of variant 1 is the assignment of the addregs ofto a pointer variable that survives the lifetimerafr.

The fault is the subsequent use of the dangling reference to the stack, which references memory since altered by
other calls and possibly validly owned by other routidespart of a catback, thefault allows systematic

examination of portions of the stack contents without triggering an-aoarydschecking violation. Thus, this
vulnerability is easily exploitablés a fault, the effects can be most astounding, as memory gets corrupted by
compleely unrelated code portion@\ life-time check as part of pointer assignment can prevent the risk. In many
casessuch aghe situations above, the check is statically decidable by a contjpleever, for the general case, a
dynamic check is neededeasure that the copied pointer value lives no longer than the designated object.)

The risk of variant 2 is an idiom Oseen in the wildO to return the address of a localteaniaiitean expensive
copy of a function result, as long as it is consumedreefee next routine call occurBhe idiom is based on the-ill
founded assumption that the stack will not be affected by anything until this next call is [¥suadsumption is
false, however, if an interrupt occurs and interrupt hageémploys a sttagy calledstack stealing, whichis,

using the current stack to satisfy its memory requireme&htss, the value afrr can be overwritten before it can
be retrieved after the call an As this fault will only occur if the interrupt arrives after the tels returned but
before the returned result is consumed, the fault is highly intermittent and next to impossHole#bereluring
testing.Thus, it is unlikely to be exploitable, but also exceedingly hard to find by testing. It can begin to occur afte
a completely unrelated interrupt handler has been coded or afdengdstatic analysis can relatively easily detect
the danger (unless the code combines it with risks of variaBbi)e compilers issue warnings for this situation;
such warnings need be heedecand some forms of static analysis are effective in identifying such problems.

6.33.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e The addressfa local entity (or formal parameter) of a routine can be obtained and stored in a variable or
can be returned by this routine as a result.
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o No check is made that the lifetime of the variable receiving the address is no larger than the lifetime of the
desgnated entity.

6.33.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Do not use the address of locally declared entities as storable, assignahimabletvalue (except where
idioms of the language make it unavoidabW&hen such an address is storexalsure that the lifetime of the
variable containing the address is completely enclosed by the lifetime of the designated object.

e Never return the addse of a local variable as the result of a function call.

6.33.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:

e Do not provide means to obtain the addresslotally declared entity as a storable value; or

o Define implicit checks to implement the assurance of enclosed lifetime expressédauses of this
vulnerability. Note that, in many cases, the check is statically decidable, for example, when the @dalres
local entity is taken as part of a return statement or expression.

6.34 Subprogram signature mismatch [OTR]

6.34.1 Description of application vulnerability

If a subprogram is called with a different number of parameters than it expects, or with parameters of different
types than it expects, then the results will be incori@epending on the language, the operating environment, and

the implementation, the error might be as benign as a diagnostic message or as extreme as a program continuing t
execute with a corrupted stadihe possibility of a corrupted stack provides opportunities for penetration.

6.34.2 Cross reference

CWE [8]:
628. Function Call with Incorrectly Specified Arguments
686. Function Call with Incorrect Argument Type
683 Function Call with Incorrect Order of Arguments
JSF AV[31] Rule: 108
MISRA C[35]: 82-84,17.1, and 17.3
MISRA C++[36]: 0-3-2, 3-2-1, 32-2, 32-3, 3-2-4, 3-3-1, 39-1, 83-1, 84-1, and &4-2
CERT C guidelines [38]DCL31-C, and DCL35C

6.34.3 Mechanism of failure

When a subprogram is called, the actual arguments of the call are pushed on to the execulghestatie
subprogram terminatethe formal parameters are popped off the stficke number and type of the actual
arguments do not match the number and type of the formal parametedgpkeding upon the calling mechanism
used by the language translatbe push and the pop will not bensistenaind if so,the stack will be corrupted.
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Stack corruption can lead to unpredictable execution of the program and can provide opportunities for execution
unintended or malicious code.

The compilation systemsifonany languages and implementations can check to ensure that the list of actual
parameters and any expected return match the declared set of formal parameters and returnsuajuedgthe:
signature) in both number and typ@n some cases, programmsisuld observe a set of conventions to ensure
that this is true.However, when the call is being made to an externally compiled subprogram, arcotgct
library, or a module compiled in a different language, the programmer mustiditienal steps tensure a match
between the expectations of the caller and the called subprogram.

For functions that accept a variable number of parameters, then parameter mismatches are particularly likely.
6.34.4 Applicable language characteristics

This vulnerability dscription is intended to be applicable to languages with the following characteristics:

o Languages that do no#quire their implementations to enstimat the number and types of actual
arguments are equal to the number and types of the formal parameters.

e Implementations that permit programs to call subprograms that have been externally compiled (without a
means to check for a matching subprogram signature), subprograms in object code hibchaey,
subprograms compiled in other languages.

6.34.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid thenerbbility or mitigate its ileffects in the following ways:

o Uselanguage or compiler supportstatic analysis tools to detect mismatches in calling signatures and the
actual subprogram, particularly in multilingual environments.

o Take advantage of any mechanism provided by the language to enssubgragransignatures match.

* Avoid any language features that permit variable numbers of actual arguments without aahethod
enforcing a match for any instance of a subprogram call.

o Take advantage of any language or implementation feature that would guarantee matching the subprogr:
signature in linkingo other languages or to separately compiled modules.

o Intensively reviewsubprogram calls where the match is not guaranteed by tooling

o Ensure that only a trusted source is used when usingtaodard imported modules.

6.34.6 Implications for language design and evolution

In future language design and evolutemtivities the following items should be considered:

e Language specifiers could ensure that the signatures of subprograms match within a single compilation u
and could provide features for asserting and checking the match with externally compiled subprograms.
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6.35 Recursion [GDL]

6.35.1 Description of application vulnerability

Recursion is an elegant mathematical mechanism for defining the values of some fulhcsioasipting to write
code that mirrors the mathematiekwever, the use of recursion in a computer can have a profound effect on the
consumption of finite resources, leading to denial of service.

6.35.2 Cross reference

CWE [8]:

674. Uncontrolled Recursion
JSF AV Rule: 119
MISRA C[35]: 17.2
MISRA C++[36]: 7-5-4
CERT C guidelines [38IMEMO05-C
Ada Quality and Style Guide [15.6.6

6.35.3 Mechanism of failure

Recursion provides for the economical definition of some mathematical funddongver, economical definition
andeconomical calculation are two different subjeltts tempting to calculate the value of a recursive function

using recursive subprograms because the expression in the programming language is straightforward and easy to
understandHowever, the impactrofinite computing resources can be profouach invocation of a recursive
subprogram may result in the creation of a new stack frame, complete with local valfiiaitdes. space is limited

and the calculation of some values will lead to an exhaustigsources resulting in the program terminating.

In calculating the values of mathematical functions the use of recursion in a program is usually obvious, but this is
not truewhen considering computer operations generally, especially when processingpeditions For

example, finalization of a computing context after treating an error condition might result in recsusioag

attempting taecover resourcdsy closing a file after an error was encountered in closing the sam@lfitgugh

such #uations may have other problems, they typically do not result in exhaustion of resources but may otherwise
result in a denial of service.

6.35.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languagieshe following characteristics:
e Any language that permits the recursive invocation of subprograms.

6.35.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the follavays:

e Minimize the use of recursion.
e Convert recursive calculations to the corresponding iterative calculltiprinciple, any recursive
calculation can be remodeled as an iterative calculation which will have a smaller impact on some
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computing resourcebut which may be harder for a human to comprehEmel cost to human
understanding must be weighed against the practical limits of computing resource.

e Restrict recursion toases where the depth of recursion can be shown to be statically bounded by a
tolerable numbeand document this numbeXlternatively, nonitor the depth of the recursitirougha
mechanisnsuch as passing a recursion depth value that is incrementstfotevel of recursion, and
usingexplicit comparison against a maximum depth limit to trigger handling of the situation.

6.35.6 Implications for language design and evolution
[None]

6.36 Ignored error Status and unhandled exceptions [OYB]

6.36.1 Description of application vulnerability

Unpredicted faults and exceptional situations arise during the execution of code, preventing the intended
functioning of the code. They are detected and reported by the language implementation or by explicit code
written by the user. Different strategies and language constructs are used to report such errors and to take
remedial action. Serious vulnerabilities arise when detected errors are reported but ignored or not properly
handled.

6.36.2 Cross reference

CWE [8]:

754. Improper Check for Unusual or Exceptional Conditions
JSF AV Rules [31]115 and 208

MISRA C[35]: 4.7

MISRA C++[36]: 153-2 and 193-1

CERTC guidelines [38]DCL09-C, ERROGC, and ERROX
Ada Quality and Style Guide [14.1

6.36.3 Mechanism of failure

The fundamental mechanism of failure is that the program does not react to a detected error or reacts
inappropriately to itExecution may catinue outside the envelope provided by its specification, making additional
errors or serious malfunction of the software likéliternatively, execution may terminate. The mechanism can be
easily exploited to perform deniaf-service attacks.

The spedic mechanism of failure depends on the error reporting and handling scheme provided by a language or
applied idiomatically by its users.

In languages that expect routines to report errors via status variables, return codes,-twcdireadr indicatcs,

the error indications need to be checked after eachAsathese frequent checks cost execution time and clutter the
code immensely to deal with situations that may occur rarely, programmers are reluctant to apply the scheme
systematically and consgsitly. Failure to check for and handda arisingerror condition continues execution as if
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the error never occurreth most cases, this continued execution in addfined program state will sooner or later
fail, possibly catastrophically.

The raisingand handling of exceptions was introduced into languages to address these pidigimsndle the
exceptional code in exception handlers, they need not cost execution time if no error is present, and they will not
allow the program to continue executioy default when an error occurs, since upon raising the exception, control
of execution is automatically transferred to a handler for the exception found on the callls¢aickk and the

failure mechanism is that there is no such handler (unless thealgm enforces restrictions that guarantees its
existence), resulting in the termination of the current thread of coAtsal, a handler that is found might not be
geared to handle the multitude of error situations that are vectore&xaeption hanlkhg is therefore in practice

more compdx for the programmer than, for examplee use of status @aneters. Furthermore, differdahguages
provide exceptiofhandling mechanisms that differ in details of their design, which in turn may lead to
misundestandings by the programmer.

The cause for the failure might be simply laziness or ignorance on the part of the programmer, or, more commonly,
a mismatch in the expectations of where fault detection and fault recovery is to bBRattinalarly when

compments meet that employ different fault detection and reporting strategies, the opportunity for mishandling
recognized errors increases and creates vulnerabilities.

Another cause of the failure is the scant attention that many library providers pay to describe all error situations
that calls on their routines might encounter and report. In this case, the caller cannot possibly react sensibly to all
error situations that might arise. As yet another cause, the error information provided when the error occurs may
be insufficiently complete to allow recovery from the error.

Different error handling mechanisms have different strengths and weaknesses. Dealing with exception handling in
some languages can stress the capabilities of static analysis tools and can, in some cases, reduce the effectiveness
of their analysis. Inversely, the use of error status variables can lead to confusingly complicated control structures,
particularly when recovery is not possible locally. Therefore, for situations where the highest of reliability is
required, the decision for or against exception handling deserves careful thought. In any case, exception-handling
mechanisms should be reserved for truly unexpected situations and other situations where no local recovery is
possible. Situations which are merely unusual, like the end of file condition, should be treated by explicit testing—
either prior to the call which might raise the error or immediately afterward. In general, error detection,
reporting, correction, and recovery should not be a late opportunistic add-on, but should be an integral part of a
system design.

6.36.4 Applicable language characteristics

Whether supported by the language or not, error reporting and handling is idiomatically present in all languages.
Of course, vulnerabilities caused by exceptions require a language that supports exceptions.

6.36.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Reserve exception-handling mechanisms for truly unexpected situations and other situations where no
local recovery is possible.

e Handle exceptions by the exception handlers of an enclosing construct as close as possible to the origin of
the exception but as far out as necessary to be able to deal with the error. Consider preventing imulit

70 © ISO/IEC 2013 DAl rights reserve



Baseline Editionb3 TR 247721

exceptions by checking tlegror condition in the code prior to executing the construct that causes the
exception.

e Equally, check error return values or auxiliary status variables following a call to a subprogram, unless it is
demonstrated that the error condition is impossible.

e When functions return error values, check the error return values before processing any other returned
data.

e For each routine, document all error conditions, matching error detection and reporting needs, and
provide sufficient information for handling the error situation.

e Use static analysis toadle detect and report missing or ineffective error detectidrandling.

e When execution within a particular context is abandoned due to an exception or error condition, finalize
the context by closing open files, releasing resources and restoring any invariants associated with the
context.

e Retreat to a context where the fault can be handled completely (after finalizing and terminating the
current context) when it is not appropriate to repair an error situation and retry the operation.

e Always enable error checking provided by the language, the software system, or the hardware in the
absence of a conclusive analysis that the error condition is rendered impossible.

e Carefully review all error handling mechanisms, because of the complexity of error handling.

e In applications with the highest requirements for reliability, use defense-in-depth approaches, for
example, checking and handling errors even if thought to be impossible.

6.36.6 Implications for language design and evolution

In future language degigand evolutioractivities the following items should be considered:

e A standardized set of mechanisms for detecting and treating error conditions should be developed so tha
all languages to the extent possible could use tfiaim.does not mean that &hguages should use the
same mechanisms as there should be a vabi@tygach of the mechanisms should be standardized.

6.37 Type-breaking reinterpretation of data [AMV]

6.37.1 Description of application vulnerability

In most cases, objects in programs are assigned locations in processor storage to hold thetheaame

storage space is assigned to more thanaiijech either statically or temporarily then a change in the value of
one object will have an effect on the value of the ofherthermore, if the representation of the value of an object
is reinterpreted as being the representation of the value diject with a different type, unexpected results may
occur

6.37.2 Cross reference

JSF AV Rules [31]153 and183

MISRA 2012 [35]:19.1, and19.2

MISRA C++[36]: 4-5-1 to 45-3, 410-1, 410-2, and 50-3 to 50-9
CERT C guidelines [38MEMO08-C

Ada Qualityand Style Guide [1]7.6.7 and 7.6.8
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6.37.3 Mechanism of failure

Sometimes there is a legitimate need for applications to place different interpretations upon the same stored
representation of datdhe most fundamental example is a program loader tfas taebinary image of a program
as data by loading it, and then treats it as a program by invokiMgst.programming languages permit type
breaking reinterpretation of data, however, some offerdessprone alternatives for commonly encountered
situations.

Unintentional or malicious reinterpretation of data can cause overwriting or disclosure of arbitrary memory regions.
In addition, ype-breaking reinterpretation of representation presents obstacles to human understanding of the code,
the ability oftools to perform effective static analysis, and the ability of code optimizers to do their job

Examples include:

e Providing alternative mappings of objects into blocks of storage performed either stadioetiyag-ortran
common) or dynamically (such agointers).

e Union types, particularly unions that do not have a discriminant stored as part of the data structure.
(Discriminants are additional components of the datacturethat determine thiayoutof the rest of the
data If the disciminant capability is not provided by the language, then it is the programmerOs
responsibility to ensure consistejcy

e Operations that permit a stored value to be interpreted as a differernsugpeagreating the
representation of a pointer as an g&g.

In all of these cases accessing the value of an object may produce an unanticipated result.

A related problem, the aliasing of parameters, occurs in languages that permit call by reference because supposed
distinct parameters might refer to theeme storage area, or a parameter and dogahobject might refer to the
same storage area. That vulnerability is describedlitiauses.32Passing Parameters and Return Val@G][

It is easier to avoidperations that reinterpret the same stored value as representing a different type when the
language clearly identifies thefRor example, Ada forces the programmer to explicitly declare the conversion to be
an instantiation ofnchecked Conversion.

A much more difficult situation occurs when pointers are used to achieve type reinterprtatiptanguages
perform typechecking of pointers and place restrictions on the ability of pointers to access arbitrary locations in
storaye.

6.37.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e A programming language that permits multiple interpretations of the same bit pattern.
6.37.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:
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e Avoid reinterpretation performed as a matter of convenience; for exampldan integer pointer to
manipulate character string datdhen typebreaking reinterpretation is necessatycumenit carefully in
the code

e When using union typesisediscriminated unions preference to nediscriminated unions

o Avoid operations that reinterpret the sant@ead value as representing a different type

e When pointers with differeninderlying typesire used to reinterpret datesse languagdefined
capabilities to flag and check such usage (such as AdaOs OValid attribute), or use static analysis to shov
the operation always succeeds.

e Usedtatic analysis tool®o locate situations where unintended reinterpretation occurs.

e Asthe presence of reinterpretation greatly complicates static analysis for other prablesider
segregatingntended reinterpreti@in operations into distinct subprograms.

6.37.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:

e Because the ability to perform reinterpretation is sometmeesssary, but the need for it is rare,
programming language designers might consider putting caution labels on operations that permit
reinterpretationfFor example, the operation in Ada that permits unconstrained reinterpretation is called
Unchecked Conversion.

e Because of the difficulties withon-discriminated unions, programming language designers might consider
offering union types that include distinct discriminants with appropriate enforcement of access to objects.

6.38 Deep vs. shallow copying [YAN]

6.38.1 Description of application vulnerability

When structures containing references as data coemts are copiedne mustecide whether the referees are

to be copiedshallow copy)or, instead, the objects designated by the references are to be copied and a reference
the newly created object used as the component value of the copied stdexpreopy)Almost all languages

define struatire-copying operations as shallavepies, i.e., the copied structure referaribe same objectDeep

copying is algorithmically rare challengingsinceno object shall be copied twice although it may be reachable by
multiple paths within the graph spanned by teferences. Further, deep copymay beexpensive in time and

memory consumptionf, however, a shallow copy is made where a deep copy was needed, serious aliasing
problems can arise in the objects that are part of the graphs spanned by the copied r&Sebsecpsent

modification of such anbject isvisible via both the old and theew structure.

An identical problem arises when array indices are stored as component values (in lieu of pointers or references)
and used to access objects in an array outside the copied data structure.

6.38.2 Cross reference

JSF AV[31] Rules: 76, 77, 80
CERT C guidelines [38)none)
Ada Quality and Style Guide [1$ectiors 5.4, 5.5
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6.38.3 Mechanism of failure

Problems with shallow copying arise when values in the objects (transitively) referenced by the original or the copy
are assigned tan a deep copy, such assignments affect only the original or the copy of the graph, respectively; in a
shallow copy, the value of the object is changed in both graphs, which may not have been the intention of the
programmer. Consequently, the problem mmnifest itself only during maintenance when, for the first time, such

as assignment to a contained object is introduced, while shallow copying was originally chosen for reasons of
efficiency but relying on the absence of assignments.

Knowledge of the usef shallow copying in lieu of deep copying can be exploited in attacks by causing unintended
changes in data structures via the described aliasing effect.

The exposure and effects are similar to any other unintended aliasing, such as CSJ PassingsReardRetern
Values.

6.38.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages thdtavepointersor references as part of composite data structures.
e Languages that support arrays.

6.38.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use shallow copying only wheredlaliasing caused is intended.

e Usedeep copying if there is any possibility that the aliasing of a shallow copy wdeitd tfe application
adversely, or if in doubt.

e Use abstractions to ensure deep copiesr&vheeded, e.g., by {y@efiningassignment operations,
constructors, and otheperations that copy component values.

6.38.6 Implications for language design and evolution
In future language design and evolutawtivities, the following items should be considered:

e Providemechanism$o create abstractions that guarantee degging where needed.

6.39 Memory leaks and heap fragmentation [XYL]

6.39.1 Description of application vulnerability

A memoryleak occurs when software does not release allocated memory after it ceases to Bepsaitd
occurrences of a memory leak can consume considerable amounts of available emanary leak can be
exploitedby attackers to generate deraddserviceby causing the program to execute repeatedly a sequence that
triggers the leakMoreover, a memory leak can cause any dongning critical program to shutdown prematurely.
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6.39.2 Cross reference

CWE [8]:
401. Failure to Release Memory Before Removing Raserence (aka OMemory LeakO)
JSF AV Rule: 206
MISRA C[35]: 4.12
CERT C guidelines [38IMEMO00-C and MEM31C
Ada Quality and Style Guide [15.4.5, 5.9.2, and 7.3.3

6.39.3 Mechanism of failure

As a process or system runs, any memory taken from dynaemmong and not returned or reclaimed (by the
runtime system, the application, or a garbage collector) after it ceases to be used, may result in future memory
allocation requests failing for lack of free space.

Alternatively, memory claimed and returned cawse the heap to fragment into progressively smaller blocks,
which, with the usual allocators, will result in a higher memory consumption and steadily increasing search times
for blocks of suitable size, until the system spends most of thet@®or searching the heap for suitable blocks.

Either condition can thus result in a memory exhaustion exception, progressively slower performance by the
allocating application, program termination or a system crash.

If an attacker can determine the cause obd@stiag memory lealor can increase the allocation rate for blocks of
different sizesthe attackewill be able to cause the application to leakragmentquickly and therefore cause the
application to crasbr fail to perform within acceptable time lits. Deniatof-Service attacks cahus occur

6.39.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languageshatreclaim memory under progranercontrolcan exhibit heap fragmentation and memory
leaks.

e Languages thatupport mechanisms to dynamically allocate memoryeamgloy garbage collection can
exhibit memory leaks.

6.39.5 Avoiding the vulnerability or mitigating its effects

Software developers cana@d the vulnerability or mitigate its ill effects in the following ways:

e Use garbage collectors that reclaim memory no longer accessible by the appBm@nergarbage
collectors are part of the language while others areoadd

¢ In systems with garbagmllectors, set all netocal pointers or references to null, when the designated data
is no longer needed, since the data transitively reachable from such a pointer or reference will not be
garbagecollected otherwise, efééively causing memory leaks.

e In systems without garbage collectors, cause deallocation of the data before the last pointer or reference
the data is lost.

o Allocate and free memory at the same level of abstraction, and ideally in the same code module.
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Allocating and freeing memory iifferent modules and levels of abstraction may make it difficult for
developers to match requests to free storage with the appropriate storage allocationTi@gueay cause
confusion regarding when and if a block of memory has been allocated gridgidg to memory leaks.

e Use Storage pools when available in combination with strong typiogage pools are a specialized
memory mechanism where all of the memory associated with a class of objects is allocated from a specific
bounded region such thstorage exhaustion in one pool does not affect the code operating on other
memory.

e Use storage pools of equallyzed blocks to avoid fragmentation within each storage pool. If necessary,
provide applicatiorspecific (de)allocators to achieve this funmbality.

¢ Avoid the use of dynamically allocated storage entirely, or allocate only during system initialization and
never allocate once the main execution commences, particularly in-cafiegl systems and long running
systems.

e Use static analysis, wéh can sometimes detect when allocated storage is no longer used and has not been
freed.

6.39.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:

e Languages caprovide syntax and semantics to guarantee progvala that dynamic memory is not used
(such as the configuratiggpmagmasfeature offered by some programming langugages

e Languages can document or specify that implementations must documoeesdor dynamic memory
management algorithms, to hope designers decide on appropriate usage patterns and recovery techniques
necessary

6.40 Templates and generics [SYM]

6.40.1 Description of application vulnerability

Many languages provide a mechanism that allows objects and/or functions to be defined parameterized by type an
then instantiated for specific types. In Card related languages, these are referred aangéates, and in Adaand

Java generics. To avoid having to keep writing Otemplates/generingissulclause these will simply be referred

to collectively as generics.

Used well, generics can make code clearer, more predictable and easier to nuisethlmadly, they can have the
reverse effect, making code difficult to review and maintain, leading to the possibility of program error.

6.40.2 Cross reference

JSF AV Rules [31]101, 102, 103, 104, and 105
MISRA C++[36]: 14-6-1, 146-2, 147-1 to 147-3, 148-1, and 148-2
Ada Quality and Style Guide [18.3.1 through 8.3.8, and 8.4.2

6.40.3 Mechanism of failure

The value of generics comes frdraving a single piece of code that supports some behaviour in a type independent
manner. This simplifies development and maintenance of the ltstduld also assist in the understanding of the
code during review and maintenance, by providing the samaviour for all types with which it is instantiated.
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Problems arise when the use of a generic actually makes the code harder to understand during review and
maintenance, by not providing consistent behaviour.

In most cases, the generic definition wilveao make assumptions about the typih whichit can legally be
instantiatedFor example, a sort function requires that the elements to be sorted can be copied and compared. If
these assumptions are not met, the result is likely to be a compileMénene OmisuseO of a generic leads to a
compiler error, this can be regarded as a development issue, and not a software vulnerability.

Confusion, and hence potential vulnerability, can arise where the instantiated code is appaatiniliput does
notresult in a compiler erroFor example, a generic class defines a set of members, a subset of which rely on a
particular property of the instantiation type (such as a generic container class with a sort member function, only ti
sort function relies on thinstantiating type having a defined relational operaltogome languages, such as C++

if the generic is instantiated with a type that doetsneet all the requirements but the program never subsequently
makes use of the subset of memtiket rely on the property of the instantiating type, the code will compile and
execute (for example, the generic container is instantiated with a user defined class thatdéder a relational
operator, but the program never calls the sort membéisoinstantiation)When the code is reviewed the generic
class will appear to reference a member of the instantiating type thaiatessst.

Similar confusion can arise if the language permits speuiithodof an instance o& generic to be explity

defined, rather than using the common code, so that behaviour is not consistent for all instafatexasnple,

for the same generic container class, the sort member normally sorts the elements of the container into ascendin
order. Insomelanguagesa Ospecial caseO can be created for the instantiation of the generic with a particular type
For example, the sort member for a OfloatO container may be explicitly defined to provide different behaviour, sa
sorting the elements into descendarder.Specialization that doasot affect the apparent behaviour of the
instantiation is not an issue.

6.40.4 Applicable language characteristics

This vulnerability is intended to be applicable to languages with the following characteristics:

e Languageshat permit definitions of objects or functions to be parameterized by type, for later instantiation
with specific types, such as:
o Templatesn C++, or
o Generics in Adar Java.

6.40.5 Avoiding the vulnerability or mitigating its effects

Sdtware developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Document the properties of an instantiating type necessary for a generic to be valid.

e |f an instantiating type has the required propergasure that all opationsof the generi@revalid or are
unavailable whether actually used in the program or not.

e Avoid, or carefully document, any Ospecial casesO where a generic is instantiated with a spbuaific type
doesnotbehave as it does for other types.

6.40.6 Implications for language design and evolution

In future language design and evolutawtivities, the following items should be considered:
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e Language specifiers should standardize on a common, uniform terminology to describe generics/templates
so thatprogrammers experienced in one language can reliably learn and refer to the type system of another
language that has the same concept, but with a different name.

e Language specifiers should design generics in such a way that any attempt to instantexie wigen
constructs that do not provide the required capabilities results in a cdimalerror.

e Language specifiers should provide an assertion mechanism for checking properti¢sreg, fonthose
properties that eaot be checked at compile timieshould be possible to inhibit assertion checking if
efficiency is a concern.

6.41 Inheritance [RIP]

6.41.1 Description of application vulnerability

Inheritance the ability to create enhanced and/or restricted object classes based on existing objedariasses
introduce a number of vulnerabilities, both inadvertent and malidBacause Inheritance allows the overriding of
methods of the parent claasd because objeotiented systems are designed to separate and encapsulate code and
data, it can be difficult to determine where in the hierarchy an invoked method is actually ddfoedince an
overriding method does not need to call the methdldrparent class that has been overridden, essential
initialization and manipulation of class data may be bypa3des.can be especially dangerongonstructor

methods copymethodsor destructor methodsnd in particular wheprivate data componenthat is, data

components not visible to methods of salssks) of the parent class are left uninitialized or unchangedu$

violations of type invariantsanariseas a consequence.

Languages that allow multipieheritanceadd additional complexitgeto the resolution of method invocations.
Different object brokerage systems may resolve the method identity to different classes, based on how the
inheritance tree is traversed.

6.41.2 Cross reference

JSF AV Rules [31]78, 79, 80,81,86, 87, 88, 89, 8990, 91, 92, 93, 94, 95, 96 add
MISRA C++[36]: 0-1-12, 83-1, 161-1 to 161-3, and 163-1 to 163-3
Ada Quality and Style Guide [19

6.41.3 Mechanism of failure

The use of inheritance can lead to an exploitable application vulnerability or ebgatipact system safety in
several ways:

o Execution of malicious redefinitionsshichcan occur through the insertion of a class into the class
hierarchy that overrides commonly called methods in the parent classes.

o Accidental redefinition, where a methzddefined that inadvertently overrides a method that has already
been defined in a parent class.

o Accidental failure of redefinition, when a method is incorrectly named or the parameters are not defined
properly, and thus does not override a method irrenpalass.

e Breaking of class invarianta/hich can be caused by redefining methods that initiaimpy, destroyr
validate class data without including that initializafioapying, destructiorgr validation in the overriding
methodsThis applies particularly tolassinvariants involving data of the parent class not visible in
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methods of the subcladsherited methods of the parent thave access to these Oprivam@ponents
will likely fail, if the components are left uninitiaied orsetinappropriately.

o Direct reading and writing of visible class members when matching getting and setting member functions
include additional functionality.

These vulnerabilities can increase dramatically as the complexity of the hierarchy increases, especially in the use
multiple inheritance.

As methods are inherited from multiple chains of ancestors, the determimiatvbich methods implemeations

exist and are being calledecomes increasingly more difficult fibre programmer. Understanding which methods
and data components apply to a given (sub)class becomes exceedingly difficult if these methods or components
inherited homographs (i.e., datangponents with identical names or methods with identical signatures). Different
languages have different rules to resolve the resulting ambiguities. Misunderstandings lead to inadvertent coding
errors.The complexity increases even more when multiple itdrere is used to modéhasaOrelationshipgsee
sulrlause 6.42 Violations of the Liskov substitution principle [BLPiethods never intended to be applicable to
instances of a subclass are inherited nevertheles example, an instance of classcraftCarrier may be

QurnGed merely because it obtained its propulsion screw@asaGinheritance withQurnObeing an obviously
meaningfulmethodfor the class obropulsionscrew. Mearwhile the user has a quite different expectation of

what it means to turn an aircraft carrier. The complications increase if the carrier inherits twice from the class
propulsionScrew because it has two propulsion screws.

Finally, if ambiguities in methodr component namings are resolved by preference rules, changes in the executior
of methods can be introduced by adding yet another unrelated but homographic method or data declaration
anywhere is the hierarchies of ancestor classes during maintenaneeod¢h Malicious implementations can

thus be added with each release of an olgeented library and affect the behami@f previously verified code.
(seesulrlauses.42 Violations of the Liskov substitution paiple [BLP))

The mechanism of failure for these additional dangers caused by multiple inherithreceasivertent use of the
wrong data components or methods. Knowledge of such incorrect use might be exploitable, as instances of the
affected (sub)classiay be corrupted by inappropriate operations.

6.41.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages that allow single and multiple inheritances.
6.41.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Avoid the use of multiple inheritance whenever possible.

e Avoid access to data components whenmgtnd setting functions are available for them.

e Provide complete documentation of all encapsulated data, and how each method affects that data for eac
object in the hierarchy.

e Inherit only from trusted sources, and, whenever possible, check the \artherparent classes during
compilation and/or initialization.

o Provide a method that provides versioning information for each class.
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e Prohibit the use of visible inheritance for Ga@srelationships.

e Use components of the respective clasioasaGrelationships.

e Delegate initializationcopying or destructioaf the parentOs data components by callingditesponding
operation of the parent typ¥ou must delegate in particular whigre parent has data componamis
visible to methods ahe subclass

6.41.6 Implications for language design and evolution

In future language design and evolutamtivities, the following items should be considered:

e Language specification should include the definition of a common versioning method.
o Compilersshould provide an option to report the class in which a resolved method resides.
¢ Runtime environments should provide a trace of all runtime method resolutions.

6.42 Violations of the Liskov substitution principle or the contract model [BLP]

6.42.1 Description of application vulnerability

Object orientation typically allows polymorphic variables containing values of subclasses of the declared class of
the variable. Methods of the declared class of a receiving object can be invoked and the caller has the right to
expect that the semanticstbé interface called upon are observed regardless of the precise nature of the value of
the receiving object. Similarly, the existence of accessed components of the declared class needs to be ensured.
Instances of subclasses thus need to be both tedir@ndllogically specialized instances of the parent cldss.

is the basis of the Liskasubstitutionprinciple.

The Liskovsubstitution pnciple states thaan instance of a subclass is always an instance of the superclass as well

if one ignores thadded specializationlt.implies that inheritance is used only if there is a logicahQis

relationship between the subclass and the superblassover, preconditions of methods can at most be weakened
and never strengthened as they are redefineddobelass. Inversely, postconditions can at most be strengthened

and never be weakened by such a redefinition. The caller of an interface needs to guarantee only the preconditions
of the interface and is allowed to rely on its postconditions. The rutes steake sure of this property which is

also known as the Contract Model.

Violations of the Liskowsubstitution pinciple or the Contract Modetan result in system malfunctions as
additional preconditions of redefinitions or promised postconditions effates are not met.

An alternative inheritance semantics is that of @feslationships, usually appearing irograms in languages
with multipleinheritance, where the paradigm is sometimes referred to as -anQntiis in stark conflict with the
Liskow Principle: A polymorphiwariablemotor of classengine should not be able to hold a car, merely
because the subclassr was created by a mix of the classngine to the classrehicle.

The principles stated above apply to implicit as well asi@kplreconditions and postconditiorisxplicit
conditions permit formal reasoning tools to be applied.

6.42.2 Cross reference

JSF AV Rules [31]89, 91, 9293
Ada Quality and Style Guide [8].3.2
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6.42.3 Mechanism of failure

When a client calls the method of a class which dispatches to the implementation of a subclass with a strengther
precondition, the client has mechanism to know about the added preconditions to be satisfied. Hence the call ma
fail on a violated precondan. Similarly, if the called implementation has a weaker postcondition, the
postconditiorasserted tthe client might not be satisfied. As a consequence, the client mdyaiéiig to meet
preconditions or to guarantee postconditions is bound to eaasgtions or system failures. The specific scenarios
areextensiveand range from faults that happen to be handled by the sistmmplete loss of security and safety

Using visible inheritance to implemeatOhasGrelationships deteriorates classigasand thereby may be the
cause of consequential errors. There is no immediate failure mode, however.

6.42.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages thdtave polymorphic variables, particularly objectented languages.
e Languages that provide inheritance among classes.

6.42.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigatél ieffects in the following ways:

e Obey all preconditions and postconditions of each method, whether they are specified in the language or
not.

e Prohibit the strengthening of preconditions (specified or not) by redefinitions of methods.

e Prohibit the weakang of postconditions (specified or not) by redefinitions of methods.

e Prohibit the use of visible inheritance for Ga@srelationships/se components of the respective class for
OhasaGrelationshipsnstead

e Use static analysis tools that identifysuse of inheritance in the contract model.

6.42.6 Implications for language design and evolution
In future language design and evolutawtivities, the following items should be considered:
e Providelanguage mechanismsfltrmally specifypreconditionsand postconditions

6.43 Redispatching [PPH]

6.43.1 Description of application vulnerability

Whenvery similar functionality is provided by methods or interfaces with varying parameter structures, a
frequently found implementation strategy is to designate one of themas#hkorse and have all others call on

it to perform the (common) world prime example are constructor or initialization methods where different sets of
initial values for certain components are provided and the remaining components are set to default values.

When the semantics of inner calls of dispatching methods ask for diggatckurn, the call is said to be
redispatching. In this case, the following scenario can evolve: In class C, the implementation of method A
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dispatches to method B, the work horse. In a derived class CD, the implementation of B needs to be changed. The
programmer finds the signature of the inherited method A matching his needs and calls A as part of the redefinition
of B. The outcome of a previously correct dispatching call on B in C for a polymorphic variable of class C holding

a reference to an object dass CD now causes infinite recursion between the redefined method B and the inherited
method A of class CD.

This vulnerability is not restricted to the example above, but can happen whenever the design calls for multiple
services converging to a siegimplementation.

6.43.2 Cross reference
Ada Quality and Style Guide [19.4.1
6.43.3 Mechanism of failure

The mechanism is the intrinsic call semantics of the language. If it demands dispatching for nested method calls,
thefailure scenario is guarantea/hile the example above is tractable, the infinite recursion can involve multiple
objects along a reference chain andstliubecomes quicklyndecidable whether such a situation exists or not.

Even for simple caseavoidanceequiresknowledge abouthe implementation of all called methods inherited

from superclasses and needs to apply this knowledge transi®uelly.a requirement is diametrically opposed to
fundamental software engineering axioms.

It has been shown that released libraries haveanwd many instances of infinite recursions.

Malicious exploit of the vulnerability adds a subclass that contains this infinite recursion conditionally on some
trigger value. The recursion can be sufficiently obscured so that no analysis tool or reaie@detect it with any
certainty. The system can then be caused to fault with a stack overflow anytime this trigger is used. The
vulnerability can thus be used for DertdtService attacks.

6.43.4 Applicable language characteristics

This vulnerability @scription is intended to be applicable to languages with the following characteristics:

e Languages thatemand or allow dispatching for calls within dispatching operations.
6.43.5 Avoiding the vulnerability or mitigating its effects

Software developers ravoid the vulnerability or mitigate its ill effects in the following ways:

e Enforce a principle that, even across class hierarchies, converging servicesnsistant
implementation

o Agree on and document a redispatch hierarchy within groups of methods, such as initializers or
constructors, and use it consistently throughout the class hierarchy.

e Avoid dispatching calls in methods where possible.peast consequences in subclaGsg!
Polymorphic Variables [BKK]
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6.43.6 Implications for language design and evolution

None.

6.44 Polymorphic variables [BKK]

6.44.1 Description of application vulnerability

Objectorientedlanguages allow polymorphic variables, in which values of different classes can be stored at
different times. In most of these languagesriablesarededared to be of some class, while the actual value may

be of a more specialized subclass. Polymorphic variables go hand in hand with method selection at run time, wh
the method defined for the actual subclass of the receiving object or controlling argaimeoked.This approach

is safe, as method implementation astual typeof the object match by constructidf).however, the language

permits casting of the polymorphic reference to process the object as if it were of the class casted to, several
vulnerabilities arise. We distinguishe following casts:

e upcasts, where the cast is to a superclass

e downcasts, where the cast is to a subclass and a check is made that the object is indeed of the target clas:
the cast (or a subclass thereof)

e unsafe casts, where there is no assurance that the object is of the casted class

Distinct vulnerabilities arise for each of these cast types:

Upcasts are needed so that redefined methods can call upon the corresponding method of the parent class to ac
the respective portion of the needed functionality and then complete it for the extensions added by the subclass.
Without callingthe parent@siplementation of a methdd the redefined methothe private components of the

parent class are inaccessible toré@efined method. Henekere is a risk that tlyeare no longer consistent with

the overall state of the object. Inversely, if the issue is avoided by inheriting rather than redefining the method for
subclass, there is the risk that the subetpgificparts are inconsistent with the overall state of the object or even
uninitialized

Downcasts carry the risk that the object is not of the correct class. If chickeellanguageas languagdefined
downcasts typically are, an exception will occur iis ttase.

Unsafecasts allow arbitrary breaches of safety and securitys@etuse 6.11Pointer Casting and Pointer Type
ChangegHFC].

Note that some languages also have implicit upcasts and dowasgsid of the language semantics. The same
issues apply as for explicit casts

6.44.2 Cross reference

JSF AV Rules [31]
67 Make all data members private
78 Virtual method and virtual destructor
94 redefinition of an inherited newirtual function
178 Limited downcast
179 Pointer casts
185 Use C++ upcasts in place of C casts
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6.44.3 Mechanism of failure

Objects left in an inconsistent state by means of an upcast and a subsequent legitimate method call of the parent
class can be exploited to causstsyn malfunctions.

Exceptions raised by failing downcasts allow DewiaService attacks. Typical scenarios include the addition of
objects of some unexpected subclasses in generic containers.

Unsafecasts to classes with the needed components allaingeand modifying arbitrary memory are&ge
sulrlause6.11Pointer Casting and Pointer Type Chan@#sC] for more details.

6.44.4 Applicable language characteristics

This vulnerability description is intendedlie applicable to languages with the following characteristics:

e Languages thdtave polymorphic variables, particularly objectented languages.
e Languages that permit upcasts, downcastsnsafecasts.

6.44.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Forbid the use dfinsafe casts.

e When upcasting
e Ensure functional consistency of the subclgigacific data to the changes affected via thesigc
reference.
e Use type invariants if provided to detect semantic violations caused by upcasts.
e Try to avoid downcast&/here adowncast is necessary

e Make sure that you handle any resulting error situation
o Prece@ downcastdy an appropriate membership test as needed to avoid possible exceptions.

6.44.6 Implications for language design and evolution

In future language design and evolutawtivities, the following items should be considered:

e Do not allowunsafecasts.

6.45 Extra intrinsics [LRM]

6.45.1 Description of application vulnerability

Most languages define intrinsic procedures, whieheasily available, or always simply avhiig to any

translation unit. If a translator extends the set of intrinsics beyond those defined by the standard, and the standard
specifies that intrinsics are selected before procedures of the same signature defined by the application, a different
procedire may be unexpectedly used when switching between translators.
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6.45.2 Cross reference
[None]
6.45.3 Mechanism of failure

Most standard programming languages define a set of intrinsic procéhim®sly be used in any application.
Some language standardllow a translator to extend this set of intrinsic proced®@se language standards
specify that intrinsic procedures are selected ahead of an application procedure of the same Slgeahag.
cause a different procedure to be used vdvatching between translators.

For example, most languages provide a routine to calculate the square root of a number, usually hamedf

a translator also provided, as an extension, a cube root routine, saydiamed , that extension may override
application defined procedure of the same signature. If the two diftelsent () routines chose different branch
cuts when applied to complex arguments, the application could unpredictably go wrong.

If the language standard specifies that applicatedimeld procedures are selected ahead of intrinsic procedures of
the same signature, the use of the wronggaoe may mask a linking error.

6.45.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languaigeshe following characteristics:

e Any language where translators may extend the set of intrinsic procedures and where intrinsic procedures
are selected ahead of application defined (or external library defined) procedures of the same signature.

6.45.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use whatever language features are available to mark a procedure as language defined or application
defined.
e Avoid using procedure signatures matching those defined by the traasl&dwending the standard set.

6.45.6 Implications for language design and evolution

In future language design and evolutemtivities, the following items should be considered

o Clearly state whether translataranextend the set of intrinsic procedures or. not

o Clearly state what the precedence is for resolving collisions

o Clearly provide ways to mark a procedure signature as being the intrinsic or an application provided
procedure

¢ Require that a diagnostic is issued when an application procedure matchesaheesigian intrinsic
procedure.

© ISO/IEC 2013 DAl rights reserved 85



WG 23/N 0835

6.46 Argument passing to library functions [TR]]

6.46.1 Description of application vulnerability

Libraries that supply objects or functions are in most cases not required to check the validity of parameters passed
to them.In those cases where parameter véiiheis required there might not be adequate parameter validation.

6.46.2 Cross reference

CWE [8]:

114. Process Control
JSF AV Rules [31] 16, 18, 19, 20, 21, 22, 23, 24, and 25
MISRA C[35]: 1.3 4.11, 21.2-21.8, and21.10

MISRA C++[36]: 17-0-1, 170-5, 18-0-2, 180-3, 180-4, 182-1, 187-1 and 270-1
CERT C guidelines [38]JNT03-C and STROTC

6.46.3 Mechanism of failure

When calling a library, either the calling function or the library may make assumptions about par&ioeters.
example, it may be assw@ahby a library that a parameter is rrmr0 so division by that parameter is performed
without checking the valu&ometimes some validation is performed by the calling function, but the library may
use the parameters in ways that were unanticipatecelyatting function resulting in a potential vulnerability.

Even when libraries do validate parameters, their response to an invalid parameter is usually undefined and can
cause unanticipated results.

6.46.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languagegroviding or usindibraries that do not validate the parameters accepted by functions, methods
and objects.

6.46.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use Ibrariesthatvalidate any values passed to the libifamnyctionsbefore the value is used.

o Develop wrappers around libramyrfctions that check the parameters before calling the function.

o Demonstrate statically that the parameters are never inuahd static analysis tools capable of detecting
data validation routines

e Use only librarieghat areknown to have been developetth consistent and validated interface
requirements.

It is noted that several approacloes be taken, some work best if used in conjunction with each other.
6.46.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:
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e Ensure thaall library functiors defined operatas intended over the specifiexhge of input values and
reactin a defined manner to values that are outside the specified range.

e Languages shouldefine libraries that provide the capability to validate parameters during compilation,
during execution or by static analysis.

o Languagedefinedlibrariesshouldprovide thepreconditions and postconditions for each call so that
function arguments can baldatedduring compilation, execution ofa otherstatic analysisools.

6.47 Inter-language calling [D]S]

6.47.1 Description of application vulnerability

When an application is developed using more than one programming language, complicatiofiseacesiéng
conventions, data layout, error handing and return conventions all differ between languages; if these are not
addressed correctly, stack overflondenflow, data corruption, and memory corruption are possible.

In multi-language development environments it is also difficult to reuse data structures and object code across th
languages.

6.47.2 Cross reference
[Nond
6.47.3 Mechanism of failure

When caling a function that has been developed using a language different from the calling language, the call
convention and the return convention used musbbsideredIf these conventions are not handled correctly, there
is a good chance the calling stacklw# corrupted, sesulclauses. 34 Subprogram signature mismatch [OTR] .

The call convention covers how the language invttke<all;seesubclauses.32 Passing parameters and return

values [CSJ] , and how the parameters are handled.

Many languages restrict the length of identifiers, the type of characters that can be used as the first character, ar
the case of the characters uskltlof these need to beonsideredvhen invoking a routine written in a language
other than the calling language. Otherwtbe identifiers might bind in a manner different than intended.

Character and aggregate data types require special tre@tnaemulti-language developmeativironment. The

data layout of all languages that are to be used must be taken into consideration; this includes padding and
alignmentlf these data types are not handled correctly, the data could be corrupted, the memory could be
corrupted, or both mayecome corrupfThis can happen by writing/reading past either end of the data structure,
seesulxrlauses. 8 Buffer boundary violation (buffer overflow) [HCB]. For example, ®ascalsTRING data type

VAR str: STRING(10);

corresponds to a C structure

struct {
int length;
char str [10];
}i
andnot to the C structure
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char str [10]

wherelength contains the actual length 8fRING. The second C construct is implemented with a physical
length that is different from physical length of the Pas@alING and assumes a null terminator.

Most numeric data tygs have counterparts across languages, but again the layout should be undadstouy, a
those types that match the languages should befsedxample, in some implementations of C++ a

signed char

would match a Fortran
integer (1)

and would match a Pascal

PACKED -128..127

These correspondences can be implementafined and shoulde verified.
6.47.4 Applicable language characteristics

The vulnerability is applicable to languages with the following characteristics:

o All high level programming languages and low level programming languages are susceptible to this
vulnerability when ued in a multlanguage development environment.

6.47.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use the inter-language methods and syntax specified by the applicable language standard(s)®.
e Understand the calling conventions of all languages used.
e For items comprising the inter-language interface:
o Understand the data layout of all data types used.
o Understand the return conventions of all languages used.
o Ensure that the language in which error check occurs is the one that handles the error.
o Avoid assuming that the language makes a distinction between upper case and lower case letters in
identifiers.
Avoid using a special character as the first chiaran identifiers.
o Avoid using long identifier names.

o

6.47.6 Implications for language design and evolution
In future language design and evolution activities, the following items should be considered:

e Develop standard provisions for inter-language calling with languages most often used with their
programming language.

6 For example, Fortran and Ada specify how to call C functions.
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6.48 Dynamically-linked code and self-modifying code [NYY]

6.48.1 Description of application vulnerability

Code that is dynamically linkeday be different from the code that was testéds may be the result of replacing
a library with another of the same naoreby altering an environment variable suclLas LIBRARY PATH on
UNIX platforms so that a different directory is searched for the libraryE¥ecuting code that is different than
thatwhich was tested may lead to unanticipated erronstentional malicious activity.

On some platforms, and in some languages, instructions can modify other instructions in the code space.
Historically selfmodifying code was needed for software that was required to run on a platform with very limited
memory It is now primarily used (or misused) to hide functionality of software and make it more difficult to
reverse engineer or for specialty applications such as graphics where the algorithm is tuned at runtime to give be
performanceSeltmodifying codecan be difficult to write correctly and even more difficult to test and maintain
correctly leading to unanticipated errors.

6.48.2 Cross reference
JSF AV Rule: 2
6.48.3 Mechanism of failure

Through the alteration of a library file or environment variathle,code that is dynamically linked may be different
from the code which was tested resulting in different functionality.

On some platforms, a pointe-data can erroneously be given an address value that designates a location in the
instruction space. Bubsequently a modification is made through that pointer, then an unanticipated behaviour car
result.

6.48.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages that allow a pointierdata to be assigned an address value that designates a location in the
instruction space

e Languages that allow executionaafde that exists idata space

e Languages that permit the use of dynamically linked or sharedédibra

e Languageshat execut®n an OS that permits program memory to be both writable and executable.

6.48.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the follavays:

o Verify that the dynamically linked or shared code being used is the same as that which was tested.

e Retestthe appliation before usehen it is possible that the dynamically linked or shared code has
changed

o Do not write seHmodifying code excephiextremely rare instancddost software applications should
never have a requirement for selbdifying code.

e In those extremely rare instances where its use is justifigitithe amount oelfmodifying codeand
heavily document them
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6.48.6 Implications for language design and evolution

In future language design and evolutawtivities the following items should be considered:

e Provide a means so that a program can either automatically or manually check that the digital safjiaature
library matches the one in the compile/test environment

6.49 Library signature [NSQ]

6.49.1 Description of application vulnerability

Programswritten in modern languages may use libraries written in other languages than the program
implementation languag#.the library is large, the effort of adding signatures for all of the functions use by hand
may be tedious and errprone.Portable crostanguage signatures will require detailed understanding of both
languages, which a programmer may lack.

Integrating two or more programming languages into a single executable relies upon knowing how to interface the
function calls, argument list and gloludta structures so the symbols match in the object code during linking.

Byte alignment can be a source of data corruption if memory boundaries between the programming languages are
different. Each language may also align structure data differently.

6.49.2 Cross reference

MISRA C[35]: 1.1
MISRA C++[36]: 1-0-2

6.49.3 Mechanism of failure

When the library and the application in which it is to be used are written in different languages, the specification of
signatures is complicated by irdlanguage issues

As used in this vulnerability description, the term library includes the interface to the operating system, which may
be specified only for the language used to code the operating systenmitdedf.case, any program written in any
other language fas the intetanguage interoperability issue of creating a ffillgctional signature.

When the application language and the library language are different, then the ability to specify signatures
according to either standard may not exist, or be vencdiffiThus, a translateboy-translator solution may be
needed, which maximizes the probability of incorrect signatures (since the solution must be recreated for each
translator pair)incorrect signatures may or may not be caught during the linking phase.

6.49.4 Applicable language characteristics
This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages that do not specify how to describe signatures for subprograms written in other languages.
6.49.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:
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e Use tools to create the signatures.
e Avoid using translator options or language features to referidmrary subprograms without proper
signatures.

6.49.6 Implications for language design and evolution

In future language design and evolutawtivities, the following items should be considered:

e Provide correct linkage even in the absence of corrsp#gified procedure signaturé¢Siote that this may
be very difficult where the original source code is unavailable.)
e Provide specified means to describe the signatures of subprograms.

6.50 Unanticipated exceptions from library routines [HJW]

6.50.1 Description of application vulnerability

A library in this context is taken to mean a set of software resifinoduced outside the control of the main
application developer, usually by a third party, and where the application developer may not have access to the
source. In such circumstancése application developer has limited knowledge of the library fomstiother than

from their behavioural interface.

Whilst the use of libraries can present a number of vulnerabilities, the focus of this vulnerability is any undesirabls
behaviour that a library routine may exhibit, in particular the generation of unedmeateptions.

6.50.2 Cross reference

JSFAV [31] Rule:208

MISRA C[35]: 4.11

MISRA C++[36]: 15-3-1, 153-2, 170-4
Ada Quality and Style Guide [1$.8 and 7.5

6.50.3 Mechanism of failure

In some languages, unhandled exceptions |leadgementatiordefinedbehaviour.This can include immediate
termination, without for example, releasing previously allocated resolireggrary routineraisesan
unanticipated exception, this undesirable behaviour may result.

It should be noted th&ébe considerations ofulxlause 6.36IgnoredError Statusand Unhandled Exceptions
[OYB], are also relevant here.

6.50.4 Applicable language characteristics

This vulnerability description is intended to be applieabl languages with the following characteristics:

e Languages thatan link previously developed library code (where the developer and conphathave
access to the library source)
e Languages that permit exceptions to be thrown but do not requireersafothem
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6.50.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Wrapall library callswithin a OcatehllO exception handlgf the language supports such a construct), so
that any unanticipated exceptions can be caught and handled approprtagelyrapping may be done for
each library function call or for the entire behaviour of the progfanmexample having the exeption
handler in main for C+iHowever, note that the tatis nota complete solution, as static objects are
constructed before maiséntered and are destroyed after it has been eximtsequently, MISRA C++
[36] bars tass constructors and destructors from throwing exceptions (unless handled locally).

o Alternativdy, use only library routines for which all possible exceptions are specified.

6.50.6 Implications for language design and evolution

In future language desigand evolutioractivities, the following items should be considered:

¢ For languages that provide exceptippsovide a mechanism for catching all possible exceptimns
examplea OcatehllO handler)lhe behaviour of the program when encountering anniéd exception
should be fully defined.

6.51 Pre-processor directives [NMP]

6.51.1 Description of application vulnerability

Preprocessoreplacements happen before any source code syntax check, therefore there is no typebthéecking
is especially important in functielike macro parameters.

If great care is not taken in the writing of macros, the expanded macro can have an unexgauteglmmany
cases if explicit delimiters are not added around the macro text and around all macro arguments within the macro
text, unexpected expansion is the result.

Source code that relies heavily on complicatedppoeessor directives may resultabscure and hard to maintain
code since the syntax they expect may be different from the expressions programmers regularly expect in a given
programming language.

6.51.2 Cross reference

Holzmann[18] rule 8

JSFAYV [31] Rules: 26, 27, 28, 29, 30, 31, aril 3

MISRA C[35]: 1.3 4.9 20.5 and20.6

MISRA C++[36]: 16-0-3, 160-4, and 160-5

CERT C guidelines [38PREO01C, PREO2C, PRE16C, and PRE3L

6.51.3 Mechanism of failure

Readability and maintainability may be greatly decreased-pmeessing direstes are used instead of language
features.
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While static analysis can identify many problems early; heavy use of tpequessor can limit the effectiveness
of many static analysis tools, which typically work on thegneessed source code.

In many cass where complicated macros are used, the program dods wbét is intended-or example:

define a macro as follows,

#define CD(x, y) (x +y - 1) / vy

whose purpose is to divid€hen suppose it is used as follows

a =20CD (b & ¢, sizeof (int)):;

which expands into

a= (b & ¢ + sizeof (int) - 1) / sizeof (int);

which most times will not do what is intended. Defining the macro as

#define CD(x, y) ((x) + (y) - 1) / (y)

will provide the desired result.
6.51.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages that have a lexidalel preprocessor.

e Languages that allow unintended groupings of arithmetic statements.
e Languages tht allow cascading macros.

e Languages that allow duplication of side effects.

e Languages that allow macros that reference themselves.

e Languages that allow nested macro calls.

e Languages that allow complicated macros.

6.51.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Do notuse preprocessor directiveghere it is possible to achieve the desired functionality withoytrigse
processodirectives

6.51.6 Implications for language design and evolution

In future language design and evolutawtivities, the following items should be considered:

e Reduce or eliminate dependence on lexieaél preprocessors for essential functionality (such as
conditiona compilation).
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o Provide capabilities to inline functions and procedure calls, to reduce the need-fiopessor macros.

6.52 Suppression of language-defined run-time checking [MXB]

6.52.1 Description of application vulnerability

Some languages include the provision for runtime checking to prevent vulnerabilities to arise. Canonical examples
are bounds or length checks on array operations or null-value checks upon dereferencing pointers or references.
In most cases, the reaction to a failed check is the raising of a language-defined exception.

As run-time checking requires execution time and as some project guidelines exclude the use of exceptions,
languages may define a way to optionally suppress such checking for regions of the code or for the entire
program. Analogously, compiler options may be used to achieve this effect.

6.52.2 Cross reference
[None]
6.52.3 Mechanism of Failure

Vulnerabilities that could have been prevented by the run-time checks are undetected, resulting in memory
corruption, propagation of incorrect values or unintended execution paths.

6.52.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages that define runtime checks to prevent certain vulnerabilities and

e Languages that allow the above checks to be suppressed,

e Languages or compilers that suppress checking by default, or whose compilers or interpreters provide
options to omit the above checks

6.52.5 Avoiding the vulnerability

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Do not suppress checks at all or restrict the suppression of checks to regions of the code that have been
proved to be performance-critical.
e |f the default behaviour of the compiler or the language is to suppress checks, then explicitly enable those
checks.
e Where checks are suppressed, verify that each suppressed check cannot fail. If languagedefined checks
must be suppressed, use explicit checks at appropriate places in the code to ensure that errors are detectec
before any processing that reliestba correct values
e (learly identify code sections where checks are suppressed.
e Do not assume that checks in code verified to satisfy all checks could not fail nevertheless due to
hardware faults.
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6.52.6 Implications for language design and evolution

[None]

6.53 Provision of inherently unsafe operations [SKL]

6.53.1 Description of application vulnerability

Languages define semantic rules to be obeyed by conforming programs. Compilers enforce these rules and
diagnoseviolating programs.

A canonical example are the rules of type checking, intended among other reasons to prevent semantically
incorrect assignments, such as characters to pointers, meter to feet, euro to dollar, real numbers to booleans, or
complex numbers to two-dimensional coordinates.

Occasionally there arises a need to step outside the rules of the type model to achieve needed functionality. One
such situation is explicit type conversion of memory as part of the implementation of a heap allocator to the type
of object for which the memory is allocated. A type-safe assignment is impossible for this functionality. Thus, a
capability for unchecked explicit type conversion between arbitrary types to interpret the bits in a different
fashion is a necessary but inherently unsafe operation, without which the type-safe allocator cannot be
programmed.

Another example is the provision of operations known to be inherently unsafe, such as the deallocation of heap
memory without prevention of dangling references.

A third example is any interfacing with another language, since the checks ensuring type-safeness rarely extend
across language boundaries.

These inherently unsafe operations constitute a vulnerability, since they can (and will) be used by programmers in
situations where their use is neither necessary nor appropriate.

The vulnerability is eminently exploitable to violate program security.
6.53.2 Cross reference

[None]
6.53.3 Mechanism of Failure

The use of inherently unsafe operations or the suppression of checking circumventshe features that are normally
applied to ensure safe execution. Control flow, data values, and memory accesses can be corrupted as a
consequence. See the respective vulnerabilities resulting from such corruption.

6.53.4 Applicable language characteristics
This vulnerability description is intended to be applicable to languages with the following characteristics:
e lLanguages that allow compile-time checks for the prevention of vulnerabilities to be suppressed by

compiler or interpreter options or by language constructs, or
e Languages that provide inherently unsafe operations
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6.53.5 Avoiding the vulnerability

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Restrict the suppression of compile-time checks to where the suppression is functionally essential.

e Use inherently unsafe operations only when they are functionally essential.

e (Clearly identify program code that suppresses checks or uses unsafe operations. This permits the focusing
of review effort to examine whether the function could be performed in a safer manner.

6.53.6 Implications for language design and evolution

[None]

6.54 Obscure language features [BRS]

6.54.1 Description of application vulnerability

Every programming language has features that are obscureyldiidi understand or difficult to use correcflihe

problem is compounded if a software design must be reviewed by people who may not be language experts, such
as, hardware engineers, hurfaotors engineers, or safety officelEsien if the design and de are initially

correct, maintainers of the software may not fully understand the iftemtonsequences of the problem are more
severe if the software is to be used in trusted applications, such as safetgioncritical ones.

Misunderstoodanguage features or misunderstood code sequences can lead to application vulnerabilities in
development or in maintenance.

6.54.2 Cross reference

JSF AV Rules [31]84, 86, 88, and 97

MISRA C[35]: 1.1,104, 134, 13.6,18.5, 21.4 21.5, 21.6, 21.7 areiL.8
MISRA C++[36]: 0-2-1, 23-1, and 121-1

CERT C guidelines [38FI003.C, MSC05C, MSC36C, and MSC3C.
ISO/IEC TR 15942:200[26]: 5.4.2, 5.6.2 and 5.9.3

6.54.3 Mechanism of failure

The use of obscure language features can lead to an applicatieratility in several ways:

e The original programmer may misunderstand the correct usage of the feature and could utilize it incorrectly
in the design or code it incorrectly.

e Reviewers of the design and code may misunderstand the intent or the usagelaokl prablems.

e Maintainers of the code cannot fully understand the intent or the usage and could introduce problems
during maintenance.

6.54.4 Applicable language characteristics

This vulnerability description is intended to be applicable to any language.
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6.54.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Avoid the use of language features that are obscure or difficult to use, especially in comhithtother
difficult language feature®idopt coding standards that discourage use of such features or show how to us
them correctly.

o Whendeveloping software with critically important requiremeaidopt(organizationsp mechanism to
monitor which lmguage features are correlated with failures during the development process and during
deployment.

e (OrganizationsAdopt or develop stereotypical idioms for the use of difficult language features, codify
them in organizational standards, and enforce thameview processes.

e Avoid the use of complicated features of a language.

e Avoid the use of rarely used constructs that could be difficult for éewst maintenance personnel to
understand.

e Usetool-based static analysis find incorrect usage of somenguage features.

It should be noted that consistency in coding is desirable for each of review and maintEnarsfere, the
desirability of the particular alternatives chosen for inclusion in a coding standard does not need to be empirically
proven.

6.54.6 Implications for language design and evolution

In future language design and evolutawtivities, the following items should be considered:

e Language designers should consider removing or deprecating obscure, difficult to understand, or difficult
to use features.
e Language designers should provide language directives that optionally disable obscure language features

6.55 Unspecified behaviour [BQF]

6.55.1 Description of application vulnerability

The external behaviour of a program whose source code contains one or more instances of constructs having
unspecified behaviour may not be fully predictable when the source code is (re)compiled or (re)linked.

6.55.2 Cross reference

JSF AV Rules [31]17, 18, 19, 20, 21, 22, 23, 225

MISRA C[35]: 1.1, 1.3,19.1 and 202

MISRA C++[36]: 5-0-1, 52-6, 7-2-1, and 163-1

CERT C guidelines [38MSC15C

Seesulrlausess.56 Undefined behaviour [EWF andé6.57 Implementation-defined behaviour [FAB] .

6.55.3 Mechanism of failure

Language specifications do not always uniquely define the behaviour of a construct. When an instance of a
construct that is not uniquely defined is encountet@d (hight be at any of compile, link, or run time)
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implementations are permitted to choose from the set of behaviours allowed by the language spegtifieation.
term 'unspecified behaviour' is sometimes applied to such behaviours, (language specifieguidet to analyze
and document the terms used by their respective language).

A developer may use a construct in a way that depends on a subset of the possible behaviours Doeurring.
behaviour of a program containing such a usage is dependent camtiator used to build it always selecting the
‘expected' behaviour.

Many language constructs may have unspecified behaviour and unconditionally recommending against any use of
these constructs may be impracti¢ar instance, in many languages the oafezvaluation of the operands

appearing on the lefand righthand side of an assignment is unspecified, but in most cases the set of possible
behaviours always produce the same result.

The appearance of unspecified behaviour in a language specifisagaognitionby the language designers that
in some cases flexibility is needed by software developers and provides a worthwhile benefit for language
translators; this usage is not a defect in the language.

The important characteristic is not the intétmehaviour exhibited by a construct (such as the sequence of machine
code generated by a translator) but its external behaviour (that is, the one visible to a user of a frthoy ).

of possible unspecified behaviours permitted for a specific useanstruct all produce the same external effect

when the program containing them is executed, then rebuilding the program cannot result in a change of behaviour
for that specific usage of the construct.

For instance, while the following assignment stagat contains unspecified behaviour in many languébesis
it is possible to evaluate either ther B operand first, followed by the other operand)

A = B;

in most cases the order in whielands are evaluated does not affect the external behawefcarprogram
containing this statement.

6.55.4 Applicable language characteristics

This vulnerability is intended to be applicable to languages with the following characteristics:

e Languages whose specification allows a finite set of more than one betfavibow a translator handles
some construct, where two or more of the behaviours can result in differences in external program
behaviour.

6.55.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerabilityntigate its ill effects in the following ways:

e Use language constructs that have specified behaviour.

e Use static analysis tools that identify conditions that can result in unspecified lehavio

e Ensure that a specific use of a construct having unspeb#ieaviour produces a result that is the same for
all of the possible behaviours permitted by the language specification.

e For situation wheréheorder of evaluation ahenumber of evaluations is unspecified, use amgrations
with no sideeffectsor idempotentbehaviour, to avoid the vulnerability.

o When developing coding guidelines for a specific language
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e identify all constructs that have unspecified behaviaod

o for each construattherethe set of possible behaviours can yamgndate that the alternatives be
enumerated.

6.55.6 Implications for language design and evolution

In future language design and evolutawtivities, the following items should be considered:

e Languages should minimize the amount of unspecified behavraumsnize the number of peible
behaviours for any given unspecifiedoice, and document what might be the difference in external effect
associated with different choices.

6.56 Undefined behaviour [EWF]

6.56.1 Description of application vulnerability

The external behaviour of a program containing an instance of a construct having undefined behaviour, as define
by the language specification, is not predictable.

6.56.2 Cross reference

JSF AV Rules [31]17, 18, 19, 20, 21, 22, 23, 24, 25

MISRA C[35]:1.1,1.3, 54, 18.2, 183, and 202

MISRA C++[36]: 2-13-1, 52-2, 162-4, and 162-5

CERT C guidelines [38MSC15C

Seealso subclausesss Unspecified behaviour [BQF| and6.57 Implementation-defined behaviour [FAB] .

6.56.3 Mechanism of failure

Language specifications may categorizelibkraviourof a language construct as undefined rather than as a
semantic violation (that is, an erroneous use of thguage) because of the potentially high implementation cost of
detecting and diagnosing all occurrences dhithis case no specific behaviour is required and the translator or
runtime system is at liberty to do anything it pleases (which may inclsdi@gsa diagnostic).

Thebehaviourof a program built from successfully translated source code containing a construct having undefines
behaviouris not predictable-or example, in some languages the value of a variable is undefined before it is
initialized.

6.56.4 Applicable language characteristics

This vulnerability is intended to be applicable to languages with the following characteristics:

e Languages that do not fully define the extent to which the use of a particular construct is a violation of the
language specification.
e Languages that do not fully define the behaviour of constructs during compile, link and program executior
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6.56.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate igdfelcts in the following ways:

o Ensuethat undefined language constructs are not used.

o Ensuethat a use of a construct having undefined behaviour does not operate within the domain in which
the behaviour is undefinew/hen it is not possible to complbteverify the domain of operation during
translation a runtime check may need to be performed.

e When developing coding guidelines for a specific langudgeumenall constructs that have undefined
behaviour The items on this list might be classified hg extent to which thieehaviouiis likely to have
some critical impact on the exterrmdhaviourof a program (the criticality may vary between different
implementations, for example, whether conversion between object and function pointers has well define
behaviouy.

e Use static analysis tools that identify conditions that can result in undefined behaviour.

o Document all uses of language extensions needed for correct operation

o When developing coding guidelines for a specific language aditiearns that haw urdefinedbehaviar,
documented for each construct, the situations where the set of pbssibleous can vary.

e When applying this guideline on a projedbcumenthe functionality provided by arfdr changing its
undefinedbehaviour

6.56.6 Implications for language design and evolution

In future language design and evolutawtivities, the following items should be considered:

e Language designers should minimize the amount of unddbelealviourto the extent possible and
practical.

e Language designeishould enumerate all the cases of undefined behaviour.

e Language designers should provide mechanisms that permit the disabling or diagnosing of constructs that
may produce undefined behaviou

6.57 Implementation-defined behaviour [FAB]

6.57.1 Description of application vulnerability

Some constructs in programming languages are not fully deBeeslulclauses. 55 Unspecified behaviour
[BQF], and thus leave compiler implementations to decide how the construct will ofémbehaviourof a
programwhose source code contains one or more instances of constructs having implermeetiakboh
behaviouy can change when the source code is recompiled or relinked.

6.57.2 Cross reference

JSF AV Rules [31]17, 18, 19, 20, 21, 22, 23, 24, 25
MISRA C [35] 1.1, 13, 54, 18.2, 183, and 202
MISRA C++[36]: 5-2-9, 53-3, 7-3-2, and 95-1
CERT C guidelines [38MSC15C

ISO/IEC TR 15942:200(26]: 5.9

Ada Quality and Style Guide [17.1.5 and 7.1.6
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Seesulrlause: 6.55 Unspecified behaviour [BQF] and6.56 Undefined behaviour [EWF.

6.57.3 Mechanism of failure

Language specifications do not always uniquely definééhaviourof a constructWhen an instance of a
construct that is not uniquely defined is encountet@d (hight be at any of translation, litikne, or program
execution) implementations are permitted to choose from a behaf/ious. The only difference from unspecified
behaviouris that implementations are required to document how they behave.

A devel@er may use a construct in a way that depends on a particular implemeaéditne@abehaviour
occurring.Thebehaviourof a program containing such a usage is dependent on the translator used to build it
always selecting the ‘expecteééhaviour

Some imgementations provide a mechanism for changing an implementation's implemedédiretbehaviour
(for example, use afragmas in source code)Jse of such a change mechanism creates the potential for
additional human error in that a developer may be unaware that a chami@aburwas requestedarlierin the
sourcecode and may write code that dependshenmplementatiomefinedbehaviourthat occurred prior to that
explicit change obehaviour.

Many language constructs may have implementatefimedbehaviourand unconditionally recommending against
any use of these constructs may be completely impradticalnstance, in many languages number of

significant characters in an identifier is implementatiefined.Developers need to choose a minimum number of
characters and require that only translators supporting at least that nhpdferharacters be used.

The appearance of implemtation-definedbehaviouinn a language specification is recognition by the language
designers that in some cases implementation flexibility provides a worthwhile benefit for language translators; thi
usage is not a defect in the language.

6.57.4 Applicable language characteristics

This vulnerability is intended to be applicable to languages with the following characteristics:

e Languages whose specification allows some variation in how a translator handles some construct, where
reliance on one form of thisariation can result in differences in external progbehaviour

e Language implementations may not be required to provide a mechanism for controlling implementation
definedbehaviour

6.57.5 Avoiding the vulnerability or mitigating its effects

Software deelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Document the set of implementatidefined features an application depends upon, so that upon a change
of translator, development tools, or target configuration itoeaansured that those dependencies are still
met

e Ensure that a specific use of a construct having implemen#giomedbehavioumproduces an external
behaviourthat is the same for all of the possibkhavious permitted by the language specification.

e Use a language implementation whose implementatgfimedbehavious are within a acceptablsubset
of all implementatiordefinedbehavious. The subgas acceptable ithe ‘'same externélkehaviour
condition described above is met.
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o Create highly visible documentation (perhaps at the start of a source file) that the default implementation
definedbehaviouris changed within the current file.

¢ When developing coding guidelines for a specific language all constructs that have implemdetated
behaviouy documented for each construct, the situations where the set of pbss$ibleous can varyand
enumeratedhe variations

e When applying this guideline on a projedbcumenthe functionality provided by and for changing its
implementationdefinedbehaviour

o Verify code behaviour using at least two different compilers with two different technologies.

6.57.6 Implications for language design and evolution

In future language design and evolutamtivities, the following items should lsensidered:

o Portability guidelines for a specific language should provide a list of common implemerletioed
behavious.

e Language specifiers should enumerate all the cases of implemeiulafiloed behaviour

e Language designers should provide langudigectives that optionally disable obscure language features.

6.58 Deprecated language features [MEM]

6.58.1 Description of application vulnerability

Ideally dl code should conform to the current standard for the respective langueggdity though, a language

standard may change during the creation of a software system or suitable compilers and development environment
may not be avéable for the new standard for some period of time after the standard is publisisetooth the

process of evolution, features that are no longer needed or which serve as the root cause of or contributing factor
for safety or security problems are oftdeprecated to temporarily allow their continued use but to indicate that

those features may be removed in the fufline deprecation of a feature is a strong indication that it should not be
used.Other features, although not formally deprecated, aréyrased and there exist other more common ways of
expressing the same functidsse of these rarely used features can lead to problems when others are assigned the
task of debugging or modifying the code containing those features.

6.58.2 Cross reference!

JS AV Rules [31]8 and 11

MISRA C[35]: 1.1and4.2

MISRA C++[36]: 1-0-1, 2-3-1, 25-1, 27-1, 52-4, and 180-2
Ada Quality and Style Guide [17.1.1

6.58.3 Mechanism of failure

Most languages evolve over tinfgometimes new features are added ma&thgr features extraneousinguages

may have features that are frequently the basis for security or safety probiendeprecation of these features
indicates that there is a better way of accomplishing the desired functioHalgver, there is alwaya time lag

between the acknowledgement that a particular feature is the source of safety or security problems, the decision to
remove or replace the feature and the generation of warnings or error messages by compilers that the feature shot
notbe usedGiven that software systems can take many years to develop, it is possible and even likely that a
language standard will change causing some of the features used to be suddenly deyoetifted; the
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software can be costly and time consuming to renttoxreleprecated featurégowever, if the schedule and
resources permit, this would be prudent as future vulnerabilities may result from leaving the deprecated features
the codeUltimately the deprecated features will likely need to be removed whdeatuges are removed

6.58.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e All languageghat have standards, though some only havieate standards.
e All languages that evolve over time and as such could potentially have deprecated features at some poin

6.58.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the follovagg: w

e Adhere to the latest published standard for which a suitable complier and development environment is
available.

e Avoid the use of deprecated features of a language.

e Stay abreast of language discussions in language user groups and standards greupsameth
Discussions and meeting notes will give an indication of problem prone features that should not be used ¢
should beused with caution.

6.58.6 Implications for language design and evolution

In future language design and evolutemtivities, tfe following items should be considered:

e Obscure language features for which there are commonly used alternatives should be considered for
removal from the language standard.

e Obscure language features that have routinely been found to be the root cafety of security
vulnerabilities, or that are routinely disallowed in software guidance documents should be considered for
removal from the language standard.

e Language designers should provide language mechanisms that optionally disable deprecated languag
features.

6.59 Concurrency - Activation [CGA]

6.59.1 Description of application vulnerability

A vulnerability can occur if an attempt has been ntadectivate a thread, but a programming error or the lack of
some resource prevents the activation from completing.activating thread may not have sufficient visibility or
awareness into the execution of the activated thread to deterrtiie@dtivaton has been successfiihe
unrecognized activation failure can cause a protocol failure in the activating thread or in other threads that rely
upon some action by the unactivated thrddmls may cause the other thread(s) to wait forever for some ewant f
the unactivated thread, or may cause an unhandled event or exception in the other threads.

6.59.2 Cross References

CWE [8]
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364 Signal Handler Race Condition
HoareC.A.R., Communicating Sequential Processes, [16]
Holzmann G.The SPIN Model Checker: Principles and Reference Manual [19]
Larsen, Peterson, Wan¥odel Checking for Real-Time Systems [33]
Ravenscar Tasking Profile, specified inrclause D.13 ofSO/IEC 86522012 /nformation Technology —
Programming Languages — Ada [1]

6.59.3 Mechanism of Failure

The context of the problem is that all threads except the main thread are activated by program steps of another
thread.The activation of each thread requires that dedicated resources be created for that thread, such as a thread
stack, thread attritbes, and communication portsinsufficient resources remain when the activation attempt is

made, the activation will faiSimilarly, if there is a program error in the activated thread or if the activated thread
detects an error that causes it to teae before beginning its main work, then it may appear to have failed during
activation.When the activation igatic, resources have been preallocated, so activation failure because of a lack of
resources will not occuHowever errors may occur for reasons other than resource allocation and the results of an
activation failure will be similar.

If the activating thread waits for each activated thread, then the activating thread will likely be notified of activation
failures (if the particular construct or capability supports activation failure notification) and can be programmed to
take alternate actioif. notification occurs but alternate action is not programmed, then the program will execute
erroneouslylf the activating thrad is loosely coupled with the activated threads, and the activating thread does not
receive notification of a failure to activate, then it may wait indefinitely for the unactitfasahito do its work or

may make wrong calculations because of incomplata.

Activation of a single threaid a special case of activations of collections of threads simultanedhi&yparadigm
(activation of collections of threads) can be used in languages that parallelise calculations and create anonymous
threads to exerte each slice of data. In such situatjghe activating thread is unlikely to individually monitor

each activated thread, so a failure of some to activate without explicit notification to the activating thread can result
in erroneous calculations.

If the rest of the application is unaware that an activation has failed, an incorrect execution of the application
algorithm may occur, such as deadlock of threads waiting for the activated thread, or possibly causing errors or
incorrect calculations.

6.59.4 Applicable language characteristics

This vulnerability is intended to be applicable to languages with the following characteristics:

o All languages that permit concurrency within the language, or that use support libraries and operating
systems (such as POS&X Windowg that provide concurrency control mechanismsessenceall
traditional languages on fully functional operating systems (such as P@8igliant OS or Windows) can
access the Ofrovided mechanisms.

6.59.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:
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e Always checkerrorreturn codes on operating system command, library provided or language thread
activationmechanisms.

e Use static analysis tools to verify that return codes are checked.

o When functions return error values, check the error return values before processing any other returned de

e Handle errors and exceptions that occur on activation.

o Create ex|icit synchronization protocols, to ensure that all activations have occurred before beginning the
parallel algorithm, if not provided by the language or by the threading subsystem.

e Use programming language provided featunethreadibrary provided feturesthat couple the activated
thread with the activating thread to detect activation errors so that errors can be reported and recovery
made.

e Use static activation in preference to dynamic activation so that static analysis can guarantee correct
activation of threads.

6.59.6 Implications for language design and evolution

In future language design and evolutawtivities, the following items should be considered:

e Consider including automatic synchronization of thread initiation as part of the concurredel
e Provide a mechanism permitting query of activation success.

6.60 Concurrency - Directed termination [CGT]

6.60.1 Description of application vulnerability

This discussion is associated with the effects of unsuccessful or late termination of &threadiscussion of
premature termination, sealrlauset.63 Lock Protocol Ewrs[CGM].

When a thread is working cooperatively with other threads and is directed to terminate, there are a number of err
situations that may occur that can lead to compromise of the sytertermination directing thread may request

that one or ma other threads abort or terminate, but the terminated thread(s) may not be in a state such that the
termination can occur, may ignore the direction, or may take longer to abort or termanatesthpplication can
tolerate. In any case, on most systetie thread will not terminate until it is next scheduled for execution.

Unexpectedly delayed termination or the consumption of resources by the termination itself may cause a failure t
meet deadlines, which, in turn, may lead to other failures.

6.60.2 Cross references

CWE [8]:
364. Signal Handler Race Condition
Hoare C.A.R.Communicating Sequential Processes [16]
Holzmann G.The SPIN Model Checker: Primer and Reference Manual, [19]
Larsen, Peterson, Wan¥odel Checking for Real-Time Systems, [33]
The Ravenscar Tasking Profile, specified inclause D.13 ofSO/IEC 86522012 nformation Technology —
Programming languages — Ada [1]
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6.60.3 Mechanism of failure

The abort of a thread may not happen if a thread is in an-@éferred region and does rieave that region (for
whatever reason) after the abort directive is gigmilarly, if abort is implemented as an event sent to a thread
and it is permitted to ignore such events, then the abort will not be obeyed.

The termination of a thread may nopban if the thread ignores the directive to terminate, or if the finalization of
the thread to be terminated does not complete.

If the termination directing thread continues on the false assumption that termination has completed, then any sort
of failure may occur

6.60.4 Applicable language characteristics

This vulnerability is intended to be applicable to languages with the following characteristics:

e All languages that permit concurrency within the language, or support libraries and opgsétimg ésuc
as POSIXcompliantor Windowsoperating systemshat provide hooks for concurrency control.

6.60.5 Avoiding the vulnerability or mitigating its effect

Software developers can avoid the vulnerability or mitigate igdfelcts in the following ways:

e Usemechanisms of the language or system to determine that aborted threads or threads directed to
terminate have successfully termindted

e Provide mechanisms to detect and/or recover from failed termination.

e Use static analysis techniques, such as CSP oelmbdcking to show that thread termination is safely
handled.

o Where appropriate, use scheduling models where threads never terminate.

e Where possible do not use forced termination
6.60.6 Implications for language design and evolution
In future languageéesign and evolutioactivities, the follovng items should be considered:

e Provide a mechanism (either a language mechanism or a service sghdl either another threadan
entity that can be queried by other threads when a thread terminates.

6.61 Concurrent data access [CGX]

6.61.1 Description of application vulnerability

Concurrency presents a significant challenge to program correctlyaarallarge number of possible ways for
failures to occur, quite a few known attack vectors, and many possible but undiscovered attackrvectors.

7 Thesemechanisms may include direct communication, runtieael checks, explicit dependenasiationships, or progress auers in
shared communication code to verify progress.
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particular, data visible from more than one thread and not protected by a sequential access lock cgmdakelgorr
out-of-order accesse¥his, in turn, can lead to incorrect computation, premature program termination, livelock, or
system corruption

6.61.2 Cross references

CWE [8]:
214. Information Exposure Through Process Environment
362.Concurrent Executimusing Shared Resource with Improper Synchronization (‘Race Condition’)
366. Race Condition Within a Thread
368. Context Switching Race Conditions
413. Improper Resource Locking
764. Multiple Locks of a Critical Resource
765. Multiple Unlocks of a CritiddResource
820. Missing Synchronization
821. Incorrect Synchronization

Burns A. and Welling#4]
Hoare C.A.R.Communicating Sequential Processes [16]

6.61.3 Mechanism of failure

Shared data can be monitored or updated directly by more than one plossally circumventing any access lock
protocol in operationSome concurrent programs do not use access lock mechanisms but rely upon other
mechanisms such as timing or other program state to determine if shared data can be read or updated by a threz
Regardless, direct visibility to shared data permits direct access to such data concéureitridyy behaviour of

any kind can resulf such actions are not performed atomically.

6.61.4 Applicable language characteristics

The vulnerability is intended tioe applicable to

e All languageshat provide concurrent execution and data sharing, whether as part of the language or by us
of underlying operation system facilities, including facilities such as event handlers and interrupt handlers

6.61.5 Avoiding the vulnerability or mitigating its effect

Software developers can avoid the vulnerability or mitigate its effects in the following ways.

e Place all data in memory regions accessible to only one thread at a time.
e Use languages and those language featurepribnatie a robussynchronizatioomechanisnto protect
against data corruption
e Use operating system primitives, such as the POSIX locking primitives for synchronizatienelop a
protocolfollowing the principleof the Adaprotected or Javasynchronized paradigm.
o Where order of access is important for correctness, implement blocking and releasing paradigms, or
provide a test in the same protected region to check for correct order and generate errors if the test fails.
o Where facilities such astomic orvolatile exist, use such mechanismsatthieve the necessary
atomicity of concurrent accesses.
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6.61.6 Implications for language design and evolution

In future standardisation activities, the foliog items should be considered:

e Languages thato not presently consider concurrency should consider creating primitives that let
applications specify regions of sequential access to i@ezhansms such as protected regiodsare
monitors or synchronous message passing between threads resulficasifynfewer resource access
mistakes in a program.

o Provide the possibility of selecting alternative concurrency models that support static analysis, such as one
of the models that are known to have safe propeRmsexamples, see [9], [10], ar4].

6.62 Concurrency - Premature termination [CGS]

6.62.1 Description of application vulnerability

When a thread is workingpoperatively with other threads and terminates prematurely for whatever reason but
unknown to other threads, then the portion of the interaction protocol between the esithiregid and other
threads is damaged@his may result in:

¢ indefinite blocking dthe other threads as they wait for the terminated thread if the interaction protocol was
synchronous;

o other threads receiving wrong or incomplete results if the interaction was asynchronous; or

e deadlock if all other threads were depending upon thertated thread for some aspect of their
computation before continuing.

6.62.2 Cross references

CWE [8]:
364.Signal Handler Race Condition
Hoare C.A.R.Communicating Sequential Processes [16]
Larsen, Peterson, Wan¥odel Checking for Real-Time Systems [33]
“he Ravenscar Tasking Profile, specified inclause D.13 ofiISO/IEC 86522012Information technology®
Programming LanguagésAda[1]

6.62.3 Mechanism of failure

If a thread terminates prematurely, threads that depend upon services from the tethrieedeh the sense of

waiting exclusively for a specific action before continuing) may wait forever since held locks may be leftin a

locked state resulting in waiting threads never being released or messages or events expected from the terminated
threadwill never be received.

If a thread depends on the terminating thread and receives notification of termination, but the dependent thread
ignores the termination notification, then a protocol failure will occur in the dependent fhoeadynchronous
termination events, an unexpected event may cause immediate traresdatrof from the executioof the
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dependent thread to another (possible unkndeaation resulting in corrupted objects or resources; or may cause
terminationin the master thre&d

These conditions can result in

e premature shutdown of the system;

e corruption or arbitrary execution of code;
e livelock;

e deadlock;

depending upon how other threads handle the termination errors.

If the thread termination is the result of an abort andioet is immediate, there is nothing that can be done within
the aborted thread to prepare data for return to master tasks, except possibly the managetn@ntdpegating
system) notifyingpther threads that the event occuriéthe aborted threadas holding resources or performing
active updates when aborted, then any direct access by other threads to such locks, resources or memory may r
in corruption of those threads or of the complete system, up to and including arbitrary code execution.

6.62.4 Applicable language characteristics

This vulnerability is intended to be applicable to languages with the following characteristics:

e Languages that permit concurrency within the language, or support libraries and operating systems (such
POSIX-complant or Windows operating systems) that provide hooks for concurrency control.

6.62.5 Avoiding the vulnerability or mitigating its effect
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use concurrency neeéanisms that are known to be robust.

e |f possible, do notorce immediate termination externally.

e At appropriate times use mechanisms of the language or system to determine that necessary threads are
operating.

e Handle events and exceptions freenmination.

e Provide manager threads to monitor progress and to collect and recover from improper terminations or
abortions of threads.

e Use static analysis techniques, such as model checking, to show that thread termination is safely handlec

6.62.6 Implications for language design and evolution

In future language design and evolutawtivities, the following items should be considered:

8 This may cause the failure to propagate to other threads.

e 9 Such mechanisms may be direct communication, rurgwel checks, explicit dependency relationships,
or progress counters in sha@mmunication code to verify progress.
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e Provide a mechanism to preclude the abort of a thread from another thread during critical pieces of code.
Some languagd$or example Ada or RealTime Java provide a notion of an abedeferred region.

¢ Provide a mechanism to signal another thread (or an entity that can be queried by other threads) when a
thread terminates.

e Provide a mechanism thatithin critical pieces of code, defers the delivery of asynchronous exceptions or
asynchronous transfers of control.

6.63 Lock protocol errors [CGM]

6.63.1 Description of application vulnerability
Concurrent programs use protocols to control

e The way that threads interact with each other,

e How to schedule the relative rates of progress,

o How threads participate in the generation and consumption of data
e The alocation of threads to the various rqles

e The preservation of data integrity, and

e The detection and correction of incorrect operations.

When protocols areotcorrect, or when a vulnerability lets an exploit destroy a protocol, then the concurrent
portions fail to work cebperatively and the system behaves incorrectly.

This vulnerability is related t6.61 Concurrent data access [CGX], which digusses situations where the protocol to
control access to resources is explicitly visible to the participating partners and makes use of visible shared
resources. In comparison, this vulnerability discusses scenarios where such resources are protetdedi®y p
and considers ways that the protocol itself may be misused.

6.63.2 Cross references

CWE [8]:

413. Improper Resource Locking

414. Missing Lock Check

609. Double Checked Locking

667. Improper Locking

821. Incorrect Synchronization

833. Deadlock
Hoare, C.A.R, Communicating Sequential Processes [16]
Larsen et al. Model Checking for Real-Time Systems [33]
The Ravenscar Tasking Profile, specified inclause D.13 ofSO/IEC 8652:2012nformation technology —
Programming Languages — Ada [1]

6.63.3 Mechanism of failure

Threads use locks and protocols to schedule their work, control access to resources, exchange data, and to effect
communication with each othd?rotocol errors occur when the expected rules fayp=ration are not followed, or

when he order of lock acquisitions and release causes the threads to quit working tadeetbeerrors can be as a
result of:
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o deliberate termination of one or more threpddicipating in the protocol,

e disruption of messages or intetians in the protocol,

e errors or exceptions raised in threadgipipating in the protocol, or

e errors in the programming of one or more threads participating in the protocol.

In such situations, there are a number of possible consequences

e deadlock, where ever thread eventually quits computing as it waits for results from another thread, no
further progress in the system is made,

e Jivelock, where one or more threads commandeer all of the computing resource and effectively lock out th
other potions, no further progress in the system is made,

e data may be corrupted or lack currency (timeliness), or

e one or more threads detect an error associated with the protocol and terminate prematurely, leaving the
protocol in an unrecoverable state.

The potenal damage from attacks on protocols depends upon the nature of the system using the protocol and the
protocol itself.Selfcontained systems using private protocols can be disrupted, but it is highly unlikely that
predetermined executions (including ardiy code execution) can be obtain@a. the other extreméhreads
communicating openly between systems using-detumented protocols can be disrupted in any arbitrary fashion
with effects such as the destruction of system resources (such as a datadassjeration of wrong but plausible
data, or arbitrary code executidn.fact, many documented cliesérver based attacks consist of some abuse of a
protocol such as SQL transactions.

6.63.4 Applicable language characteristics
The vulnerability is itended to be applicable to languages with the following characteristics:

e Languages that support concurrency directly.

e Languages that permit calls to operating system primitives to obtain concurrent behaviours.
e Languages that permit IO or other interactath external devices or services.

e Languages that support interrupt handling directly or indirectly (via the operating system).

6.63.5 Avoiding the vulnerability or mitigating its effect
Software developers can avoid the vulnerability or mitigateffets in the following ways

e Consider the use of synchronous protocols, such as definré8myPetri Nets or by thda rendezvous
protocol since these can be statically shown to be free from protocol errors such as deadlock and livelock

e Consider the se of simple asynchronous protocols that exclusively use concurreaddtaed protected
regions such as defined by the Ravenscar Tasking Profile, which can also be shown statically to have
correct behaviour using model checking technologies, as shojtlby

e When static verification is not possible, consider the use of detection and recovery techniques using simg
mechanisms and protocols that can be verified independently from the main concurrency environment.
Watchdog timers coupled with checkpointistitute one such approach.

e Use highlevel synchronization paradigms, for example monit@sdezvous, or critical regions.

o Design the architecture of the application to ensure that some threads or tasks never block, and can be
available for detectionf@oncurrency error conditions and for recovery initiation.
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e Use model checkers to model the concurrent behaviour of the complete application and check for states
where progress fails.

e Place all locks and releases in the same subprograms, and ensine ¢hdéet of calls and releases of
multiple locks are correct.

¢ On asingle processomake useof a scheduling regime based on ceiling protocols, this is guaranteed to be
deadlock free (ithe tasks and resourcae assigned the correct prioriti2a staéic property that can be
checked offline).

o For multicoresystemsconsider assigning all interacting tasks to the same CPU then treat each such group
as a separate independent entity.

e Minimize the use of dynamic priorities and dynamic ceiling prioritiedlfat thestatic values can be

verified).
6.63.6 Implications for language design and evolution
In future language design and evolutawtivities, the following items should be considered:

o Raise the level of abstraction for concurrency services.
e Provide services or mechanisms to detect and recover from protocol lock failures.
o Design concurrency services that help to avoid typical failures such as deadlock.

6.64 Reliance on external format strings [SHL]

6.64.1 Description of application vulnerability

Many languages use format string to control how output is generated or input acquired. If the contents of the forma
stringcan be influenced by external data, there is an opportunity for an attacker to gain access to what should be
private data, to execute arbitrary code, or to cause resource exhaustion or buffer overrun. Even without an attacker
mistakes in format strings m&ause serious program errors.

6.64.2 Cross reference

CWE [8]:
134. Uncontrolled Format String

6.64.3 Mechanism of failure

Format strings are parameters of input or output functions. They consist of fixed text and control sequences that ar
associated wit other parameters of the function, and which control how the parameters are displayed or loaded.

There are a number of mechanisms relating to format strings that can lead to safety and security problems.

1. Firstly, for an output function, the format striogntrols what is written to an output channel (file or
printer) or a character buffer. In the latter ¢gmaticularly there is the possibility of buffer overrun, when
the format string causes data to be written beyond the end of the buffer. In moagénthat provide 1/0
control using format strings, it is possible for control sequences in the format string to control the size of
the value written (e.g. the control sequenéel in C based languages means write an integer value in a 6
character fieldpadding with spaces if necessary). If the size of the target field is accidentally or
maliciously increased (say #%000d) at runtimethen buffer overrun or resource exhaustion can occur.
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2. As the format string controls what is written to an output celaminan attacker can influence the format

string, then they can control what is written to a buffer, which could include executable code. If the attacke
can then cause corruption of the program stack, it may be possible to execute this code.

As the format string is interpreted at rdime and expects to find a parameter for each control sequence, if
the format string has more control sequences than supplied parameters, it is likely that additional values
will be read off the stack. This can lead to valbeing outputhat canleak sensitive information.

Formatstrings areable to modify data values passed for oytpith the result that values generated by the
application can be arbitrarily changed, with serious consequences for applications thaimelyeloutput
Again, using Gbased languages as an examplegtheontrol sequence means write the number of
characters output so far by this function to the value pointed to by the associated parameter. If the functio
should be writing the value of abjectthatOaddress was supplied by a pointer, then ifitkended

control sequence is modified %o, that value will be changed instead.

The programmer rarely intends for a format string to be-csarolled. However, this weaknefgquentlyoccurs

in code thateaddog messagesom a file (for internationalization or user customization). Such messages may
safely be output using a format string that is interpreted as Ooutput a stringO, but it is not unknown for the
programmer to omit the formatristg and use the message to be output as the format string, expecting it to consist
solely of literal text. If the message has been corrupted, so that it includes control sequences, any of the issues
mentioned above may occur.

6.64.4 Applicable language characteristics

This vulnerability is intended to be applicable to languagestivtliollowing characteristics:

Languages that support format strings for input/output functions.

6.64.5 Avoiding the vulnerability or mitigating its effects

Softwaredevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

Ensure that all format string functions are passed as static string which cannot be controlled by the user
and that the proper number of arguments is always sent to that function. In particular, where a function
expects a format string, always supply one, even if it is the apparently redundant ‘write a string’. Never let
a non-static text string be output as the format string.

Ensure all control sequences used to format I/0 match the associated parameter.

6.64.6 Implications for language design and evolution

In future language design and evolutamtivities, the following items should be considered:

Ensure all format strings are verified to be correct in regard to the associated argument or parameter.
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7. Application vulnerabilities

7.1 General

This clause provides descriptions of selected application vulnerabilities which have been found and exploited in a
number of applications and which have well knawitigation techniques, and which result from design decisions
made by coders in the absence of suitable language library routines or other meclramigmse vulnerabilities,
each description provides:

e asummary of the vulnerability,

o typical mechaniss of failure, and

e techniques that programmers can use to avoid the vulnerability

These vulnerabilities are applicatioglated rather than languagsated.They are written in a language
independent manner, and there are no corresponding sectionsamgihegespecific Parts

7.2 Unrestricted file upload [CBF]

7.2.1 Description of application vulnerability

A first step often used to attack isget an executable on the system to be attadkezh the attack only needs to
execute this cod@lany timesthis first step is accomplished by unrestricted file upltmdiany of these attacks,
the malicious code can obtain the same privilege of aceds® application, or even administrator privilege.

7.2.2 Cross reference

CWE [8].
434.Unrestricted Upload of File with Dangerous Type

7.2.3 Mechanism of failure

There are several failures associated with an uploaded file:

e Executing arbitrary code.

e Phishing page added to a website.

o Defacing a website.

o Creating a vulnerability for other attacks.

e Browsing the file system.

e Creating a denial of service.

e Uploading a malicious executable to a server, which could be executed with administrator privilege.

7.2.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Allow only certain file extensions, commonly known as/gte-list.
o Disallow certin file extensions, commonly known aslack-list.
e Use a utility to check the type of the file.
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o Check the contertiype in the header information of all files that are uploadibd. purpose of the content
type field is to describe theath contained in the body completely enough that the receiving agent can pick
an appropriate agent or mechanism to present the data to the user, or otherwise deal with the data in an
appropriate manner.

¢ Use a dedicated location, which does not have execptivileges, to store and validate uploaded files,
and then serve these files dynamically.

¢ Require a unique file extension (named by the application developer), so only the intended type of the file
is used for further processingach upload facility oén application could handle a unique file type.

e Remove all Unicode characters and all control charaétieeen the filename and the extensions.

e Set a limit for the filename length; including the file extensloran NTFS (New Technology File System)
partition, usually a limit of 255 characters, without path information will suffice.

e Set upper and lower limits on file siZgetting these limits can help in denial of service attacks.

All of the above have some shaymings, for example, a GIFgif) file may contain a freéorm comment field,
and therefore a sanity check of the@leontents is not always possiba attacker can hide code in a file
segment that will still be executed by the applaatr serverln many cases it will take a combination of the
techniques from the above list to avoid this vulnerability.

7.3 Download of code without integrity check [DLB]

7.3.1 Description of application vulnerability

Some applications download source code or executables from a remote, and implicitly trusted, location (such as
application author) and use tbeurce code or invoke the executables without sufficiently verifying the integrity of
the downloaded files

7.3.2 Cross reference

CWE [8]:
494. Download of Code Without Integrity Check

7.3.3 Mechanism of failure

An attacker can execute malicious codecbsnpromising the host servesed to download code or executaples
performing DNS spoofing, or modifying the code in transit.

7.3.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its écedfin the following ways:

e Perform proper forward and reverse DNS lookups to detect DNS spoofing. Encrypt the code with a
reliable encryption scheme before transmitting. This is only a partial solution since it will not prevent your
code from being modified on the hosting site or in transit.

e Use a vetted library or framework that does not allow this weakness to occur or provides constructs that

10 seehttp://www.ascii.cl/contretcharacters.htm
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make this weakness easier to avoid. Specifically, it may be helpful to use tools or frameworks to perform
integrity checking on the transmitted code.

If providingcode that is to be downloaded, such as for automatic updates of software, then use cryptographic
signatures fothe code and modifghedownload clients to verify the signatures.

7.4 Executing or loading untrusted code [XYS]

7.4.1 Description of application vulnerability

Executing commands or loading libraries from an untrustesice or in an untrusted environment can cause an
application to execute malicious commands (and payloads) on behalf of an attacker

7.4.2 Cross reference

CWE [8]:

114. Process Control

306 Missing Authentication for Critical Function
CERT C guideline§38]: PREO9C, ENV02C, and ENV0O3C

7.4.3 Mechanism of failure

Process control vulnerabilities take two forms:

e An attacker can change the command that the program executes so that the attacker explicitly controls wha
the command is.

e An attacker can changke environment in which the command executes so that the attacker implicitly
controls what the command means.

Considering only the first scenario, the possibility that an attacker may be able to control the command that is
executed, process control vutabilities occur when:

o Data enters the application fraasourcethat is not trusted

e The data is used as or as part of a string representing a command that is executed by the application.

e By executing the command, the application gives an attacker kege\or capability that the attacker
would not otherwise have.

7.4.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

o Ensure thatibraries that are load arewell understood and come from a trusted source with a digital
signatureThe application can execute code containethiivelibraries, which often contain calls that are
susceptible to other security problems, such as bowienflows or commandjection.

o Validate d native libraries

e Determine if the application requires the use of the native libracgnlbevery difficult to determine what
these libraries actually do, and the potential for malicious code is high.

o To help prevent buffer ovedw attacks, validate all input to nagicalls for content and length.
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e If the native library does not come from a trusted source, review the source code of theTlitwdityrary
should be built from the reviewed source before usif it.

7.5 Inclusion of functionality from untrusted control sphere [DHU]

7.5.1 Description of application vulnerability

The software imports, requires, or includes executable functionality (such as a library) from a source that is
unknown to the user, unexpected or otherwAgey call or use of the included functionally can result in unexpected
behaviour, up to and including arbitrary execution.

7.5.2 Cross reference

CWE [8]:
98. Improper Control of Filename for Include/Require Statement in PHP Program ('PHP File Inclusion’)
829.Inclusionof Functionality from Untrusted Control Sphere

7.5.3 Mechanism of failure

When including thireparty functionality, such as a web widget, library, or other source of functionality, the
software must effectively trust that functionality. Without sufficient protection mechanisms, the functionality could
be maicious in nature (either by coming from an untrusted source, being spoofed, or being modified in transit fror
a trusted source). The functionality might also contain its own weaknesses, or grant access to additional
functionality and state information thsttould be kept private to the base system, such as system state information,
sensitive application data, or the DOM of a web application.

This might lead to many different consequences depending on the included functionality, but some examples
include inpction of malware, information exposure by granting excessive privileges or permissions to the untruste
functionality, DOMbased XSS vulnerabilities, stealing user's cookies, or open redirect to malware.

7.5.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use a vetted library or framework that does not allow this weakness to occur or provide constructs that
make this weakness easier to avoid.

e When the set of acceptable objects, such as filenames or URLs, is limited or known, create a mapping
from a set of fixed input values (such as numeric IDs) to the actual filenames or URLs, and reject all other
inputsi2,

11This may require escrow on the source code for proprietary software.

12 For example, ID 1 could map to "inkéxt” and ID 2 could map to “profile.txt". Features such as the ESAPI AccessReferenceMap provide
this capability.
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e For any security checks that are performedhenclient side, ensure that these checks are duplicated on the
server side, in order to avotWE-602[8], as described isulrlauser.14 Authentication logic errpr.7
Crosssite scriptingXZO], andsulxlauser.9 Injection[RST].

7.6 Use of unchecked data from an uncontrolled or tainted source [EFS]

7.6.1 Description of application vulnerability

This vulnerability covers a general class of behaviours, the identification of which isdefeas Otaint analysisO.

Whenever a program gets data from an external source, there is a possibility that that data may have been tampere
with by an attacker attempting to induce the program into performing some damaging action, or may have been
corrypted accidently leading to the same ressilich data is called OtaintedO.

The general principle should be that before tainted data is used, it should be checked to ensure that it is within
acceptable bounds or has an appropriate structure, or otherwise aacepted as untainted, and so safe to use.

7.6.2 Cross reference

(none)

7.6.3 Mechanism of failure

The principle mechanisms of failure are:

e Use of the data in an arithmetic expression, causing the one of the problems described in section 6.
e Use of the data in a call to a function that executes a system command.
o Use of the data in a call to a function that establishes a communications connection.

7.6.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerabdit mitigate its effects in the following ways.

Different mechanisms of failure require different mitigations, which also may depend on how the tainted data is to
be used:

e Test potentially tainted data used in an arithmetic expression to ensure that it does not cause arithmetic
overflow, divide by zero or buffer overflow.

e Check integer data used to allocate memory or other resources to ensure that it wo not cause resource
exhaustion.

e Check strings passed to system functions to ensure that they are well formed and have an expected
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structure1314,

7.7 Cross-site scripting [XYT]

7.7.1 Description of application vulnerability

Cross-site scripting (XSS) occurs when dynamically generated web pages display input, such as login information
that is not properly validated, allowing an attacker to embed malicious scripts into the generated page and then
execute the script on the maaohiof any user that views the site. If successful, esdesscripting vulnerabilities

can be exploited to manipulate or steal cookies, create requests that can be mistaken for those of a valid user,
compromise confidential information, or execute malisioade on the end user systems for a variety of nefarious
purposes.

7.7.2 Cross reference

CWE [8]:
79. Failure to Preserve Web Page Structure (‘&ibssScripting’)
80. Failure to Sanitize ScryRelated HTML Tags in a Web Page (Basic XSS)
81. Failure ® Sanitize Directives in an Error Message Web Page
82. Failure to Sanitize Script in Attributes of IMG Tags in a Web Page
83. Failure to Sanitize Script in Attributes in a Web Page
84. Failure to Resolve Encoded URI Schemes in a Web Page
85. Doubled Charaer XSS Manipulations
86. Invalid Characters in Identifiers
87. Alternate XSS Syntax

7.7.3 Mechanism of failure

Crosssite scripting (XSS) vulnerabilities occur when an attacker uses a web application to send malicious code,
generally JavaScripto a different end use?When a web application uses input from a user in the output it
generates without filtering it, an attacker can insert an attack in that input and the web application sends the attac
to other usersThe end user trustee web application, and the attacks exploit that trust to do things that would not
normally be allowedAttackers frequently use a variety of methods to encode the malicious portion of the tag, suct
as using Unicode, so the request looks less suspicidls tser.

XSS attacks can generally be categorized into two categories: stored and retertstiattacks are those where

the injected code is permanently stored on the target servers in a database, message forum, visitor log, and so fc
Reflected dacks are those where the injected code takes another route to the victim, such as in an email messag
or on some other servailhen a user is tricked into clicking a link or submitting a form, the injected code travels to
the vulnerable web server, whiceflects the attack back to the user's browser. The browser then executes the cod
because it came from a 'trusted' serfer.a reflected XSS attack to work, the victim must submit the attack to the

13 This vulnerability is described as Odata from an uncontrolled source®, as a distinction may need to be drawn betmwesrtsidéatiie
program, but which is still trustworthy, and data that comes from a source that could credibly be modified by an atitteksvisar
corrupted.

14 For example, data read from a file may be regarded as trustworthy (untainted) if the fileoislyesrt! inside a firewall, but potentially
tainted if it is from a more generally accessible location.7Sg&Mssing required cryptographic step [XZS]

© ISO/IEC 2013 DAl rights reserved 11¢



WG 23/N 0835

server.This is still a very dangerous attack givee humber of possible ways to trick a victim into submitting such
a malicious request, including clicking a link on a malicious Web site, in an email, or ireoffice posting.

XSS flaws are very common in web applications, as they require a greaf dewaeloper discipline to avoid them
in most applications. It is relatively easy for an attacker to find XSS vulnerabfvese of these vulnerabilities
can be found using scanners, and some exist in older web application servers. The conseguet88 aftack is
the same regardless of whether it is stored or reflected.

The difference is in how the payload arrives at the server. XSS can cause a variety of problems for the end user the
range in severity from an annoyance to complete acammpromiseThe most severe XSS attacks involve

disclosure of the user's session cookie, which allows an attacker to hijack the user's session and take over their
accountOther damaging attacks include the disclosure of end user files, installalioyjaof horse programs,

redirecting the user to some other page or site, and modifying presentation of content.

Crosssite scripting (XSS) vulnerabilities occur when:

e Data enters a Web application through an untrusted source, most frequently a webThquizt is
included in dynamic content that is sent to a web user without being validated for malicious code.

e The malicious content sent to the web browser often takes the form of a segment of JabaSongpt
also include HTML, Flas or any other type of code that the browser may exeth&variety of attacks
based on XSS is almost limitless, but they commonly include transmitting private data like cookies or other
session information to the attacker, redirecting the victim toasebent controlled by the attacker, or
performing other malicious operations on the user's machine under the guise of the vulnerable site.

Crosssite scripting attacks can occur wherever an untrusted user has the ability to publish content to a brusted we
site. Typically, a malicious user will craft a clieside script, whichN when parsed by a web browdérperforms

some activity (such as sending all site cookies to a gikeraik address)f the input is unchecked, this script will

be loaded and rurykeach user visiting the web si&ince the site requesting to run the script has access to the
cookies in question, the malicious script does dlbere are several other possible attacks, such as running "Active
X" controls (under Microsoft Internet Blorer) from sites that a user perceives as trustworthy; cookie theft is
however by far the most commahll of these attacks are easily prevented by ensuring that no scrif tag$or

good measure, HTML tags at &ll are allowed in data to be postedlicly.

Specific instances of XSS are:

e 'Basic' XSS involves a complete lack of cleansing of any special characters, including the most
fundamental XSS elements such &§ ">", and "s".

o A web developer displays input on an error pagelj as customized03 Forbidden pagelf. an attacker
can influence a victim to view/request a web page that causes an error, then the attack may be successful.

e A Web application that trusts input in the form of HTML IMG tags is potentially vulnerable to XSS
attacks Attackers can embed XSS exploits into the values for IMG attribstesh(asSRC) that is
streamed and then executed in a victim's brovidae that when the page is loaded into a user's browser,
the exploit will automatically execute.

e The software does nottir "JavaSript:" or otherURI's (Uniform Resource Identifiefyom dangerous
attributes within tags, such aamouseover, onload, onerror, Ofstyle.

e The web application fails to filter input fexecutable script disguised with URI encodings.

e The web application fails to filter input for executable script disguised using doubling of the involved
characters.
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e The software does not strip out invalid characters in the middle of tag names, scherattgrand
identifiers, which are still rendered by some web browsers that ignore the characters.
e The software fails to filter alternate script syntax provided by the attacker.

Crosssite scripting attacks may occur anywhere that possibly malicious usetioamed to post unregulated
material to a trusted web site for the consumption of other valid 0$ersnost common example can be found in
bulletin-board web sites that provide wbhsed mailing lisstyle functionality.The most common attack
performedwith crosssite scripting involves the disclosure of information stored in user codkissme
circumstances it may be possible to run arbitrary code on a victim's computer whesiterssgpting is combined
with other flaws.

7.7.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

o Carefully check each input parameter against a rigopogitive specification (whitkst) defining the
specificcharacters and format allowed.

e Sanitize 8 input, not just parameters that the user is supposed to specify, but all data in the request,
including hidden fields, cookies, headehse URL (Uniform Resource Leator) itself, and so forth

o Validate all parts of thedTTP (Hypertext Transfer Protocotequestincluding fields that were not
expected to have changed in the clentields that were anticipated for future growth

e Wherethe base system is a SQL database, follow the recommendaitgrslause7.9 Injection [RST].

7.8 URL redirection to untrusted site ('open redirect') [PYQ]

7.8.1 Description of application vulnerability

A web application accepts a usmmtrolled input that specifies a link to an external site theduses that link in a
redirectwithout checking that the URL points to a trusted locatidns simplifies phishing attacks.

7.8.2 Cross reference
CWE [8]: 601. URL Redirection to Untrusted Site ('Open Redirect’)
7.8.3 Mechanism of failure

An http parameter may contain a URL value and could cause the web application to redirect the request to the
specified URL. By modifying the URL value to a malicious sie attacker may successfully launch a phishing
scam and steal user credentials. Because the server name in the modified link is identical to the original site,
phishing attempts have a more trustworthy appearance.

7.8.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

15 A common mistake that leads to continuing XSS vulnerabilities is to validate only fields that are etxpeetestiisplayed by the site.

© ISO/IEC 2013 DAl rights reserved 121



WG 23/N 0835

e |nput Validation

o Assume all input is malicious. Use an accept known good input validation strategy; for example,
use a whitelist of acceptable inputs that strictly conform to specifications. Reject any input that
does not strictly conform to specifications, or transform it into something that does. Do not rely
exclusively on looking for malicious or malformed inputs (for example, do not rely on a blacklist).
However, blacklists can be useful for detecting potential attacks or determining which inputs are
so malformed that they should be rejected outright.

o Consider all potentially relevant properties, including length, type of input, the full range of
acceptable values, missing or extra inputs, syntax, consistency across related fields, and
conformance to business rules. As an example of business rule logic, boat may be syntactically
valid because it only contains alphanumeric characters, but it is not valid if a color such as red or
blue was expected. Use a whitelist of approved URLs or domains to be used for redirection.

7.9 Injection [RST]

7.9.1 Description of application vulnerability

Injection problems span a wide range of instantiatibhs.basic form of this weakness involves the software
allowing injection of additional data in input ddtealter the control flow of the proce€Sommand injection
problemsare a subset of injection problspnm which the process can be tricked into calling external processes of
an attackerOs choice through the injection of command syntax into the inpMiuttiite leading/internal/trailing
special elements injected im0 application through input can be used to compromise a syssetiata is parsed,
improperly handled multiple leading special elements may cause the process to take unexpected actions that resul
in an attackSoftware may allow the injection of speceé¢ments that are nagpical but equivalent to typical
special elements with control implicatiod%is frequently occurs when the product has protected itself against
special element injectio®oftware may allow inputs to be fed directly into an oufpeithat is later processed as
code,such as library file or templateline or section delimiters injected into an application can be used to
compromise a system.

Many injection attacks involve the disclosure of important informatioim terms of bottdata sensitivity and

usefulness in further exploitation. In some cases injectable code controls authentication; this may lead to a remote
vulnerability. Injection attacks are characterized by the ability to significantly change the flow of a given process,
and in some cases, to the execution of arbitrary doak@ injection attacks lead to loss of data integrity in nearly

all cases as the contrplane data injected is always incidental to data recall or wribftgn the actions performed

by injected cotrol code are not logged.

SQL injection attacks are a common instantiation of injection attack, in which SQL commands are injected into
inputto effect the execution of predefined SQL commasgiisce SQL databases generally hold sensitive data, loss
of corfidentiality is a frequent problem with SQL injection vulnerabilitiépoorly implemented SQL commands

are used to check user names and passwords, it may be possible to connect to a system as another user with no
previous knowledge of the passwolfdauthorization information is held in a SQL database, it may be possible to
change this information through the successful exploitation of the SQL injection vulnerability. Just as it may be
possible to read sensitive information, it is also possible to efakages or even delete this information with a

SQL injection attack.

Injection problems encompass a wide variety of isSliesl mitigated in very different way3he most important
issue to note is that all injection problems slmare common traitl theyallow for the injection of control data

122 © ISO/IEC 2013 DAl rights reserve



Baseline Editionb3 TR 247721

into the user controlled daféhis means that the execution of the process may be altered by sending code in
through legitimate data channels, using no other mechaWsife buffer overflows and many other flaws/olve

the use of some further issue to gain execution, injection problems need only for the data to belgaysed.

injection attacks involve the disclosure of important information in terms of both data sensitivity and usefulness in
further exploitationIn some cases injectable code controls authentication, this may lead to a remote vulnerability.

7.9.2 Cross reference

CWE [8]:
74. Failure to Sanitize Data into a Different Plane ('Injection’)
76. Failure to Resolve Equivalent Special Elements imdfarent Plane
78. Failure to Sanitize Data into an OS Command (aka OOS Command InjectionO)
89: Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection’)
90. Failure to Sanitize Data into LDAP Queries (aka OLDAP InjectionO)
91. XML Injection (aka Blind XPath Injection)
92. Custom Special Character Injection
95. Insufficient Control of Directives in Dynamically Code Evaluated Code (aka 'Eval Injection’)
97. Failure to Sanitize Serv8ide Includes (SSI) Within a Web Page
98. Instificient Control of Filename for Include/Require Statement in PHP Program (aka OPHP File Inclusion
99. Insufficient Control of Resource ldentifiers (aka OResource InjectionO)
144. Failure to Sanitize Line Delimiters
145. Failure to Sanitize Section Deiiers
161. Failure to Sanitize Multiple Leading Special Elements
163. Failure to Sanitize Multiple Trailing Special Elements
165. Failure to Sanitize Multiple Internal Special Elements
166. Failure to Handle Missing Special Element
167. Failure to Handle dditional Special Element
168. Failure to Resolve Inconsistent Special Elements
564. SQL Injection: Hibernate
CERT C guidelines [38]FIO30C

7.9.3 Mechanism of failure

A software system that accepts and executes input in the form of operating systemndsipuch asystem (),

exec (), open ()) could allow an attacker with lesser privileges than the target software to execute commands
with the elevated privileges of the executing proc€ssnmand injection is a common problem with wrapper
programsOften, pats of the command to be run are controllable by the endltisamalicious user injects a
character (such as a seoolon) that delimits the end of one command and the beginning of another, he may then
be able to insert an entirely new and unrelatedncant to do whatever he pleases.

Dynamically generating operating system commands that include user input as parameters can lead to commanc
injection attacksAn attacker can insert operating system commands or modifiers in the user input that can cause
therequest to behave in an unsafe man8ech vulnerabilities can be very dangerous and lead to data and system
compromiself no validation of the parameter to the exec command exists, an attacker can execute any commanc
on the system the application hhe privilege to access.

There are two forms of command injection vulnerabilithes.attacker can change the command that the program
executes (the attacker explicitly controls what the commanAlisynatively, an attacker can change the
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environment irwhich the command executes (the attacker implicitly controls what the command ribarfg}t
scenario where an attacker explicitly controls the command that is executed can occur when:

e Data enters the application from an untrusted source.

e The data is paof a string that is executed as a command by the application.

e By executing the command, the application gives an attacker a privilege or capability that the attacker
would not otherwise have.

Eval injection occurs when the software allows inputs tetalirectly into a functionsfich aseval") that

dynamically evaluates and executes the input as code, usually in the same interpreted language that the product
usesEval injection is prevalent in handler/dispatch procedures that might want to inlaoge aumber of

functions, or set a large number of variables.

A PHPfile inclusion occurs when a PHP product usesuire or include statements, or equivalent
statements, that use attackentrolled data to identify code &7ML (HyperText Markup Languagé) be
directly processed by the PHP interpreter before inclusion in the script.

A resource injection issue occurs when the following two conditions are met:

e An attacker can specify the identifier ugdedaccess a system resource. For example, an attacker might be
able to specify part of the name of a file to be opened or a port number to be used.

e By specifying the resource, the attacker gains a capability that would not otherwise be pdraritted.
example, the program may give the attacker the ability to overwrite the specified file, run with a
configuration controlled by the attacker, or transmit sensitive information to gpémirgl serverNote:
Resource injection that involves resources storethe file system goes by the name path manipulation
and is reported in separate categ@gesulrlause/.11 Path Travers@EWR] description for further
details of this vulnerabilityAllowing user input to contiaesource identifiers may enable an attacker to
access or modify otherwise protected system resources.

Line or section delimiters injected into an application can be used to compromise a Agstietaareparsed, an
injected/absent/malformed delimiteray cause the process to take unexpected actions that result in arCatéack.
example of a section delimiter is the boundary string in a multyg&dE (Multipurpose Internet Mail Extensions
message. Imany cases, doubled line delimiters can serve as a section delimiter.

7.9.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Assuneall input is malicios anduse an ppropriate combination of bladksts and whitdists to ensure
only valid, expected and appropriate input is processed by the system.

e Narrowly define the set of safe characters based on the expectes ebthe parameter in the request.

e Anticipate that delimiters and special elements would be injected/removed/manipulated in the input vectors
of their software system amulogramappropriate mechanisms to handle them.

e Implement SQL strings using prepatdtements that bind variables.

e Use vigorous whitdist style checking on any user input that may be used in a SQL comRethér than
escape metaharacters, it is safest to disallow them entirely since the later use of data that have been
entered in thelatabase may neglect to escape robtaacters before use.
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o Follow the principle of least privilege when creating user accounts to a SQL dataHsseequirements

of the system indicate that usare permitted toead and modify their own data, themit their privileges

so they cannot read/write others' data.
e Assign permissions to the software system that prevents the user from accessing/opening privileged files
e Restructure code so that there is not a need tthaseal () utility.

7.10 Unquoted search path or element [XZQ]

7.10.1 Description of application vulnerability
Strings injected into a software system that are not quoted can permit an attacker to execute arbitrary commands
7.10.2 Cross reference

CWE [8]:
428. Unquoted Search Path or Element
CERT C guidelines [38ENV04-C

7.10.3 Mechanism of failure

The mechanms of failure stems from missing quoting of strings injected into a software syByeaiowing
white-spaces in identifiers, an attacker could potentially exeatbitrary command3his vulnerability covers
"C:\Program Files" and spacén-searchpath issies.Theoretically this could apply to otheyperating
systemdesides Windows, especially those that make it easy for spaces to beaiméser foldersnames

7.10.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoicthulnerability or mitigate its ill effects in the following ways:

o Examine strings that are to be interpreted to ensure that they do not contain constructs designed to explo
the system, such as separators.

7.11 Path traversal [EWR]

7.11.1 Description of application vulnerability

The software constructs a path that contains relative traversal sequence such as ".." or an absolute path sequen
such as/path/here."Attackers run the software in a particular directory so that the hard link or symbolic link used
by the software accesses a file that the attacker has under their ¢ordodhg this, the attacker may be able to
escalate their privilegevel to that of the running process.

7.11.2 Cross reference

CWE [8]:
22. Path Traversal
24. Path Traversal:'. ffiledir'
25. Path Traversal: '/../filedir'
26. Path Traversal: '/dir/../filename®
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27. Path Traversal: 'dir/../../filename’
28. Path Traversal:\flename'
29. Path Traversak. filename'
30. Path Traversakdin..\filename'
31. Path Traversal: 'dinfilename’
32. Path Traversal: "..." (Triple Dot)
33. Path Traversal: '...." (Multiple Dot)
34. Path Traversal: .../
35. Path Traversal../.../I
37. Path Traversal: O/absolute/pathname/hereO
38. Path Traversal:\@bsolutspathnameereO
39. Path Traversal: 'C:dirname’
40. Path TraversaM\UNC\sharénamé' (Windows UNC Share)
61. UNIX Symbolic Link (Symlink) Following
62. UNIX HardLink
64. Windows Shortcut Following (.LNK)
65. Windows Hard Link
CERT C guidelines [38]FIO02C

7.11.3 Mechanism of failure

There are two primary ways that an attacker can orchestrate an attack using path trateesiist, the attacker

alters the pth being used by the software to point to a location that the attacker has contraltex®atively, the
attacker has no control over the path, but can alter the directory structure so that the path points to a location that
the attacker dodsavecontol over.

For instance, a software system that accepts input in the form of:
'..\filename',
'\..\filename',
'/directory/../filename"',
'directory/../../filename’',
'..\filename',
'\..\filename',
'"\directory\..\filename',
'directory\..\..\filename',
.ouy,

'...." (multiple dots),
'....//', or

A

without appropriate validation can allow an attacker to traverse the file system to access an arbitrary file. Note that
".." is ignored if the current working directory is the root directSgmeof these input forms can be used to cause
problems for systems that strip out '.." from input in an attempt to remove relative path traversal.
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There are several common ways that an attacker can point a file access to a file the attacker has unateoltheir co
A software system that accepts input in the form of ‘/absolute/pathname/hefesalutépathnamehere’ without
appropriate validation can also allow an attacker to traverse the file system to unintended locations or access
arbitrary files.An atacker can inject a drive letter or Windows volume letter ('C:dirname’) into a software system
to potentially redirect access to an unintended location or arbitrana feftware system that accepts input in the
form of a backslash absolute path withappropriate validation can allow an attacker to traverse the file system to
unintended locations or access arbitrary filgs attacker can inject a Windows UNOniversal Namig

Convention or Uniform Naming Conventioshare \UNC\shar&name') into a software system to potentially
redirect access to an unintended location or arbitraryAioftware system that allows UNIBymbolic links

(symlink) as part of paths whether in internal code or through user input can allow an attacker to spoof the
symbolic link and traverse the file system to unintended locations or access arbitraffhélegmbolic link can

permit an attacker to read/write/cortugpfile that they originally did not have permissions to access. Failure for a
system to check for hard links can result in vulnerability to different types of atfwrksxample, an attacker can
escalate their privileges if he/she can replace a féd by a privileged program with a hard link to a sensitive file,
for examplegtc/passwd. When the process opens the file, the attacker can assume the privileges of that
process.

A software system that allows Windows shortcuts (.LNK) as part of pathsevhetimternal code or through user
input can allow an attacker to spoof the symbolic link and traverse the file system to unintended locations or acce
arbitrary files.The shortcut (file with th@ nk extension) can permit an attacker to read/writeestlfiat they

originally did not have permissions to access.

Failure for a system to check for hard links can result in vulnerability to different types of attacks. For example, a
attacker can escalate their privileges if he/she can replace a file used\oleged program with a hard link to a
sensitive file $uch asstc/passwd). When the process opens the file, the attacker can assume the privileges of
that process or possibly prevent a program from accurately processing data in a software system.

A saritizing mechanism can remove characters such as O." and O;' which may beaespinedeiploitsAn
attacker can try to fool the sanitizing mechanism into "cleaning" data into a dangerouSuppwose the attacker
injects a O." inside a filenamsay sensi . tiverile) and the sanitizing mechanism removes the character
resulting in the valid filenameensitiverile. If the input datas now assumed to be safe, then the file may be
compromised.

When two or more users, or a group of users, have writeiggam to a directory, the potential for sharing and
deception is far greater than it is for shared access to a fewTfiesulnerabilities that result from malicious
restructuring via hard and symbolic links suggest that it is best to avoid shactdridise

Securely creating temporary files in a shared directory is-praore and dependent on the version of the runtime
library used, the operating system, and the file systemde that works for a locally mounted file system, for
example, may beulnerable when used with a remotely mounted file system.

The mitigation should be centered on converting relative paths into absolute paths and then verifying that the
resulting absolute path makes sense with respect to the configuration and rightsissigpes. This may include
checkingwhite-lists andblacklists, authorized super user status, access controldistsher fully trusted status

7.11.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerabditynitigate its ill effects in the following ways:
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o Assume all input is maliciougttackers can insert paths into input vectors and traverse the file system.

¢ Use an ppropriate combination of bladlsts and whitdists to ensure only valid and expectegunis
processed by the system.

e Use sanitizers to scrub input for sensitive programs. Ensure that sanitizers work groperly

e Compae multiple attributes of the filéo improvethe likelihood that the file is the expected bhe

o Follow the principle of ledrivilege when assigning access rights to files.

o Deny access to a file can prevent an attacker from replacing that file with a link to a sensitive file.

o Ensure good compartmentalization in the system to provide protected areas that can be trusted.

o Restrtt the use of shared directories; prefer files pulled from configuration management systems.

o Do not permit temporary files to be created in shared directories.

7.12 Resource names [HTS]

7.12.1 Description of application vulnerability

Interfacing with the directory structure or other external identifiers on a system on which software executes is very
common Differences in the conventions used by operating system®sal in significant changes behaviour

when the same program is executed under different operating sylStersstance, the directory structure,

permissible characters, case sensitivity, and so forth can vary among operating systems and eveniamaosg va

of the same operating systefar exampleMicrosoft prohibits @2 : &\ *”<> | #20; but UNIX Linux, and OS X

operating systems allow any character except for the reservedten#d#O to be used in a filename.

Some operating systems are case sensitive while others a@nnuincase sensitive operating systems,
depending on the software being used, the same filename could be displayedrasie, Filename Or
rILENAME and all would refer to the same file.

Some operating systems, particularly older ones, only rely on the significance of theliasaicters of the file
name.n can be unexpectedly small, such as the first 8 characters in the case obwhitegtures which would
causefilenamel, filename2 andfilename3 to all map to the same file.

Variations in the filename, named resource or external identifier being referenced can be the basis for various kinds
of problemsSuch mistakesr ambiguity can be unintentionady intentional, and in either case they can be
potentially exploited, iSurreptitious behaviour is a goal.

7.12.2 Cross reference

JSF AV Rules [31]46, 51, 53, 54, 55, and 56
MISRA C[35]: 1.1
CERT C guidelines [38MSC09C and MSC16C

16 ¢ g. a sanitizer should remove 0.0 or O..@iag dsginning, but not in the middle of a valid file system address.

17 Files can often be identified by other attributes in addition to the file name, for example, by comparing file ownershijpotine.
Information regarding a file that has beeeated and closed can be stored and then used later to validate the identity of the file when it is
reopened.
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7.12.3 Mechanism of Failure

The wrong named resource, such as a file, may be used within a program in a form that provides access to a
resource that was not intended to be acceggtatkers could exploit this situation to intentionaitysdirect
access of a named resource to another named resource.

7.12.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Where possible, use an API that provides a known common set of conventions for naming and accessing
external resources, such as POSIX, ISO/IEC 9945:2003 (IEEE Std IR 1L

e Analyze the range of intended target systems, develop a suitable API fogagtithem, and document
the analysis

e Ensure that programs adapt tHeshaviourto the platform on which they are executing, so that only the
intended resources are acces3éa means that information on such characteristics as the directory
separatostring and methods of accessing parent directories need to be parameterized and not exist as fix
strings within a program.

e Avoid creating resource names that are longer than the guaranteed unique length of all potential target
platforms.

e Avoid creating esources, which awdifferentiatedonly by the case in their names.

e Avoid all Unicode characters and all control characfdrsfilenames and the extensions.

7.13 Resource exhaustion [XZP]

7.13.1 Description of application vulnerability

The application is susceptible to generating and/or accepting an excessive number of requests that could potenti
exhaust limited resources, such as memory, file systengetatatabase connection pool entries, or CRi&

could ultimately lead to a denial of service that could prevent any other applications from accessing these
resources.

7.13.2 Cross reference

CWE [8]:
400. Resource Exhaustion

7.13.3 Mechanism of failure

There are two primary failures associated with resource exhauBtiemost common result of resource
exhaustion is denial of servida. some cases an attacker or a defect may cause a system to fail in an unsafe or
insecure fahion by causing an application to exhaust the available resources.

Resource exhaustion issues are generally understood but are far more difficult to Pedwegtadvantage of
various entry points, an attacker could craft a wide variety of requestgdblat cause the site to consume

18 seenttp://www.ascii.cl/contretcharacters.htm
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resourcesDatabase queries that take a long time to process aredgdd@enial of Service) targeté\n attacker
would only have to write a few lines of Perl code to generate enough teaéfxcéed the site's ability to keep up.
This would effectively prevent authorized users from using the site at all.

Resources can be exhausted simply by ensuring that the target machine must do much more work and consume
more resource® service a requeshan the attacker must do to initiate a requestvention of these attacks

requires that the target system either recognizes the attack and denies that user further access for a given amount
time or uniformly throttles all requesis make it more difficult to consume resources more quickly than they can
again be freedlhe first of these solutions is an issue in itself though, since it may allow attackers to prevent the
use of the system by a particular valid u#fethe attacker imprsonates the valid user, he may be able to prevent

the user from accessing the server in quesiibe.second solution is simply difficult to effectively institute and

even when properly done, it does not provide a full soluti@imply makes the attkaequire more resources on

the part of the attacker.

The final concern that must be discussed about issues of resource exhaustion is that of systgmisopénch

This means that in the event of resource consumption, the system fails in such a thaystiade of the systelw

and possibly the security functionality of the systénare compromisedh prime example of this can be found in

old switches that were vulnerable to "macaitacks (so hamed for a tool developed by Dugsdrigseattacks

flooded a switch with randotmternet ProtocoflP) and Media Access ContrgMAC) address combinations,

therefore exhausting the switch's cache, which held the information of which port corresponded to which MAC
addresse®ncethis cache was exhausted, the switch would fail in an insecure way and would begin to act simply
as a hub, broadcasting all traffic on all ports and allowing for basic sniffing attacks.

7.13.4 Avoiding the vulnerability or mitigating its effects

Softwaredevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

o Implement throttling mechanisms into the system architethatearecapable of detecting potential denial
of service attacks and throttling access when detected.
Note: The best protection is to limit the amount of resources that an application can cause to be
expended.
¢ Implement astrong authentication and access control mtmldeter such attack¥he authentication
application should be protected against devfiglervice attacks as much as possible.
e Limit the critical resource (such a@mtabaspaccess, perhaps by cachwoiftenusedresult setsto
reducethe resources expended.
o Track the rate of requests received from users and blocking requeststeat alefined rate
thresholdto further limit the potentialdr a denial of service attack
e Ensure that applications have specific limits of scale placed on them, and that all failures in resource
allocation cause thapplication to fail safely.

7.14 Authentication logic error [XZO]

7.14.1 Description of application vulnerability

The software does not properly ensure that the user has proven thdy.ident
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7.14.2 Cross reference

CWE [8]:
287. Improper Authentication
288. Authentication Bypass by Alternate Path/Channel
289. Authentication Bypass by Alternate Name
290. Authentication Bypass by Spoofing
294. Authentication Bypass by Captueplay
301.Reflection Attack in an Authentication Protocol
302. Authentication Bypass by Assurdedmutable Data
303. Improper Implementation of Authentication Algorithm
305. Authentication Bypass by Primary Weakness

602. Clientside Enforcement of Serveide Securit
7.14.3 Mechanism of failure

There are many ways that an attacker can potentially bypass the validation ofSoumeeof the ways are means
of impersonating a legitimate user while others are means of bypassing the authentication mechanisms that are i
place.In either case, a user who should not have access to the software system gains access.

Authentication bypass by alternate path or channel occurs when a product requires authentication, but the produ
has an alternate path or channel that doesegaire authenticatiomNote that this is often seen in web applications
that assume that access to a partioGtar (Common Gateway Interfacpjogram can only be obtained through a
"front" screen, but this problem is not just in vagiplications

Authertication bypass by alternate name occurs when the software performs authentication based on the name c
the resource being accessed, but there are multiple names for the resource, and not all names are checked.

Authentication bypass by captureplay occus when it is possible for a malicious user to sniff network traffic and
bypass authentication by replaying it to the server in question to the same effect as the original message (or with
minor changes)Messages sent with a captuetay attack allow a@ss to resources that are not otherwise

accessible without proper authenticati@apturereplay attacks are common and can be difficult to defeat without
cryptographyThey are a subset of network injection attacks thataelistening in on previouslgent valid

commands, then changing them slightly if necessary and resending the same commands to thmceraey.

attacker who can listen to traffic can see sequence numbers, it is necessary to sign messages with some kind of
cryptography to ensuredahsequence numbers are not simply doctored along with content.

Reflection attacks capitalize on mutual authentication schegsk the target into revealing the secret shared
between it and another valid uskr.a basic mutuahuthentication schema,secret is known to both a valid user

and the server; this allows them to authenticate. In order that they may verify this shared secret without sending |
plainly over the wire, they utilize a Diffielellmanstyle scheme irwhich they each pick a value, then request the
hash of that value as keyed by the shared secret. In a reflection attack, the attacker claims to be a valid user and
requests the hash of a random value from the séflreen the server returns this value asguests its own value

to be hashed, the attacker opens another connection to the Shis¢ime, the hash requested by the attacker is

the value that the server requested in the first conne®tiban the server returns this hashed value, it is uste in

first connection, authenticating the attacker successfully as the impersonated valid user.
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Authentication bypass by assurAetmutable data occurs when the authentication scheme or implementation uses
key data elements that are assumed to be immutalilean be controlled or modified by the attack@rexample
if a web application relies on a cookiethenticated = 1.

Authentication logic error occurs when the authentication techniques do not follow the algorithms that define them
exactly and sauthentication can be jeopardized. For instance, a malformed or improper implementation of an
algorithm can weaken the authorization technique.

An authentication bypass by primary weakness occurs when the authentication algorithm is sound, but the
implemented mechanism can be bypassed as the result of a separate weakness that is primary to the authenticatio
error.

A server that relies on cliesside authentication or protection logic can be fooled by unexpected changes to the
client protedbn code, resulting in maliciously modifisgrver behaviour.

7.14.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

¢ Funnel all access through a singl®ke point to simplify how users can access a resource.

o For every access, perform a check to determine if the user has permissions to access the resource.

e Avoid making decisions based on names of resoufeesxXample files) if those resaees can hae
alternate names.

e Canonicalize the name to match that of the file system's representation of tA& name

e Ensure that mesges can be parsed only once, e.g., by incllasegiuenc&@umberor time stampn a
checksum

e Use different keys for the initiat@nd responder or of a different type of challenge for the initiator and
responder.

7.15 Improper restriction of excessive authentication attempts [WPL]

7.15.1 Description of application vulnerability

The software does not implement sufficient measures to prevent multiple failed authentication attempts within in a
short time frame, mang it more susceptible to brute force attacks.

7.15.2 Cross reference

CWE [8]:
307.Improper Restriction of Excessive Authentication Attempts

19 This can sometimes be achieved véthavailable APIfor examplejn Win32 theGet FullPathName function).

132 © ISO/IEC 2013 DAl rights reserve



Baseline Editionb3 TR 247721

7.15.3 Mechanism of failure

In a recent incidentan attacker targeted a memberagbopular social networkingitessupport team and was able

to successfully guess the member's password using a brgattaick by guessing a large number of common
words.Once the attacker gained access as the member of the support staff, he used the administrator panel to g:
access t@ number ohccounts that belonged to celebrities and palitis.Ultimately, fakemessages were sent that
appeared to come from the compromised accounts.

7.15.4 Avoiding the vulnerability or mitigating its effects

Software developers can avofetvulnerability or mitigate itslieffects in the following way:

e Disconnect the user after a small number of failed attempts

e |Implement a timeout on authentication

e Lock out a targeted account

e Require a computational task on the user's part.

e Use a vetted library or framework that does not allow this vulnerability to occur or provides constructs
that make this weakness easier to avoid.

e Consider using libraries with authentication capabilities such as OpenSSL or the ESAPIAuthenticator.

7.16 Hard-coded credentials [XYP]

7.16.1 Description of application vulnerability

Hard codedtredentials (such as passwoudername/passwoat id number)will compromise system security in a
way that cannot be easily remeditids never a good idea to hardcaatey credential Not only does hard coding
the credentiaallow all of the project's developers to vigwit also makes fixinghe unintended disclosure of any
credentialextremely difficult.Once the code is in production, ttredentialcannot be changed without patching
the softwarelf the account protected by tleeedentiais compromised, the owners of the system will be forced to
choose between security and availability.

7.16.2 Cross reference

CWE [8]:
259. HardCoded Password
798 Use of Hardcoded Credentials

7.16.3 Mechanism of failure

The use of a hardodedcredentialshas many negative implicatioBghe most significant of these being a failure
of authentication measures under certain circumsta@eemany systems, a defaatiministration account exists
which is set to a simple default password that is-eadkd into the program or devidéhis hardcoded password
is the same for each device or system of this type and often is not changed or disabled by éha mnsgisous
user comes across a device of this kind, it is a simple matter of looking up the cefdertialwhich is likely
freely available and public on the Interioetthe malicious user carew firmware as text to find text strings that
resemblecrederiials) and logging in with complete accesssystems that authenticate with a backl service,
hardcodedcredentialswithin closed source or dreip solution systems require that the bacld service use a
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credentiathat can be easily discoverdtlient-side systems with hartbdedcredentiad preseneven more of a
threat, since the extraction oteedentiafrom a binary is exceedingly simplé hard-codedcredentiad are used, it
is almost certain that unauthorized users will gain access thtbegitcount in question.

7.16.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

o Useafirst login mode that requires the useretater a unique strongpswordor other credentiatather
than hard code a defagltedential (such assername and passwdfdr first time logins
e For frontend to baclend connectiongjse one or more of the followirgplutions
1. Use generatedredentiad that are changeautomatically and must be entered at given time
intervals by a system administratdhesecredentialswill be held in memory and only halid for
the time intervals.
2. Usecredentialdhat ardimited at the back end to only performing actions for thetfeord, as
opposed to having full access.
3. Tag nessagewith achecksunthat includedime sensitive values so as to prevent replay style
attacks

7.17 Insufficiently protected credentials [XYM]

7.17.1 Description of application vulnerability

This weakness occurs when the applicatiansmitsor stores authentication credentials and uses an insecure
method that is susceplgbto unauthorized interception and/or retrieval.

7.17.2 Cross reference

CWE [8]:
256. Plaintext Storage of a Password
257. Storing Passwords in a Recoverable Format

7.17.3 Mechanism of failure

Storing acredential, such aspasswordin plaintext may radlt in a system compromis€redentiainanagement

issues occur whenaedentialis stored in plaintext in an application's properties or configuratiorifile.

programmer can attempt to remedy ¢hedentiaimanagement problem by obscuring ¢hedentiaWwith an

encoding function, such as Base64 encoding, but this effort does not adequately protedetiteal Storing a
plaintextcredentialin a configuration file allows anyone who can read the file access todtientialprotected
resourceDevelopers sometimes believe that they cannot defend the application from someone who has access to
the configuration, but this attitude makes an attacker's job e@siedcredentiaimanagement guidelines require

that acredentiahever be stored in plaiext.

The storage ofredentias in a recoverable format makes them subjectédentiareuse attacks by malicious
userslf a system administrator can recover thedentiadirectly or use a brute force search on the information
available to him, hean use theredentialon other accounts.
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The use of recoverabteedentiad significantly increases the chance tradentias will be used maliciouslyn
fact, it should be noted that recoverable encryptedentia provide no significant benefit ovelain-text
credentia since they are subject not only to reuse by malicious attackers but also by malicious insiders.

7.17.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effedtse following ways:

e Avoid storingcredentias in easily accessible locations.

o Never store @redentialn plaintext.

e Ensure that strong, naeversible encryption is used to protect stanestlentias.
e Store cryptographic hashes ofedentias as aralternative to storing in plaintext.

7.18 Missing or inconsistent access control [XZN]

7.18.1 Description of application vulnerability
The software does not perform access control checks in a consistent manner across all potential execution paths
7.18.2 Cross reference

CWE [8]:
285. Missing or Inconsistent Access Control
352 CrossSite Request Forgery (CER
807. Reliance on Untrusted Inputs in a Security Decision
862. Missing Authorization
CERT C guidelines [38]FIO06C

7.18.3 Mechanism of failure

For web applications, attackers can issue a request directly to a page (URL) that they may not be @athorized
accesslf the access control policy is not consistently enforced on every page restricted to authorized users, then
attacker could gain access to and possibly corrupt these resources

7.18.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e For web applications, make sure that the access control mechanism is enforced correctly at the serve
side on every pagélsers should not be able to accessiafgrmationsimply by requesting direct
access to that page, if they do not have authorization

o Ensure that all pages containing sensitive information are not cached, and that all such pages restrict
access to requests that are accompanied by an adfiveiiienticated session token associated with a
user who has the required permissions to access that page.

© ISO/IEC 2013 DAl rights reserved 13t



WG 23/N 0835

7.19 Incorrect authorization [BJE]

7.19.1 Description of application vulnerability

The software performa flawedauthorization check when an actor attempts to access a resource or perform an
action. This allows attackers to bypass intended access restrictions.

7.19.2 Cross reference

CWE [8]:
863. Incorrect Authorization

7.19.3 Mechanism of failure

Authorization is the process of determining whether that user can access a given resource, based on the user's
privileges and any permissions or other accesdrol specifications that apply to thesource.

When access control chedkieincorrectly applied, users are able to access data or perform actions that they
should not be allowed to perform. This can lead to a wide range of problems, including information exposures,
denial of service, andlaitrary code execution.

7.19.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Ensure that you perform access control checks related to your business needs20,

7.20 Adherence to least privilege [XYN]

7.20.1 Description of application vulnerability
Failure to adhere to the principlelefst privilege amplifies the risk posed by other vulnerabilities.
7.20.2 Cross reference
CWE [8]:
250. Design Principle Violation: Failure to Use Least Privilege
CERT C guidelines [38POS02C

7.20.3 Mechanism of failure

This vulnerability type refers tcases in which an application grants greater access rights than necessary.
Depending on the level of access granted, this may allow a user to access confidential infdforagiemple,

20 These checks may be differemtd more detailethan tfose appliedto more generic resources such as files, connections, processes,
memory, and database records. For example, a database may restrict access for medical records to a specific databask tesstdu
might only be intended to be accessible to theepatind the patient's doctor.
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programs that run with root privileges have caused innumerable @ity disasters. It is imperative that you
carefully review privileged programs for all kinds of security problems, but it is equally important that privileged
programs drop back to an unprivileged state as quickly as possiioigt the amount of damage that an
overlooked vulnerability might be able to cause. Privilege management functions can behave in shiare less
obvious ways, and they have different quirks on different platfofimsse inconsistencies are particularly
pronounced if you are transitioning from one root user to anothesignal handlers and spawned processes run
at the privilege of the owning process, so if a process is running as root when a signal firespppeessis
executed, the signal handlersubprocess will operate with root privilegeln attacker may be able to leverage
these elevated privileges to do further damagegrant the minimum access level necessary, first identify the
different permissions that an application or user of thaliGgiion will need to perform their actions, such as file
read and write permissions, network socket permissions, and solfeethexplicitly allow those actions while
denying all else.

7.20.4 Avoiding the vulnerability or mitigating its effects

Softwae developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Carefully manage the setting, management and handling of privileges.
e Explicitly manage trust zones in the software.
e Follow the principle of least privilege whessigning access rights to entities in a software system.

7.21 Privilege sandbox issues [XYO]

7.21.1 Description of application vulnerability

A variety of vulnerabilities occur with improper handling, assignment, or management of privileges.are
especially present in sandbox environments, although it could be argued that any privilege problem occurs within
the context of some sort of sandbox

7.21.2 Cross reference

CWE [8]:

266. Incorrect Privilege Assignment

267. Privilege Defined With Unsafe Actions

268. Privilege Chaining

269. Privilege Management Error

270. Privilege Context Switching Error

272. Least Privilege Violation

273. Failure tcCheck Whether Privileges were Dropped Successfully

274. Failure to Handle Insufficient Privileges

276. Insecure Default Permissions

732 Incorrect Permission Assignment for Critical Resource
CERT C guidelines [38POS36C

7.21.3 Mechanism of failure
The failure to drop system privileges when it is reasonable to do so is appécationvulnerability by itself. It

does, however, serve to significantly increase the severity of other vulneralfltttesding to the principle of
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least privilege, accessalid be allowed only when it is absolutely necessary to the function of a given system, and
only for the minimal necessary amount of tirAay further allowance of privilege widens the window of time
during which a successful exploitation of the systerhprdvide an attacker with that same privilege.

Many situations could lead to a mechanism of failure:

A product could incorrectly assign a privilege to a particular entity.

A particular privilege, role, capability, or right could be used to perform uaséfes that were not
intended, even when it is assigned to the correct e(iMibte that there are two separate-sategories

here: privilege incorrectly allows entities to perform certain actions; and the object is incorrectly accessible
to entities wih a given privilege.)

Two distinct privileges, roles, capabilities, or rights could be combined in a way that allows an entity to
perform unsafe actions that would not be allowed without that combination.

The software may not properly manage privilegegenhis switching between different contexts that
cross privilege boundaries.

A product may not properly track, modify, record, or reset privileges.

In some contexts, a system executing with elevated permissions will hand off a proaesstffiex objet

to another process/usérthe privileges of an entity are not reduced, then elevated privileges are spread
throughout a system and possibly to an attacker.

The software may not properly handle the situation in which it has insufficient privilegeddompan
operation.

A program, upon installation, may set insecure permissions for an object.

7.21.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

Follow the principle of least privilege when assigning access rights to entities in a software $jstem.
setting, management and handling of privileges should be managed very carefully.

Upon changing security privilegegerify that the change was susséul.

Follow the principle of separation of privilegeequire multiple conditions to be met before permitting
access to a system resource.

Explicitly managerust zones in the software. If at all possible, limit the allowance of system privilege to
small simple sections of code that may be called atomically.

Ensure that the operating systdnops the elevategbrivilege and retursito the priviege level of the

invoking usetas soon as possible after aad) a privileged function such ashroot ().

7.22 Missing required cryptographic step [XZS]

7.22.1 Description of application vulnerability

Cryptographic implementations shddollow the algorithms that define them exactifherwise encryptiooan be

faulty.

7.22.2 Cross reference

CWE [8]:
325. Missing Required Cryptographic Step

138
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327. Use of a Broken or Risky Cryptographic Algorithm
7.22.3 Mechanism of failure

Not following the algorithms that define cryptographic implementations exactly can lead to weak enchion.
could be the result of many factors such as a programmer missing a required cryptographic step or using weak
randomization algorithms.

7.22.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Implement cryptographic algorithms precisely.
o Use system functions and libraries rather tvaiting the function.

7.23 Improperly verified signature [XZR]

7.23.1 Description of application vulnerability

The software does nwerify, or improperly verifies, the cryptographic signature for ddyanot adequately
performing the verification step, the data being received should not be trusted and may be corrupted or made
intentionally incorrect by an adversary.

7.23.2 Cross reference

CWE [8]:
347. Improperly Verified Signature

7.23.3 Mechanism of failure

Data is signed using techniques that assure the integrity of th& data.are two ways that the integrity can be
intentionally compromised’he exchange of the cryptolodieys may have been compromised so that an attacker
could provide encrypted data that has been altédéstnatively, the cryptologic verification could be flawed so
that the encryptioof the data is flawed which agaiticavs an attacker to alter the data.

7.23.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use data signatures to the extent possible to help engstrén data.
e Use builtin verifications for data
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7.24 Use of a one-way hash without a salt [MVX]

7.24.1 Description of application vulnerability

The software uses a em&y cryptographic hash against an input that should not be reversible, sumedendial
but the software does not also use &%at#t part of the input.

7.24.2 Cross reference

CWE [8]:
325. Missing Regired Cryptographic Step
327. Use of a Broken or Risky Cryptographic Algorithm
759. Use of a On@vay Hash without a Salt

7.24.3 Mechanism of failure

This makes it easier for attackers to-poenpute the hash value using dictionary attack techniques stanlaswv
tables.

7.24.4 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Forasalt
o Generate a random salt each time a new credential is processed.
o Add the salt to the plaintext credential before hashing it.
o When the hash is stored, also store the salt.
o Do not use the same salt for every credential that you process.
e Use one-way hashing techniques that allow the configuration of a large number of rounds, such as
bcrypt?2,
e Use industry-approved techniques correctly. Never skip resource-intensive steps (see CWE-325 [8]). These
steps are often essential for preventing common attacks.

7.25 Inadequately secure communication of shared resources [CGY]

7.25.1 Description of application vulnerability

A resource that is directly visible from mdbren one process (at the same approximate time) and is not protected
by access locks can be hijacked or used to corrupt, control or change the behaviour of other processes in the
systemMany vulnerabilities that are associated with concurrent accedsgpsiiared memory or shared network

21y, cryptography, a salt consists of random bits, early systems useblittshff, modern implementations use 48 t8 is.

22 This may increase the expense when processing incoming authentication requests, but ifcticecuiestties are ever stolen, it
significantly increases the effort for conducting a brute force attack, including rainbow tables. With the ability toectirdigumber of
rounds, one can increase the number of rounds whenever CPU speeds or attagletebhcome more efficient.

140 © ISO/IEC 2013 DAl rights reserve



Baseline Editionb3 TR 247721

resources fall under this vulnerability, including resources accessed via stateless protocols such as HTTP and
remote file protocols.

7.25.2 Cross references

CWE [8]:
15. External Control of System or Configuration Setting
311. Missing Encryption of Sensitive Data
642 External Control of Critical State Data
367: Time of check, time of use
Burns A. and Wellings A4]

7.25.3 Mechanism of failure

Any time that a shared reswee is open to general inspection, the resource can be monitored by a foreign process
determine usage patterns, timing patterns, and access patterns to determine ways that a planned attack can
succeed?3. Such monitoring could be, but is not limited to:

e Reading resource values to obtain information of value to the applications.

e Monitoring access time and access thread to determine when a resource can be accessed undetected by
other threads (for example, Tiroé-CheckTime-Of-Use attacks rely upon a éeninable amount of time
between the check on a resource and the use of the resource when the resource could be modified to by,
the check).

e Monitoring a resource and modification patterns to help determine the protocols in use.

e Monitoring access times aratterns to determine quiet times in the access to a resource that could be use
to find successful attack vectors.

This monitoring can then be used to construct a successful attack, usually in a later attack.
Any time that a resource is open to genepalaie, the attacker can plan an attack by performing experiments to:

e Discover how changes affect patteof usage, timing, and access.
e Discover how application threads detect and respond to forged values.

Any time that a shared resource is open to shapddte by a thread, the resource can be changed in ways to further
an attack once it is initiate@or example, in a weknown attack, a process monitors a certain change to a known
file and then immediately replaces a virus free file with an infeckeddfibypass virus checking software.

With careful planning, similar scenarios can result in the foreign process determining a weakness of the attacked
process leading to an exploit consisting of anything up to and including arbitrary code execution.

7.25.4 Avoiding the vulnerability or mitigating its effect

Software developers can avoid the vulnerability or mitigate its effects in the following ways.

23 such monitoring isisuallypossible by a process executing with system privilege, but even small slips in access controls and permissions
let such resources be seen from other (non system level) processes. Even the ekisienesource, its size, or its access dates/times and
history (such as Olast accessed timeO) can give valuable information to an observer.
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o Place all shared resources in memory regions accessible to only one process at a time.

o Protect resourceabat must be visible with encryption or with checksums to detect unauthorized
modifications.

e Obtain an unforgeable access path such as the file handle obtained on first access

e Protect access to shared resources wsingnforgeable access pableymissios, access control, or
obfuscation.

o Have and enforce clear rules with respect to permissions to change shared resources.

o Detect attempts to alter shared resources and take immediate action.

7.26 Memory locking [XZX]

7.26.1 Description of application vulnerability

Sensitive data stored in memory that was not locked or that has been improperly locked may be written to swap
files on disk by the virtual memory manage

7.26.2 Cross reference

CWE [8]:
591. Sensitive Data Storage in Improperly Locked Memory
CERT C guidelines [38MEMO06-C

7.26.3 Mechanism of failure

Sensitive data that is not kept cryptographically secure may become visible to an attacker by amglof sev
mechanismsSome operating systems may write memory to swap or page files that may be visible to an attacker.
Some operating systems may provide mechanisms to examine the physical memory of the system or the virtual
memory of another applicatioApplication debuggers may be able to stop the target application and examine or
alter memorySystems that provide/dbernate facility (such as laptops) will write all of physical memory to a file
that may be visible to an attacker on resume

7.26.4 Avoiding the vulnerability or mitigating its effects

In almost all cases, these attacks require elevated or appropriate privilege.
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

o Remove debugging tools from phaction systems.

e Log and audit all privileged operations.

¢ Identify data that needs to be protected and use appropriate cryptographic and other data obfuscation
techniques to avoid keeping plaintext versions of this data in memory or ¢t disk.

o If the operating systerallows, clear the swap file on shutdown.

24 several implementations of the POSiXock () and the Microsoft Windowsi rtualLock () functions will prevent the named
memory region from being written to a swap or pageSileh usagehowever is not portable.
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7.27 Sensitive information not cleared before use [XZK]

7.27.1 Description of application vulnerability

The software does not fully clear previously used information in a data structure, file, or other resource, before
making that resource available to another party that did not have access to iz ioftgimation.

7.27.2 Cross reference

CWE [8]:
226. Sensitive Information Uncleared Before Release
CERT C guidelines [38IMEMO03-C

7.27.3 Mechanism of failure

This typically involves memory in which the new data occupies less memory than the oldhilctideaves

portions of the old data still availabledmory disclosure). However, equivalent errors can occur in other situations
where the length of data is variable but the associated data structureTisisioan overlap wit cryptographic

errors and crossoundary cleansing information leaks.

Dynamic memory managers are not required to clear freed memory and generally do not because of the additior
runtime overhead-urthermore, dynamic memory managers are free to retdltua same memor@s a result, it

is possible to accidentally leak sensitive information if it is not cleared before calling a function that frees dynamic
memory.Programmers should not ao@nnotrely on memory being cleared during allocation.

7.27.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use library functions and or programming language features (such as destructors or finalization
procedurs) that provide automatic clearing of freed buffers or the functionality to clear buffers.

7.28 Time consumption measurement [CCM]

7.28.1 Description of application vulnerability

All applications consume resources as they execute, in particular Time. Each thread, event, interrupt and OS
service consume CPU time that may be separately measurable by the system.

A common paradigm in managing applications is to monitor such resource usage by thread and take action to ce
the calculation fothethreadthat is consuming excessive tinusing techniquesuch as abort, raise exception,

lower priority or suspendindné thread. If the calculation cannot be completed in time or within the resource
constraints imposed upon it, then the application may fail.

The consumption of CPU resources (execution time) can be affected by changes in the CPU itself: for example,
CPUOmay slow down to manage heat, resulting in more execution time to achieve a result. Similarly, cache
misses due to the way a program is organized and executed, due to multiprocessor effects, can increase the
execution time needed to complete a calculation.
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The measurement of resource timing and consumption can be used to break sensitive algorithms. For example,
some devices draw power from systems that they piggyback onto (such as chip cards and fo@se&chipassive
systems).

7.28.2 Cross references

Burns, Alan andNellings Real-Time Systems and Programming Languages: Ada, Real-time Java and C/Real-Time
POSIX [4]

7.28.3 Mechanism of failure

Many applications measure resource consumption to detect failures of portions of portions of the algorithm and to
make decisions about alternative actions. For example, excessive consumption of CPU may indicate that a thread |
executing erroneously; or that other needed threads may not be able to execute due to excessive resource
consumption.

Other factors, such@PU speed changes and cache misses can cause a thread to consume significantly more CPU
resources than expected to perform the same calculations.

A thread consuming more CPU resources than planned can result in missed deadlines for itself, or can take CPU
resources needed by other threads, causing incorrect processing or missed deadlines for other threads. Missed
deadlines are catastrophic for hard Htgale systems and cover the range of causing wrong results through to
complete failure of the application

For systems that live in the low powered consumption domain but require modern enctliyptd®yice providing
the power can use knowledge about pogsrsumed to narrow the possible hashing algorithms or encryption
algorithms used which may let theaatter defeat encryqpbn or digital signing security systems.

7.28.4 Avoiding the vulnerability or mitigating its effect

Software developers can avoid the vulnerability or mitigate its effects in the following ways:

e Monitor time consumptioby execution unit (process, task, thread, ate) react to overconsumption
ways that make sengar the system being developed

o Execute with cache disabled to provide consistent timing and behaviour to avoid situationsasthere
misses provide a sigitant potential hindrance

o Perform static response time analysis to guard against overconsumption.

e For ultralow powered devices (and for encryptibased systems in general), base the protection on more
than encryption, suchs obfuscation and indiregti inside of the encryption protection.

7.29 Discrepancy information leak [XZL]

7.29.1 Description of application vulnerability

A discrepancy information leak is an information leak in which the product behaves differently, or sends different
responses, in a way that reveals secusgtgvant information about the state of the product, such as whether a
particular operation was sugsful or not.

7.29.2 Cross reference

CWE [8]
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203. Discrepancy Information Leaks

204. Response Discrepancy Information Leak

206. Internal Behavioral Inconsistency Information Leak
207. External Behaaral Inconsistency Information Leak
208. TimingDiscrepancy Information Leak

7.29.3 Mechanism of failure

A response discrepancy information leak occurs when the product sends different messages in direct response t
attacker's request, in a way that allows the attacker to learn about the innefrtsiafgroductThe leaks can be
inadverteni{bug) or intentional (design).

A behavioural discrepancy information leak occurs when the product's actions indicate important differences bas
on (1) the internal state of the product or (2) differences frihv@r @roducts in the same cladstacks such as OS
fingerprinting rely heavily on both behavioural and response discrepafni@gernal behavioural inconsistency
information leak is the situation where two separate operations in a product causeubetprbehave differently

in a way that is observable to an attacker and reveals se@letant information about the internal state of the
product, such as whether a particular operation was successful Anretternal behavioural inconsistency
information leak is the situation where the software behaves differently than other products like it, in a way that is
observable to an attacker and reveals seetglgvant information about which product is beirsgd, or its

operating state.

A timing disaepancy information leak occurs when two separate operations in a product require different amount
of time to complete, in a way that is observable to an attacker and reveals getewdyt information about the
state of the product, such as whethpasdicular operation was successful or not.

7.29.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Compartmentalizénesystem to haveafe areas wher&ust boundaries can be unambiguously drawn.
e Do not allow sensitive data to go outside of the trust boundary and always be careful when interfacing wit
a compartment outside of the safe area

7.30 Unspecified functionality [BVQ]

7.30.1 Description of application vulnerability

Unspecified functionality is code that may be executed, but whose behavias ot contribute to the
requirements of the applicatiowhile this may be no more than an amusing OEaster EggO, like the flight simulator
in a spreadshegit does raise questions about the level of control of the development process.

In a securitycritical environment particularly, the developer of an application could include adGorépto allow
illegitimate access to the system on which it is eventually executed, irrespective of whether the application has
obvious security requirements.

7.30.2 Cross reference

JSF AV[31] Rule: 127
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MISRAC[35]:1.2,2.1,3.1,and 4.4
Clause 6.36Dead and Deactivated cadXYQ)]

7.30.3 Mechanism of failure

Unspecified functionalitys not a software vulnerability per se, but more a development issue. In some cases,
unspecified functionality may be added by a developer without the knowledge of the development organization. In
other cases, typically Easter Eggs, the functionality $pecified as far as the user is concerned (nobody buys a
spreadsheet expecting to find it includes a flight simulator), but is specified by the development organization. In
effect they only reveal a subset of the programOs behaviour to the users.

In the first case, one would expect a walhnaged development environment to discover the additional
functionality during validation and verification. In the second case, the user is relying on the supplier not to release
harmful code.

In effect, a program@aquirements are Othe program should behave in the following manner and do nothing elseO.
The Oand do nothing elstddements often not explicitly stated, and can be difficult to demonstrate.

7.30.4 Avoiding the vulnerability or mitigating its effects

End usersan avoid the vulnerability or mitigate its ill effects in the following ways:

o Ensure that pgrams and development tools that are to be used in critical applications come from a
developeror organization thatises a recognized and audited develept process for the development of
those programs and tools

o Ensure that the development process generates documentation showing traceability from source code to
requirements, in effect answering Owhy is this unit of code in this progvihe?® unspediéd
functionality is there for a legitimate reason (such as diagnostics required for developer maintenance or
enhancement), the documentation should also recordttisisiot unreasonable for customers of bespoke
critical code to ask to see such trackigbas part of their acceptance of the application.

7.31 Fault tolerance and failure strategies [REU]

7.31.1 Description of application vulnerability

In spite of the best intentions, system components may fail, either from internally poorly writtearesaftw

external forces such as power outages/variations, radiation or inadmissible user input. Systems are often designed
with fault tolerance to detect and deal with such failufaslts are the points in executievhere a failure

manifests by processing going wrong. If unnoticed or unhandled, they turn into failures at the boundaries of
enclosing control units or components. Failures of services are faults to their clients and, if not handled, lead to a
failure ofthe client and consequently to faulteldailures in its clients, possibly until the entire system fahe

origins of faults are often vulnerabilities discussed in other sections aloitisnentand hence not repeated here.

A lack of dealing with a fiure is obviously an exploitable vulnerabilitut even if the failure is dealt with, the
resulting awult tolerances itselfa potential source of vulnerabilitiggarticularly when inappropriate or incomplete
strategies are implemented.

Faulthandlingcode isdifficult to design and progransince it needs to execlitean already damaged
environment. Handler code is also difficult to test, since it is executed only when primary failures have occurred.
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These failures, e.g. radiation damage, may be $sipte to recreate with sufficient coverage in a testing
environment. Moreover, it is not easy to determine the right kind of fault tolerance for a given fault. For security,
termination of the malfunctioning system may be the best action; for safetinagom may be more catastrophic
than other fault tolerance mechangsfRecovery in a local context may be impossible, e.g., querying a faulty
location sensor, while a (transitively) calling routine may have sufficient content for a recovery action, e.g.,
obtaining location information from another source.

Arising vulnerabilities are, for example:

e The fault is not recognized and the system malfunctions or terminates as a consequence

e The fault is recognized but the damage already done is incompletelyedepeith the same consequences
as in the first bullet

e Avalue fault is recognized too late, allowing the incorrect value to be used in the computations of other,
thus corrupted, values (which, if not repaired, can cause vulnerabilities such as buffewsyerf

e The fault tolerance processing takes too long to meet timing demands

e Recovery is prevented by the cause of a permanent fault, e.g., a programming error, leading to an infinite
series of recovery attempts

e The fault tolerance mechanism causes itsaN faults

Triggering known fault detection mechanisms can be used to initiate or aggravatedD&aalice attacks.

Knowledge of a lack of fault detection, particularly of value faults, can be used to initiate system intrusions throug
mechanisms expla@u elsewhere in this documeWhatever the failure or termination process, the termination of

an application should not result in damage to system elements that rely upon it. Thus, it shouldpeniarhas

to minimize the effects of the failure onodmsing components (@, release software locks) and the real world (e.

g. close valves).

7.31.2 Cross reference

JSF AV[31] Rule: 24

MISRA C[35]: 4.1

MISRA C++[36]: 0-3-2, 155-2, 155-3, and 180-3

CERT C guidelines [38ERR04C, ERRO6C and ENV32C
Ada Quality and Style Guide [1$.8 and 7.5

7.31.3 Mechanism of failure

Reasons for failures are plentiful and varisimming from both hawhreand softwareThe mechanismef
failure from fault tolerance or the lack thereah be described only irewy general terms:

e Lack of faulttolerance code leaves the system in adefined state in case of a fault, resulting in crashes
(fail stop), looping or waiting foever fail silent), or operating with incorrect data causing incorrect results.

e Inconsisént approaches to detecting and handling a fault or a lack of overall design for the fault tolerance
code can potentially be a vulnerability, as faults might escape the necessary attention.

e Fault tolerance code, in particular fault checking code, magfenéewith the timeliness of the components
to meet their deadlines
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An inappropriate fault tolerance mechanism or strategy may lead to falluiagfault detection antb

other secondary failureBor example, trying to recover from a systematic software error by a retry
mechanism leads to an infinite loop as the same error will reoccur. Yet, retry strategies may be best for a
transient fault situation.

Considerable latencggnd processor ugin arse from finalization and garbage collection caused by the
termination of aservice Thus, termination must be designed carefully to avoid causing timing failures of
other servicesThe termination of services can be maliciously used to preveinnerpeformance of

other active services.

7.31.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

Decide on a strategy for fault handliigpnsistency in faulhandling should be the same with respect to
critically similar parts.

Use a multitiered approach of fault prevention, fault detection and fault reaction.

Unambiguously describe the failure modes of each possibly fadingce.

Check early for any fdts, particularly value faultsNumerous checks on values can and should be made
(value range, plausibility within history, reversaecks, checksums, structural checks, etc.) to establish the
validity of computed results or input received.

Validate inconing dataandcomputed results at strategic points to discover value failures.
Checkpre-conditionsand postconditionsot validated otherwise. Sealxlauses.42 Violations of the

Liskov substitution principle or the contract model [BLP].

Detecttiming failuresby watchdog timersor similar mechanisms

Use environmenprovidedor languagerovided means to stop services that substantially exceed
deadlines.

Always prepare for the possiiyl that a service does not return with a requested result in due time.
Keep fault handling simple. If in doubt, decide for a lesser level of fault tolerance.

In the case of continued execution, make sure that any corrupted variables of the program state have been
corrected to an actual and correct or at least safe value.

In the case of aetry strategy, ensure that progress is made by limiting the numbedrie§re

Use ystemdefined components that assist in uniformity of fault handling when available.

Prior to abnormal termination of a component, perfarmwishes to minimize the effects of the failure on
enclosing components.(g, release software lockeld locally) and the real world (e. g. close valves
opened by the component).

Specifya faulthandling policy whereby service, in the absence of full fault tolerance or graceful
degradationwill halt safely and securely respectively.

7.32 Distinguished values in data types [KLK]

7.32.1 Description of application vulnerability

Sometimes, in a type representation, certain values are distinguished as not being mah#gpeyfout rather as
providing auxiliary informationExamples include special characters used as string terminators, distinguished
values used to indicate out of type entrieS@ (Structuredquerylanguageylatabase fields, and sentinels used to
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indicate the bounds of queues or other data structiean the usage pattern of code containing distinguished
values is changed, it may happen that the distinguished value happens to coincide with a legitypateioe.

In such a case, the value is no longer distinguishable fromtgpernvalue and the software will no longer produce
the intended results.

7.32.2 Cross reference

CWE [8]
20. Improper input validation
137. Representation errors
JSFAV[31] Rule:151

7.32.3 Mechanism of failure

A distinguished value or amagic number in the representation of a data type might be used to represaittgpe
information. Some examples include the following:

e The use of a special codrjch a»000, to indicate tleerhination of a coded character string.
e The use of a special valugjch aD999E90, as the indication that the actual value is either not known or
is invalid.

If the use of the software is later generalized, the-gpeeial value can become indistingaikle from valid data.
Note that the problem may occur simply if the pattern of usage of the software is changed from that anticipated b
the softwareOs designers. It may also occur if the software is reused in other circumstances.

An example of a change the pattern of usage is this: An organizatidagsOvisitors to its buildings by recording
their names and national identity numbers or social security numbers in a dafdlzasese, some visitors
legitimatelydo nothave ordo notknow their social scurity number, so the receptionists enter numbers to Omake
the computer happyReceptionists at one building have adopted the convention of using the coegsG5550

to designate children of employe&eceptionists at another building have used dineescode to designate foreign
nationalsWhen the databases are merged, the children are reclassified as foreign nationalseosaridepending
on which set of receptionists are using the newly merged database.

An example of an unanticgped change due reuse isSuppose a software component analyzes radar data,
recording data every degree of azimuth from O to B@8kets of data are sent to other components for processing,
updating displays, recording, and so $mce all degree values are roegaive, a distinguished value et is

used as a signal to stop processing, compute summary data, close files, adasty ai.the components are to

be reused in a new system with a new radar analysis compblogrgver the new component represents diecti

by numbers in the rang&#80 degrees to 179 degre¥#en an azimuth value et is provided, the downstream
components will interpret that as the indication to stop procedsithg magic value is changed to, s&é899, the
software is still at rislof failing when future enhancements (say, counting accumulated degrees on complete
revolutions) bring999 into the range of valid data.

Distinguished values should be avoided. Instead, the software should be designed to use distinct variables to ent
the desired oubf-type informationFor example, the length of a character string might be encoded in a dope vector
and validity of data entries might be encoded in distinct Boolean values.

This vulnerability extends to numbers placed in the code, sucghhag FOOF. such numbers are almost universally
used in multiple places. The first issue is that there is rarely a full explanation given for the value in all places
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where it is defined, and under maintenance maintainers are left guessing at its meaagundAssue is that,

under maintenance (or before), the value changes, but not all occurrences get updated, causing erroneous
algorithms. A third issue is that such Omagic valuesO are almost always placed in the data section of the file that
contains thexecutable program, and simple searches with data dumping tools reveals such values (say for exampl
a password) to a possible attacker to use in attempting to break the application

7.32.4 Avoiding the vulnerability or mitigating its effects

End usergan avoid the vulnerability or mitigate its ill effects in the following ways:

e Use auxiliary variables (perhaps enclosed in variant records) to encealetype information.

e Use enumeration types to convey category informabomnot rely upon large rges of integers, with
distinguished values having special megsin

e Use named constants to make it easier to change distinguished values.

7.33 Clock issues [CCI]

7.33.1 Description of application vulnerability

All processors and operating systems maintain multiple representations of time internal to the system. In a typica
systemthere are the following notions of time, and potentially identifiable clocks:

e CPUtime

o Pracess/task/thread execution time

e Calendar clock time, local and/or GMT

o Elapsed time i.e. time since system inception in seconds, or in fixed portions thereof
o Networktime.

These times have different representations, different scaling, and differentisenfaor example, a timef-day

clock must account for leap years, leap seconds and standard/daylight saving times but a CPU or processor clock
a monotonic clock that must maintain time used by a task, thread, or process in a granularity appr@idte to
speed- possibly summanosecond. A redgime clock is a monotonic clock that manages and represents time to a
granularity and representation needed to correctly manage the algorithms of the system. Both are usually associat:
with inputs from externadevices or systems and outputs to initiate events in connected systems.

Some of these clocks are manifested in programming languages. For example, most languages have time of day clo
lookup, while real time languages often include monotonic clocks doows purposes. Alternatively, some
languages provide library services to access and manipulate time bases, and to schedule activity based upon one
theclocks.

Using the wrong clock for certain activities can lead to erroneous results for the applarafior the system that
relies upon it. For exampleettirg atriggerat 10 pm taexecute a script fd@@ amby using the reatime clock with a
delay of 8 hours, thewhen thecalendarclock resets due to a change from winter time to summer tiraescript
will execue an hour ate

Converting from one timbase to another tirdgase can result in loss of precision, rounding errors, and conversion
errors which can lead substantiajitter in the applicatiorbehaviouror complete failure of the applicatio
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Roll-over of a clock can cause failure of applications that are expecting uniformly increasing time, which can lead
to transient failure of the application and possibly the parent system.

7.33.2 Cross References

Burns and WellingsReal-Time Systems and Programming Languages: Ada, Real-time Java and C/Real-Time
POSIX [4]
Kopetz, Hermanmeal-Time Systems: Design Principles for Distributed Embedded Applications [32]

7.33.3 Mechanism of failure

The following time issues can lead to failures:

o Differing time bases within a single computational system;

e Time conversions between different time formats within a computational system;
o Drift between the notion of time for computational elements in aessygtem; and

¢ Roll-over of one omultiple time-bases within the life of an executing system

Almost all computational systems have different time bases that proceed at slightly rates. This may be due to ha\
different processors, each with their ownoglofrom having processor clocks as well as clocks provided by dedicated
hardware, or by having different numbers of bits in time representation and updating them individually. The situatic
is most obvious when processors are physically distinct and cednigy a network, but similar issues exist within

a conceptual single CPU. Even within a conceptual single computer, issues such as cache misses or time lo:
interrupt processing can change the rate at which clocks advance in time and can cawseseditfetween clocks.
Situations with different representations of time and converting between them are covered under time convers
below.

Different clocks will always proceed at different rates. This is covered under clock drift below.

When multiple tme bases are supported, there are mechanisms to convert froim@f@mat to another to support
calculations done. In those conversions, conversion errors, rounding errors or cumulative errors canagevelop
follows:

e if the conversion is not done frotine most precise time formats to less precise time formats,
e if conversions are done from one format to another and then back for comparison, or
o if iterative calculations are done using less than the most precise time base possible.

Such conversions cdead to missed deadlines or wrong calculations that depended on accurate time representati
and can result in catastrophic loss of the application or the parent system. A classic example of this is the comr
(wrong) paradigm to use the calendar clockléave values to be programmed into the monotonic clock.

Clock dift happens whe a system is spread over multiple processors, and the time measured by different coc
instances differs due to either distance and communication lags, or due to accunftdadedes in how local clocks
record time. When code is written for an application, the developer usually assumes that there is a common time t
for all portions or instances of the application that are in communication with each other. Over (relaingely
durations of time, the differences will compound until a time comparison using multiple clocks or different time
bases causes an algorithm failure. Such a failure may have catastrophic effects on the parent system, ur
mechanisms are put in platedetect drift and to either correct some clocks, or to correct the algorithms that compar:
time.
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Timeroll-over happens because the efficient representation of time in all computational systems figkes on
internal representation of timehich will eventually overflow the storage capacity of the representation if the

computational system runs long enoﬁsg}ﬁhis can also happen if the time base is external, such as the global
positioning satellite time base. Code that relies upon theldame constantly increasing will fail when a rollover

occurs, leading to failure of the computational system and possible catastrophic loss of the parent system, unless tl
application is programmed to account for this rollokdost systems create a raéahe time base such that the

system will never roll over within the expected operational time of the system. Modifications to the system,
however, such as speeding up the clock that feeds the time base or dramatically increasing the expected operation
lif etime of the system can make such errors happen, with potential catastrophic loss of the system and any system
that depend upon it.

The time of day clock is adjusted internally to jump or to be set backwards when going to or leaving summer time,
insertingleap seconds, switching time zones or correcting time to synchronize the clock with a time base or another
clock. Using the wrong clock, especially the tiofeday clock, to schedule events can result in jitter in the system,
events being scheduled earty,the event being late. The rgsheduling of events can have real world applications

up to and including catastrophic loss of the parent syste

7.33.4 Avoiding the vulnerability or mitigating its effect

Software developers can avoid the vulnerabditynitigate its effects in the following ways:

e Always convert time from the most precise and stable time base to less precise time bases.
o Avoid conversions from calendar clocks or network clocks to real time clocks.

e Use only clocks that have knowsgnchronization properties.
e Avoid using the time of day clock to schedule events, unless the event is demonstrablyedovitreotal

world time of day, such as setting an alarm for 7 am.
e Avoid resetting or reprogramming the réahe clock or executiotimers, unless the complete application

is being reset.
o Allow some variability or error margin in the reading of time and the scheduling of time based on the read.
o Ensure that any codmperates correctly ia time roltover scenario.

Note: Computations imolving time values before and after roler may yield unexpected results.

o Ensure that any codgperates correctly in any scenario involvimd jumps (such as leap seconds, time
zones and daylight savings time)

7.34 Time drift and jitter [CD]]

7.34.1 Description of application vulnerability

Many reattime systems are characterized by collections of jobs waiting for distarfor a timebasedteration, or

an event for sporadic activities. A common mistake in programming such systems is to base the start time of the ne
iteration upon either a nemonotonic or a nomealtime clock, or to base it upon an offset from the start time or
completiontime of the last iteration. In the first case, conversion errors and possible drift of theeselock can

25 Examples of classic time retivers include the year 2000 issues when many time recdadimgts relied on a twdigit format for the
year, resulting in year 2000 being rolled back to zero; and thewatlof 32bit seconds counting after 4 billion microseconds (or about 4
million seconds).
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cause the next iteration to be wrongly programmed. In the second case, higher priority work may have delayed
actual start or completion dfi¢ task in an individual iteration, resulting again in time drift.

With enough drift, an iterative task will begin missing its deadlines, and will either produce the wrong results or fa
completely, resulting in arbitrary failures up to catastrophicddsise enclosing system.

Many systems have moved to a virtualization approach to fielding systems. Sometimes the virtual system is only
OS change, such as running Windows and Linux on the same hardware. Sometimes the virtual system is hardv
and softvare. Sometimes hardware is dedicated, such as 2 cores frowoas $/stem, while in others the virtual
system under consideration only executes when needed. The discussion of virtualization includes the comn
notions, such as hypervisors, but also idelsystems as diverse as satisfying ARINC 653[ARINC 653], which uses
a timebased partition approach to schedule mixed criticality systems on a single CPU.

In any case, when a system is virtual, its connection with the real world (i.e. hardware anizerytaalcks is
indirect. Clocks for the virtualized system are updated whenithemlizedsystem resumes, and time may OjumpO
or may advance much faster than normal until the clocks are synchronized with the recbmvolddly, time may

run slowy or erraticallyin an executing virtualized systemhese behavioursan result in processes being mis
synchronized or missing deadlines if time jumps or progresses too quickly for the task to get its work completed.

If an attacker is aware that an applioatis virtualized, or that it is depending upon a-neei-time clock, and can
determine what other applications share the same resource, they may be able to generate load for the other virtua
applications so that the one in question cannot retangén@sources to function correctly.

7.34.2 Cross references

Burns and WellingReal-Time Systems and Programming Languages: Ada, Real-time Java and C/Real-Time
POSIX [4]
Kopetz,Hermann Real-Time Systems: Design Principles for Distributed Embedded Applications [32]

7.34.3 Mechanism of failure

Any change in the progression of time can result in a disconnect between the spacing of the deéhvergvehts
to the applicatiorand can make jobs within the application run past their deadlines (as viewesltlogihg
events).

Deadline overrun is a serious flaw in the application, and usually results in failure of portions of the application uf
to catastrphic failure of the applicatioand may result in loss of the parent system.

When a system is virtualizedn attacker can use influence over other applications to consume resources needed |
the critical system that could trigger such systems.

Programming mistakes, such as failure to use monotonic clocks to schedule iterations, or incorrectly programmin
thenext iteration calculations (such as setting the next wake time based on the the start of the current wake time
a fixed offset from the previous scheduled start time) result in drift or jitter which may result in missed real world
inputs or loss of syehronization with external systems.

7.34.4 Avoiding the vulnerability or mitigating its effect

Software developers can avoid the vulnerability or mitigate its effects in the following ways:
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o Always set the next (absolute) start time for the iteration ftuenstart time of the previous programmed
iteration.

e Only use the redime clock in scheduling tasks or events.

o Create management jobs that can monitor and dapgdication parts that exceed time bounds, such as
execution time or elapsed time

o Ensure tht the behaviour of a virtualized application cannot be compromised by changes to the environment
of the virtualized system.
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8 New Vulnerabilities

8.1 General

This clause provides language-independent descriptions of vulnerabilities under consideration for inclusion in the
next edition of this International Technical Report. It is intended that revisions of these descriptions will be
incorporated into Clauses 6 and 7 of the next edition and that they will be treated in the language-specific Parts of

that follow that edition.

The following descriptions are written in a language-independent manner except when specific languages are

used in examples.

8.2 Modifying Constants [U]O]

8.2.1 Description of application vulnerability

Many programming languageslow the user to specify some declared entity tediestant. Theconstant
qualification assists in static verification and optimization of the code, and hence is very useful.

However, some of these languages allow alteration of the value of this entity in some cases after all. The semant
then range from legmate and deterministicehaviourto implementatiordefined or undefinedehaviour Often,
the alterations are performed by means of indirection.

8.2.2 Cross reference

CERT C guidelines [38]DCL52-CPP EXP 46C, EXP55CPP, EXPOKC
MISRA C[35]: 11.8

MISRA C++[36]: 5.2.5, 71-1, 93-3

Cert C Guidelines [38] ES.50

8.2.3 Mechanism of failure

In code reviews and manual code inspections, users tend to rely on the belief that an entity declared to be const:
does not change its value during the exeoutibthe program (regardless of the exact semantics of the language).
The initializing value is taken to be its value throughout the execution. For example, the upper bound of a ring
buffer array might be declared as a constant. If, however, the valbe clwanged during the execution, the belief

in immutability can be falsified. In the example, after changing the tpperd constant, insufficiently large

buffer allocations or owbf-bounds buffer accesses, seemingly checked againsirtttant upper baind, may

occur.

Even the welimeant alteration of constants is very risky if the language permits optimizations based on the knowr
initial value of the constant entity. The optimizatwamstant propagation may replace uses of the constant by its
initializing value. The alteration of the value at-time then has no effect on this use of the constant, while it
changes other uses of the constant where constant propagation did not take place. Moreover, different compilers
even the same compiler under di#fnt switch setting can optimize different uses of the constant differently,

leading to nordeterministic executions that often result in dangerous malfunctions.
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The vulnerability can be exploited if the modification of constants is known to the atéackére code that
modifies the constant can be triggered by the attacker.

The vulnerability may be difficult to detect if levels of indirection are involved in the modification of the constant.

8.2.4 Applicable language characteristics

This vulnerabilitydescription is intended to be applicable to languages with the following characteristics:

Languages thallow the specification of an entity to benstant and, at the same time, legitimize or tolerate
changes of its value.

8.2.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

o Qualify entities that are not changed within their scope as constants.

¢ Do notchange the value of entities declared tctestant

o Do not create references or pointers to entities declared to be constant. This includes passing constants as
actual parameters by reference, unless immutability of the formal parameter is ensured.

e Use static analysis tools that detect the ditamaof constant entities.

8.2.6 Implications for language design and evolution

In future language design and evolution activities, the following items should be considered:

¢ Avoid language constructs that allow the modification of constant entities.

o Ensue that the property to be immutable cannot be changed by language operations such as assignment ol
conversion.
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Annex A
(informative)
Vulnerability Taxonomy and List

A.1 General

This documenis a catalog that will continue to evoleor that reason, scheme that is distinct from subclause
numbering has been adopted to identify the vulnerability descrip&aas. description has been assigned an
arbitrarily generated, unique thridter codeThese codes should be used in preference to subclauseraumbe

when referencing descriptions because they will not change as additional descriptions are added to future editior
of thisdocumentHowever, it is recognized that readers may need assistance in locating descriptions of interest.

This annex provides axonomical hierarchy of vulneraiies, which users may find to belpful in locating
descriptions of interesf.2 is a taxonomy of the programming language vulnerabilities descrilmtalise6 and
A.3is a taxonomy of the application vulnerabilitiessdribed irclause7. A.4lists the vulnerabilities in the
alphabetical order of their thréetter codes and provides a crosference to the relevant subclause.

A.2 Outline of Programming Language Vulnerabilities

A.2.1. Types
A.2.1.1. Representation
A.2.1.1.1. [IHN] Type System
A.2.1.1.2. [STR] Bit Representations
A.2.1.2. Floatingpoint
A.2.1.2.1 [PLF] Floatingpoint Arithmetic
A.2.1.3. Enumerated Types
A.2.1.3.1. [CCB] Enumerator Issues
A.2.1.4. Integers
A.2.1.41. [A.C] Numeric Conversion Errors
A.2.1.5. Characters and strings
A.2.1.51 [CIM] String Termination
A.2.1.5.2. [SHL] Reliance okxternalFormat String
A.2.1.6. Arrays
A.2.1.61. [HCB] Buffer Boundary Violation (Buffer Overflow)
A.2.1.62. [XYZ] Unchecked Array Indexing
A.2.1.63. [XYW] Unchecked Array Copying
A.2.1.7. Pointers
A.2.1.7.1. [HFC] Pointer Casting and Pointer Type Changes
A.2.1.7.2. [RVG] Pointer Arithmetic
A.2.1.7.3. [XYH] Null Pointer Dereference
A.2.1.74. [XYK] Dangling Reference to Heap

A.2.2. TypeConversions/Limits
A.2.2.1. [FIF] Arithmetic Wraparound Error
A.2.2.1 [PIK] Using Shift Operations for Multiplication and Division

A.2.3. Declarations and Definitions
A.2.3.1. [NAI] Choice of Clear Names
A.2.3.2. [WXQ] Dead store
A.2.3.3. [YZS] Unused Variable
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A.2.3.4. [YOW] Identifier Name Reuse
A.2.3.5. [BJL] Namespace Issues
A.2.3.6. [LAV] Initialization of Variables

A.2.4. Operators/Expressions
A.2.4.1. [JCW] Operator recedence/Order of Evaluation
A.2.4.2. [SAM] Sideeffects and Order of Evaluation
A.2.4.3. [KOA] Likely Incorrect Expression
A.2.4.4. [XYQ] Dead and Deactivated Code

A.2.5. Control Flow

A.2.5.1. Conditional Statements
A.2.51.1. [CLL] Switch Statements and Static Analysis
A.2.5.1.2. [EQJ] Demarcation of Control Flow

A.2.5.2. Loops
A.2.5.2.1. [TEX] Loop Contol Variables
A.2.5.2.2. [XZH] Oftby-one Error

A.2.5.3. Subroutines (Functions, Procedures, Subprograms)
A.2.53.1.[EWD] Structured Programming
A.2.53.2. [CSJ] Passing Parameters and Return Values
A.2.53.3. [DCM] Dangling References to Stack Frames
A.2.53.4. [OTR]Subprogram Signature Mismatch
A.2.5.3.5. [GDL] Recursion

A.2.5.36. [OYB] IgnoredError Status and Unhandled Exceptions

A.2.6. MemoryModels
A.2.6.1. [AMV] Type-breaking Reinterpretation of Data
A.2.6.2.[YAN] Deep vs Shallow Copying
A.2.6.3.[XYL] Memory Leaks and Heap Fragmentation

A.2.7.ContractModel
A.2.7.1. [SYM] Templates and Generics
A.2.7.2. [RIP] Inheritance

A.2.7.3. [BLP] Violations of the Liskov Substitution Principle or the Contract Model

A.2.7.4[PPH] Redispatching
A.2.7.5[BKK] Polymorphic Variables

A.2.8. Libraries
A.2.8.1 [LRM] Extra Intrinsics
A.2.8.2 [TRJ] Argument Passing to Library Functions
A.2.8.3. [DJS] Intedanguage Calling
A.2.8.4. [NYY] Dynamically-linked Code and Selhodifying Code
A.2.8.5 [NSQ)] LibrarySignature
A.2.8.6. [HIW] Unanticipated Exceptions from Library Routines

A.2.9. Macros
A.2.9.1. [NMP] Preprocessor Directives

A.2.10. Compileand runime
A.2.10.1 [MXB] Suppression of language-defined run-time checking
A.2.10.2 [SKL]Provision oflnherently Unsafe Operations

A.2.11. Language Specification Issues
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A.2.11.1. [BRS] Obscure Language Features
A.2.11.2. [BQF] Unspecified Behaviour

A.2.11.3. [EWF] Undefined Behaviour

A.2.11.4 [FAB] Implementatiordefined Behaviour
A.2.11.5 [MEM] Deprecated Language Features

A.2.12. Concurrency
A.2.121 [CGA] ConcurrencypActivation
A.2.12.2[CGT] ConcurrencypDirected termination
A.2.12.3[CGS] ConcurrencyPremature Termination
A.2.12.4[CGX] Concurrent Data Access
A.2.12.6 [CGM]Protocal LockErrors

A.3 Outline of Application Vulnerabilities

A.3.1 Designlssues
A.3.1.1 [BVQ] Unspecified Functionality
A.3.12. [REU] Fault Tolerance and Failu&irateges
A.3.13. [KLK] Distinguished Values in Data Types

A.3.2. Environment
A.3.2.1. [XYN] Adherence to Least Privilege
A.3.2.2. [XYO] Privilege Sandbox Issues
A.3.2.3. [XYS] Executing or Loading Untrusted Code

A.3.3 Resource Management
A.3.3.1. Memory Management
A.3.31.1. [XZX] Memory Locking
A.3.31.2. [XZP] Resource Exhaustion
A.3.32. Inpu
A.3.3.2.1. [CBF] Unrestricted filepload
A.3.3.2.2. [HTS] Resource names
A.3.32.3. [RST] Injection
A.3.324. [XYT] Crosssite Scripting
A.3.3.25. [XZQ] Unquoted Search Path or Element
A.3.32.7. [XZL] Discrepancy Information Leak

A.3.3.2.8. [EFSUseof unchecked data from an uncontrolled or tainted source

A.3.3.3. Output
A.3.33.1. [XZK] Sensitive Information Uncleared Before Use
A.3.34. Files
A.3.3.41. [EWR] Path Traversal
A.3.3.5 Execution Issues
A.3.3.51 [CCM] Time consumption measurement
A.3.3.5.2[CCl] Clock issues
A.3.3.5.3[CDJ] Time drift and jitter

A.3.4 Concurrency and Parallelism

A.3.41[CGY] Inadequately Secure Communication of Shared Resources

A.3.5. Flaws in Security Functions
A.3.51. [XZS] Missing Required Cryptographic Step
A.3.52. [MVX] Use of a On&Vay Hash without a Salt
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A.3.5.2. Authentication

A.3.52.1 [XZR] Improperly Verified Signature

A.3.522. [XYM] Insufficiently Protected Credentials
A.3.5.2.3. [XZN] Missing or Inconsistent Access Control
A.3.524. [XZQO] Authentication Logic Error

A.3.525. [XYP] Hard-coded Password

A.3.526. [DLB] Download of Code Without Integrity Check
A.3.52.7. [BJE] Incorrect Authorization

A.3.5.2.8. [DHU] Inclusion of Functionality from Untrusted Control Sphere
A.3.529. [WPL] Improper Restriction of Excessive Authentication Attempts

A.3.52.10. [PYQ] URL Redirection to Untrusted Site ('Open Redirect’)

A.4 Vulnerability List

Code Vulnerability Name Subclause Page

[AMV] Type-breaking reinterpretation of data 6.37 Error!
Bookmark not
defined.

[BJL] Namespace issues 6.21 Error!
Bookmark not
defined.

[BJE] Incorrect authorization 7.19 Error!
Bookmark not
defined.

[BLP] Violations of the Liskov substitution principle 6.42 Error!
Bookmark not
defined.

[BQF] Unspecified behaviour 6.55 97

[BRS] Obscure language features 6.54 926

[BVQ] Unspecified functionality 7.30 Error!
Bookmark not
defined.

[CBF] Unrestricted file upload 7.2 Error!
Bookmark not
defined.

[CCB] Enumerator issues 6.5 20

[CCI] Clock issues 7.33 Error!
Bookmark not
defined.

[CCM] Time consumption measurement 7.28 Error!
Bookmark not
defined.

[CDJ] Clock drift and jitter 7.34 Error!
Bookmark not
defined.

[CGA] Concurrency - activation 6.59 103

[CGM] Protocol lock errors 6.63 Error!
Bookmark not
defined.

[CGS] Concurrency - Premature termination 6.62 108
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[CGT] Concurrency - Directed termination 6.60 105
[CGX] Concurrent data access 6.61 Error!
Bookmark not
defined.
[CGY] Inadequately secure communication of shared .25 Error!
resources Bookmark not
defined.
[CIM] String termination 25
[CLL] Switch statements and static analysis .27 Error!
Bookmark not
defined.
[CSJT] Passing parameters and return values .32 Error!
Bookmark not
defined.
[DCM] Dangling references to stack frames .33 Error!
Bookmark not
defined.
[DHU] Inclusion of functionality from untrusted control .5 Error!
sphere Bookmark not
defined.
[DJS] Inter-language calling .47 Error!
Bookmark not
defined
[(DLB] Download of code without integrity check -3 Error!
Bookmark not
defined.
[EFS] Use of unchecked data from an uncontrolled or -6 Error!
tainted source Bookmark not
defined.
[EQJ] Demarcation of control flow .28 Error!
Bookmark not
defined.
[EWD] Structured programming .31 Error!
Bookmark not
defined.
[EWF] Undefined behaviour .56 99
[EWR] Path traversal .11 Error!
Bookmark not
defined.
[FAB] Implementation-defined behaviour .57 Error!
Bookmark not
defined.
[FIF] Arithmetic wrap-around error .15 Error!
Bookmark not
defined.
[FLC] Numeric conversion errors .6 22
[GDL] Recursion .35 Error!
Bookmark not
defined.
[HCB] Buffer boundary violation (Buffer overflow) .8 26
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Pointer casting and pointer type changes

Error!
Bookmark not

defin ed.

Unanticipated exceptions from library routines

91

Resource names

Error!
Bookmark not

defined.

Type system

14

Operator precedence/Order of evaluation

Error!
Bookmark not

defined.

Distinguished values in data types

Error!
Bookmark not

defined.

[KOA]

Likely incorrect expression

Error!
Bookmark not

defined.

[LAV]

Initialization of wvariables

Error!
Bookmark not

defined.

[LRM]

Extra intrinsics

6.45

84

[MEM]

Deprecated language features

6.58

Error!
Bookmark not

defined.

Use of a one-way hash without a salt

Error!
Bookmark not

defined.

Suppression of language-defined run-time checking

6.52

94

Choice of clear names

6.17

Error!
Bookmark not

defined.

[NMP]

Pre-processor directives

6.51

92

[NSQ]

Library signature

6.49

20

[NYY]

Dynamically-linked code and self-modifying code

6.48

Error!
Bookmark not

defined.

[OTR]

Subprogram signature mismatch

Error!
Bookmark not

defined.

[OYB]

Ignored error status and unhandled exceptions

Error!
Bookmark not

defined.

[PIK]

Using shift operations for multiplication and
division

Error!
Bookmark not

defined.

[PLF]

Floating-point arithmetic

18

[PPH]

Redispatching

Error!
Bookmark not

defined.
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[PYQ]

URL redirection to untrusted site

Error!
Bookmark not

defined.

[REU]

Fault tolerance and failure strategies

.31

Error!
Bookmark not

defined.

[RIP]

Inheritance

.41

Error!
Bookmark not

defined.

[RST]

Injection

Error!
Bookmark not

defined.

[RVG]

Pointer arithmetic

.12

Error!
Bookmark not

defined.

[SAM]

Side-effects and order of evaluation

.24

Error!
Bookmark not

defined.

[SHL]

Reliance on external format string

.64

Error!
Bookmark not

defined.

[SKL]

Provision of inherently unsafe operations

6.53

95

[STR]

Bit representations

16

[SYM]

Templates and generics

6.40

Error!
Bookmark not

defined.

[TEX]

Loop control variables

.29

Error!
Bookmark not

defined.

[TRJ]

Argument passing to library functions

.46

Error!
Bookmark not

defined.

[WPL]

Improper restriction of excessive authentication
attempts

.15

Error!
Bookmark not

defined.

[WXQ]

Dead store

.18

Error!
Bookmark not

defined.

[XYH]

Null pointer dereference

.13

Error!
Bookmark not

defined.

[XYK]

Dangling reference to heap

.14

Error!
Bookmark not

defined.

[XYL]

Memory leak and heap fragmentation

.40

Error!
Bookmark not

defined.

[XYM]

Insufficiently protected credentials

.17

Error!
Bookmark not

defined.
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[XYN]

Adherence to least privilege

Error!
Bookmark not

defined.

[XYO]

Privilege sandbox issues

Error!
Bookmark not

defined.

[XYP]

Hard-coded password

Error!
Bookmark not

defined.

[XYQ]

Dead and deactivated code

Error!
Bookmark not

defined.

[XYS]

Executing or loading untrusted code

Error!
Bookmark not

defined.

[XYT]

Cross-site scripting

Error!
Bookmark not

defined.

[XYW]

Unchecked array copying

6.10

29

[XYZ]

Unchecked array indexing

28

[XZH]

Off-by-one error

6.30

Error!
Bookmark not

defined.

[XZK]

Sensitive information not cleared before use

Error!
Bookmark not

defined.

[XZL]

Discrepancy information leak

Error!
Bookmark not

defined.

[XZN]

Missing or inconsistent access control

Error!
Bookmark not

defined.

[XZO]

Authentication logic error

Error!
Bookmark not

defined.

[XZP]

Resource exhaustion

Error!
Bookmark not

defined.

[XzQ]

Unquoted search path or element

Error!
Bookmark not

defined.

[XZR]

Improperly Verified Signature

Error!
Bookmark not

defined.

[XZS]

Missing Required Cryptographic Step

Error!
Bookmark not

defined.

[XZX]

Memory Locking

Error!
Bookmark not

defined.
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[YAN]

Deep vs Shallow Copying

6.

38

Error!

Bookmark not

defined.

[YOW]

Identifier Name Reuse

.20

Error!

Bookmark not

defined.

[YZS]

Unused Variable

.19

Error!
Bookmark not

defined.
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Annex B
(Normative)
Selected Guidance to Language Designers

These are recommendatidios the language developers© community, standards that if developed could be of use to
all languages sudhs the standards ISO/IEC/IEC 60559 Floatraint arithmetic, ISO/IEC 1096¥:2012 Part 1:
Integer and floating point arithmetic, and ISO/IEC 10262001, Part 2: Elementary numerical functions:

1. Standardizederminology for type systems
a. Standardize on aommon, uniform terminology to describyge systems so that programmers
experienced in other languages can reliably learn the type system of a language that is new to them
b. Standardize on a common, uniform terminology to describe generics/templdias so t
programmers experienced in one language can reliably learn and refer to the type system of anothei
language that has the same concept, but with a different name.
2. Standardizé calling
a. Standardizgrovisions for intetanguage calling.
b. Standardize on where parameter checks are done; that is, the receiving program does the paramete
checks, not the calling program.
(Deal with compilation and static analysis that eliminate the need for runtime checks)
3. Standardizé fault handling
a. Standardie the terminology aneheans to perform fault handling.
b. Standardize aet of mechanisms for detecting and treating error conditions so that all languages to
the extent possible could use them. This does not mean that all languages should use the same
meclanisms as there should be a variety, but each of the mechanisms should be standardized.

Select list of what a language should have or do. These were extracted from guidance to language designers from
sulrlause 6.X.6 in TR 24772. Wording has been adjustedprovide a more gemal context, where applicable.

1. Floating point should adhere to a recognized standard definition

a. A language should adhere to ISO/IEC/IEC 60559 Flod®omt arithmetid30].

b. A language should adhere to ISO/IEC 10962012Part 1: Integer and floating point arithmetic,
and ISO/IEC 10962:2001, Part 2: Elementary numerical functions.

2. Conversions should be type-safe

a. A language shouldotallow unchecked casts should make them immediately recognizable as
being unsafe.

b. A language should provide mechanisms to prevent programming errors due to conversions.

3. Bounds checking should be mandatory

a. A language should perform automatic bounds checking on accesses to array elements, unless the

compileror static analysisan staticallydetermineghat the check is unnecessary.
4. Whole array operationshould be provided

a. A language should provide whole array operations, such as full array assignment and safe copying

of arrays that may obviate the need to access individual elements.
5. Subprograms, and in particular libraries, should have contracts for callers

a. Providelanguage mechanisms to formally specify preconditions and postconditions.

b. Languageadefinedlibrariesshouldprovide thepreconditions and postconditions for each call so
that function arguments can be validatkding compilation, execution efa otherstatic analysis
tools.

c. A language shouldpecifymeans to describe the signatures of subprograms.

6. Overflow errors should be detected and handled
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a. Language should provide féities to specify either an error, a saturated value, or a modulo result
when numeric overflow occurs. Ideally, the selection among these alternatives could be made by
the programmer.

7. Undefined/unspecified/implementation defined behaviour should be minimized

a. A language should provide a list of undefined, unspecified and implementafioed behaviours.

b. A language should minimize the amount of ur#er and undefined behaviousad minimize
the number of possible behaviours for aopstruct withunspedied behaviour

8. Use of deprecated features should be diagnosed

a. A language should provide language mechanisms that optionallyedisgirecated language
features, in particular where deprecation for security or safety reg@gonsne could be dropped
in place of a more worthy “top 10" recommendation)

9. Synchronization among parallel/concurrent constructs should be supported

a. A language shouldreateprimitives that let applications specify regions of sequential access to
data wing mechanisms such as protected regions, Hoare monitgggichronous message
passing between threads.

10. Termination of for loops should be easier to guarantee

a. A language should add an identifier type for loop control that cannot be modified by amftieng
than the loop control construgidd the notion of 1-time evaluation of the bounds) (consider in
main document also)
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Annex C
(informative)
Language Specific Vulnerability Template

Each languagspecificPartshould have the following headingformation and initial sections:

ISO IEC TR 24772-X

(Informative)
Vulnerability descriptions for language [languagq

Foreword

[ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form thepecialized system for worldwide standardization. National bodies that are membel
ISO or IEC patrticipate in the development of International Standards through technical committees estal
by the respective organization to deal with particular iefitechnical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and
governmental, in liaison with ISO and IEC, also take part in the work. In the field of informeattomotogy,
ISO and IEC have established a joint technical committee, ISQYTEQ.

International Standards are drafted in accordance with the rules given in the IBDAEIWes, Parp.

The main task of the joint technical committee is to preparenttienal Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publicati
International Standard requires approval by at least 75 % of the national bodies casting a vote.

In exceptional circumstances, when the joint technical committee has collected data of a different kind fr
which is normally published as an International Standard (Ostate of the artO, for example), it may decidg
publish a Technical Repoi Techni@l Report is entirely informative in nature and shall be subject to revie
every five years in the same manner as an International Standard.
Attention is drawn to the possibility that some of the elements of this document may be the subject of pg
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.
ISO/IECTR 24772, was prepared by Joint Technical Committee ISQIIECL, Information technology,
Subcommittee SQ2, Programming languages, their environments and system software interfaces.)

Introduction

This documentprovides guidanceor the programming languagéinguage/ so that application developers
considering fanguage] or using/language] will be better able to avoid the programming constructs that leag
to vulnerabilities in software written the /language] languageand their attendant consequendéss
guidance can also be used by developers to select source code evaluation tanisdisabeer and eliminate
some constructs that could lead to vulnerabilities in their softwaie technical can also be used in
comparison with companion technical reports and with the langndgpendent report, TR 24712 to

select a programming lgnage that provides the appropriate level of confidence that anticipated problemsg
be avoided.

This documenpart is intended to be used with TR 2447 2vhich discusses programming language
vulnerabilities in a language independent fashion.

It shouldbe noted that thidocuments inherently incompletdt is not possible to provide a complete list of
programming language vulnerabilities because new weaknesses are discovered codtmusiligh report

can only describe those that have been foundactarized, and determined to have sufficient probability an
consequence.
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1 Scope

This documenspecifies software programming language vulnerabilities to be avoided in the developmen
systems where assured behavisuequired for security, safety, missioritical and busineseritical software.
In general, this guidance is applicable to the software developed, reviewed, or maintained for any applic
Vulnerabilities describeth thisdocumenthe way that th&ulnerability described in the lgnageindependent
writeup (in TR247721) are manifested iflanguage].

2 Normative references

The following referenced documents are indispensable for the application of this dodtonelated reference
only the ediion cited appliesiFor undated references, the latest edition of the referenced document (includ
any amendments) applies.

[At a minimum, the current version of the language reference manual should be normatively referenced,
as other internatiwal standards that are essential to reading this document.]

[This subclause should list the relevant language standards and other documents that describe the lang
treated inthis Part It need not be simply a list of standartishould do whateves required to describe the
language that is the baseline.]

3 Terms and definitions, symbols and conventions

For the purposes of this documehg terms and definitiorgaven in ISO/IEC 23821, in TR 247721 and the
following apply.Other terms are defined where they appeaulic type.

4 Concepts

[This subclause should provide an overview of general terminology and concepts that are utilized throug
this Part]

Every vulnerability description aflause6 of the main document should be addressédisnPartin the same order
even if there is simply a notation that it is not relevant to the language in quEsiobnvulnerability description
should have the following format:

5 Generalguidancefor [language]

In addition to the generic programming rules from TR 24772-1 subclause 5.4, additional rules from this section
apply specifically to the programming language [language]. The recommendations of this section are
restatements of recommendations from clause 6 of this document, but represent ones stated frequently, or
that are considered as particularly noteworthy by the authors. Clause 6 of this document contains the full set of
recommendations, as well as explanations of the problems that led to the recommendations being made.

[Following this statement, provide a table that provides the most common (approximately 10) or most
important guidance that is not provided in TR 24772-1 subclause 5.4. The format of the table is Rule number
(sequential), the rule itself, and references to subclause 6.x.2, where x contains an instance of the rule]

© ISO/IEC 2013 DAl rights reserved 16¢€



WG 23/N 0835

6 Languagevulnerabilities

6.x <Vulnerability name> [<3 letter tag>]

6.<x>.1 Applicability to language

[This section describes what the language does or does not deiliricdibal with the vulnerability.]
6.<x>.2 Guidance to language users

[This section describes what the programmer or user should do regarding the vulnerability.]

In those cases where a vulnerability is simply not applicable to the language, the foltowiagshould be used
instead:

6.<x> <Vulnerability name> [<3 letter tag>]

This vulnerability is not applicable to <languaggrce [Give a reason]

Following the final vulnerability description, there should be a singleckuse as follows:

7.<y> Language specificvulnerabilitiesfor [language]

[This section is where vulnerabilities not covered by TR 247W#ll be placed] It is possible that there are
none for any given language.

8 Implications for standardization or future revision

[This sectiorprovides the opportunity to discuss changes anticipated for future versions of the language
specification.The section may be left empty
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