6.x
TRJ Use of Libraries 

6.x.0
Status and history

OK: John Benito is responsible

2007-12-15, status revised, Jim Moore

2007-11-19, Edited by Benito

2007-10-15, Decided at OWGV meeting #6: “Write a new item, TRJ. Calls to system functions, libraries and APIs might not be error checked. It may be necessary to perform validity checking of parameters before making the call.”
6.x.1
Description of application vulnerability

Libraries that supply objects or functions are in most cases not required to check the parameters passed to the function or object to be valid.  In those cases where parameter validation is required there might not be adequate parameter validation.  

6.x.2
Cross reference

CWE: 114

JSF: 16, 18, 19, 20, 21, 22, 23, 24, and  25

Holtzmann-7

MISRA: 20.2, 20.3, 20.4, 20.6, 20.7, 20.8, 20.9, 20.10, 20.11, and  20.12
6.x.3
Categorization

See clause 5.?. 
6.x.4
Mechanism of failure

Undefined behaviour.

6.x.5
Range of language characteristics considered

This vulnerability description is intended to be applicable to Libraries that do not validate the parameters accepted by functions, methods and objects.

6.x.6
Avoiding the vulnerability or mitigating its effects

There are several approaches that can be taken, some work best if used in conjunction with each other.

· Validate the values passed before the value is used.

· Use only libraries that have been validated to perform the needed checks.  For example use only libraries that are DO-178B level A certified.

· Develop wrappers around library functions that check the parameters before calling the function.

· Demonstrate statically that the parameters are never invalid.

· Use only libraries written in-house and have been developed with safety-critical requirements.

6.x.7
Implications for standardization

· All languages that define a support library should consider removing most if not all cases of undefined behaviour from the library sections.

· Define the libraries so that all parameters are validated.
6.x.8
Bibliography
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