6.4
XYH Null Pointer Dereference

6.4.0
Status and history

PENDING

2007-08-03, Edited by Benito

2007-07-30, Edited by Larry Wagoner

2007-07-20, Edited by Jim Moore

2007-07-13, Edited by Larry Wagoner

6.4.1
Description of application vulnerability

A null-pointer dereference takes place when a pointer with a value of NULL is used as though it pointed to a valid memory area.

6.4.2
Cross reference

CWE: 

467. Null Pointer Dereference

6.4.3
Categorization

See clause 5.?. 
Group: Dynamic Allocation
6.4.4
Mechanism of failure

A null-pointer dereference takes place when a pointer with a value of NULL is used as though it pointed to a valid memory area.  Null-pointer dereferences often result in the failure of the process or in very rare circumstances and environments, code execution is possible.

6.4.5
Range of language characteristics considered

This vulnerability description is intended to be applicable to languages with the following characteristics:
· Languages that permit the use of pointers.

· Languages that allow the use of a NULL pointer.
6.4.6
Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

· Before dereferencing a pointer, ensure it is not equal to NULL.
6.4.7
Implications for standardization

<Recommendations for other working groups will be recorded here. For example, we might record suggestions for changes to language standards or API standards.>

6.4.8
Bibliography
<Insert numbered references for other documents cited in your description. These will eventually be collected into an overall bibliography for the TR. So, please make the references complete. Someone will eventually have to reformat the references into an ISO-required format, so please err on the side of providing too much information rather than too little. Here [1] is an example of a reference:
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