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6.15.1
Description of application vulnerability

A product uses an incorrect maximum or minimum value that is 1 more or 1 less, than the correct value. 

[Note: This may need further study. For example, this might be an umbrella for a lot of individual items. On the other hand, this might be a contributing cause of other items.]

6.15.2
Cross reference

CWE: 

193. Off-by-one Error

6.15.3
Categorization

See clause 5.?. <Replace this with the categorization according to the analysis in Clause 5. At a later date, other categorization schemes may be added.>
6.15.4
Mechanism of failure

This could lead to a buffer overflow.  However that is not always the case.  For example, an off-by-one error could be a factor in a partial comparison, a read from the wrong memory location, or an incorrect conditional. 

6.15.5
Range of language characteristics considered

This vulnerability description is intended to be applicable to languages with the following characteristics:

· Many languages have mechanisms to assist in the problem, e.g. methods to obtain the actual bounds of an array.

6.15.6
Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

· Off-by-one errors are very common bug that is also a code quality issue.   As with most quality issues, a systematic development process, use of development/analysis tools and thorough testing are all common ways of preventing errors, and in this case, off-by-one errors.

6.15.7
Implications for standardization

<Recommendations for other working groups will be recorded here. For example, we might record suggestions for changes to language standards or API standards.>

6.15.8
Bibliography
<Insert numbered references for other documents cited in your description. These will eventually be collected into an overall bibliography for the TR. So, please make the references complete. Someone will eventually have to reformat the references into an ISO-required format, so please err on the side of providing too much information rather than too little. Here [1] is an example of a reference:

[1] Greg Hoglund, Gary McGraw, Exploiting Software: How to Break Code, ISBN-0-201-78695-8, Pearson Education, Boston, MA, 2004

