6.x HFC Pointer casting and pointer type changes
6.x.0 Status and history

2007-10-28: edited by Plum

2007-10-15: Decided at OWGV Meeting 6: We will write a new description, HFC, to cover pointer casting and pointer type changes. Deal with MISRA 2004 rules 11.1, 11.2, 11.3, 11.4, add-in 11.5; JSF C++ rule 182.

6.x.1 Description of application vulnerability

Define “access via  a data pointer” to mean “fetch or store indirect through that pointer”; define “access via a function pointer” to mean “invocation indirect through that pointer”.  The code produced for access via a pointer requires that the type of the pointer is appropriate for the data or function being accessed; otherwise undefined behavior can occur.  (The detailed requirements for “appropriate” type vary among languages.)
Even if the type of the pointer is appropriate for the access, and undefined behavior is not produced, erroneous pointer operations can still cause a bug.  Here is an example from CWE 188:

void example() {

  char a; char b; *(&a + 1) = 0;

}

Here, b may not be one byte past a. It may be one byte in front of a. Or, they may have three bytes between them because they get aligned to 32-bit boundaries.

6.x.2 Cross reference

CWE 136: Type Errors
CWE 188: Reliance on Data Layout

6.x.3 Categorization

[tbd].

6.x.4 Mechanism of failure

Arrays are defined, perhaps statically, perhaps dynamically, to have given bounds. In order to access an element of the array, index values for one or more dimensions of the array must be computed. If the index values does not fall within the defined bounds of the array, then access might occur to the wrong element of the array, or access might occur to storage that is outside the array. A write to a location outside the array may change the value of other data variables or may even change program code.

The vulnerability can be avoided by not using arrays, by using whole array operations, by checking and preventing access beyond the bounds of the array, or by catching erroneous accesses when they occur. The compiler might generate appropriate code, the run-time system might perform checking, or the programmer might explicitly code appropriate checks.

6.x.5 Range of language characteristics considered

This vulnerability description is intended to be applicable to languages with the following characteristics:

· Pointers (and/or references) can be converted to different types.
· Pointers to functions can be converted to pointers to data.

· Addresses of specific elements can be calculated.

· Integers can be added to, or subtracted from, pointers, thereby designating different objects.

6.x.6 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

· Treat the compiler’s pointer-conversion warnings as serious errors.
· Adopt programming guidelines (preferably augmented by static analysis) that restrict pointer conversions.  For example, consider JSF++ AV rules 182 and 183; or CERT/CC guidelines EXP05-A, 08-A, 32-C, 34-C and 36-C; or MISRA C rules 11.1, 11.2, 11.3, 11.4, and 11.5.

· Other means of assurance might include proofs of correctness, analysis with tools, verification techniques, etc.

6.x.7 Implications for standardization

[tbd]
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