6.<x> XZQ Unquoted Search Path or Element
[Clause 7]
6.x.0 Status and history

PENDING

2007-07-20, Edited by Jim Moore

2007-07-13, Edited by Larry Wagoner

6.<x>.1 Description of application vulnerability

Strings injected into a software system that are not quoted can permit an attacker to execute arbitrary commands. 

6.<x>.2 Cross reference

CWE: 

428. Unquoted Search Path or Element

6.<x>.3 Categorization

See clause 5.?. <Replace this with the categorization according to the analysis in Clause 5. At a later date, other categorization schemes may be added.>
6.<x>.4 Mechanism of failure

The mechanism of failure stems from missing quoting of strings injected into a software system.  By allowing whitespaces in identifiers, an attacker could potentially execure arbitrary commands.  This vulnerability covers "C:\Program Files" and space-in-search-path issues.  Theoretically this could apply to other OSes besides Windows, especially those that make it easy for spaces to be in files or folders.

6.<x>.5 Possible ways to avoid the vulnerability

Software should quote the input data that can be potentially executed on a system. 

6.<x>.6 Assumed variations among languages

This vulnerability description is intended to be applicable to languages with the following characteristics:

<Replace this with a bullet list summarizing the pertinent range of characteristics of languages for which this discussion is applicable. This list is intended to assist readers attempting to apply the guidance to languages that have not been treated in the language-specific annexes.>
6.<x>.7 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

<Replace this with a bullet list summarizing various ways in which programmers can avoid the vulnerability or contain its bad effects. Begin with the more direct, concrete, and effective means and then progress to the more indirect, abstract, and probabilistic means. 

