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N1063

L ate Issues with n1055
(From email and n1049)



Got varsus Have

Should  GOT_SECURE LI B  be
. HAVE SECURE LIB 7

“HAVE” Is consistent with widespread
Open Source software practice

“GOT” iImplies acquisition of adynamic
resource/ “Have” implies static capability
From Nelson Beebe, off-reflector emall




consensus

_STDC WANT _SECURE LI B
replaces _USE SECURE LI B

__STDC SECURE LI B replaces

GO

_SECURE LIB



N1049 Second Batch

e Suggestion: Borrow concept of “precision’
frompri ntf forscanf/scanf s

format specifiersC, S, |

char a 100];
scanf (“% 100s”, a);
scanf (“% *s”, (size t)100, a);



scanf, cont.

e Default precision for scanf s is0,
requiring use of precision

* Disadvantage: Decreased possibility for
compile-time checking that secure practice
IS being followed. Contrast with Footnote

4, page /.
 Note“ 9% . *s” would be an assignment
suppressed scan with indirect precision.



getenv_s (viareflector)

 The needed parameter should be used to

store the length+1 of the environment string
found, since that Is how much space needs
to be allocated for the string.

 Notethat snpr i nt returnsthe length, not
length+1. Inconsistent?

e Behavior of other existing functions?



asctime_s (viareflector)

o Sample code will store anull char even if
size of output array Iszero. Addred line:

if (n <1 /|| n >= nmaxsize) {
| f (maxsize > 0)
s[0] ="'\0';

ret urn ERANGE;



n1049 Fourth Batch

« Secure library functions should have
defined, and safe, semantics for null pointer
arguments.



<string.h>

e get s_s should return anull pointer for a
null pointer argument.

e strncpy_s andstrncat s should
return ERANGE for null pointer arguments.

e strnl en s should return zero for a null
pointer argument.



<wchar.h>

e Wcsncpy_ s andwesncat s should
return ERANGE for null pointer arguments.

e wesnl en s should return zero for a null
pointer argument.

All headers and functions should be checked!



N1049 Second Batch

e t npnam s should compare the length of
the filenameto naxsi ze- 1, not
nmaxsi ze

 Not needed: TR uses “size’ for number
elements of an array and “len” for length of
string.

strlen(“abc”) < sizeof “abc”



New functions coming

 mbsrtowcs s
e Wcsrtombs s
e wcrtomb s

Detalls not avallable. Goals: always null
terminate, add size parameter for dst, remove
optional static state.



