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PYQ	–	URL	Redirection	to	Untrusted	Site	('Open	

Redirect'),	140	
		
real	numbers,	16	
Real-Time	Java,	105	
resource	exhaustion,	118	
REU	–	Termination	Strategy,	70	
RIP	–	Inheritance,	xvii,	78	

rsize_t,	22	
RST	–	Injection,	109,	122	
runtime-constraint	handler,	191	
RVG	–	Pointer	Arithmetic,	29	
		
safety	hazard,	4	
safety-critical	software,	5	
SAM	–	Side-effects	and	Order	of	Evaluation,	49	
security	vulnerability,	5	
SeImpersonatePrivilege,	115	
setjmp,	60	
SHL	–	Uncontrolled	Format	String,	110	
size_t,	22	
SKL	–	Provision	of	Inherently	Unsafe	Operations,	90	
software	quality,	4	
software	vulnerabilities,	9	
SQL	

Structured	Query	Language,	112	
STR	–	Bit	Representations,	14	
strcpy,	23	
strncpy,	23	
structure	type	equivalence,	12	
switch,	54	
SYM	–	Templates	and	Generics,	76	
symlink,	131	
		
tail-recursion,	68	
templates,	76,	77	
TEX	–	Loop	Control	Variables,	57	
thread,	2	
TRJ	–	Argument	Passing	to	Library	Functions,	80	
type	casts,	20	
type	coercion,	20	
type	safe,	12	
type	secure,	12	
type	system,	12	
		
UNC	

Uniform	Naming	Convention,	131	
Universal	Naming	Convention,	131	

Unchecked_Conversion,	73	
UNIX,	83,	114,	120,	131	
unspecified	functionality,	111	
Unspecified	functionality,	111	
URI	

Uniform	Resource	Identifier,	127	
URL	

Uniform	Resource	Locator,	127	
		
VirtualLock(),	117	
		
white-list,	120,	124,	127	
Windows,	99	
WPL	–	Improper	Restriction	of	Excessive	

Authentication	Attempts,	140	
WXQ	–	Dead	Store,	39,	40,	41	



		
XSS	

Cross-site	scripting,	125	
XYH	–	Null	Pointer	Deference,	30	
XYK	–	Dangling	Reference	to	Heap,	31	
XYL	–	Memory	Leak,	74	
XYM	–	Insufficiently	Protected	Credentials,	9,	133	
XYN	–Adherence	to	Least	Privilege,	113	
XYO	–	Privilege	Sandbox	Issues,	114	
XYP	–	Hard-coded	Password,	136	
XYQ	–	Dead	and	Deactivated	Code,	52	
XYS	–	Executing	or	Loading	Untrusted	Code,	116	
XYT	–	Cross-site	Scripting,	125	
XYW	–	Unchecked	Array	Copying,	27	
XYZ	–	Unchecked	Array	Indexing,	25,	28	
XZH	–	Off-by-one	Error,	58	
XZI	–	Sign	Extension	Error,	36	
XZK	–	Senitive	Information	Uncleared	Before	Use,	

130	
XZL	–	Discrepancy	Information	Leak,	129	
XZN	–	Missing	or	Inconsistent	Access	Control,	134	
XZO	–	Authentication	Logic	Error,	135	
XZP	–	Resource	Exhaustion,	118	
XZQ	–	Unquoted	Search	Path	or	Element,	127	
XZR	–	Improperly	Verified	Signature,	128	
XZS	–	Missing	Required	Cryptographic	Step,	133	
XZX	–	Memory	Locking,	117	
		
YOW	–	Identifier	Name	Reuse,	41,	44	
YZS	–	Unused	Variable,	39,	40	
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