6.<x> XYI Race Condition in Switch

6.x.0 Status and history

OUT (deals with concurrency)

2007-07-19, Edited by Jim Moore

2007-07-13, Edited by Larry Wagoner
6.<x>.1 Description of application vulnerability

In a switch statement, if the variable which is switched upon is changed while the switch statement is still in progress, then undefined activity may occur.  
[There were some comments that the CWE description is flawed.] [For now we will set this one aside.]
6.<x>.2 Cross reference

CWE: 

365. Race Condition in Switch

6.<x>.3 Categorization

See clause 5.?. 
Group: Concurrency
6.<x>.4 Mechanism of failure

If the variable which is switched on is changed while the switch statement is still in progress undefined activity may occur.  This issue is particularly important in the case of switch statements that involve fall-through style case statements -- ie., those which do not end with break. If the variable which is being switched upon changes in the course of execution, the actions carried out may place the state of the process in a contradictory state or even result in memory corruption. 

6.<x>.5 Possible ways to avoid the vulnerability

All variables involved in switch statements should be locked before the statement starts and are unlocked when the statement ends. 
6.<x>.6 Assumed variations among languages

This vulnerability description is intended to be applicable to languages with the following characteristics:

<Replace this with a bullet list summarizing the pertinent range of characteristics of languages for which this discussion is applicable. This list is intended to assist readers attempting to apply the guidance to languages that have not been treated in the language-specific annexes.>
6.<x>.7 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

<Replace this with a bullet list summarizing various ways in which programmers can avoid the vulnerability or contain its bad effects. Begin with the more direct, concrete, and effective means and then progress to the more indirect, abstract, and probabilistic means.

