6.<x> XYV Inclusion of PHP File
[Group XYU, XYV, XZC, XZD, XZE, XZF, XZG, XZJ into one item and place it in Clause 7.]
6.x.0 Status and history

2007-07-20, Edited by Jim Moore

2007-07-13, Edited by Larry Wagoner
6.<x>.1 Description of application vulnerability

A PHP product uses "require" or "include" statements, or equivalent statements, that use attacker-controlled data to identify code or HTML to be directly processed by the PHP interpreter before inclusion in the script. 

6.<x>.2 Cross reference

CWE: 

98. PHP File Inclusion 

6.<x>.3 Categorization

See clause 5.?. <Replace this with the categorization according to the analysis in Clause 5. At a later date, other categorization schemes may be added.>
6.<x>.4 Mechanism of failure

This is frequently a functional consequence of other Weaknesses. It is usually multi-factor with other factors, although not all inclusion bugs involve assumed-immutable data.  Direct request Weaknesses frequently play a role.  This can also overlap directory traversal in local inclusion problems.

6.<x>.5 Possible ways to avoid the vulnerability

Assume all input is malicious. Use an appropriate combination of black lists and white lists to ensure only valid and expected input is processed by the system. 

6.<x>.6 Assumed variations among languages

This vulnerability description is intended to be applicable to languages with the following characteristics:

<Replace this with a bullet list summarizing the pertinent range of characteristics of languages for which this discussion is applicable. This list is intended to assist readers attempting to apply the guidance to languages that have not been treated in the language-specific annexes.>
6.<x>.7 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

<Replace this with a bullet list summarizing various ways in which programmers can avoid the vulnerability or contain its bad effects. Begin with the more direct, concrete, and effective means and then progress to the more indirect, abstract, and probabilistic means. 

